IPVv6

* |nitial motivation: 32-bit address space
completely allocated by 2008.

e Additional motivation:
— header format helps speed processing/forwarding

— header changes to facilitate QoS
— new “anycast” address: route to “best” of several
replicated servers
* |Pv6 datagram format:
— fixed-length 40 byte header

— no fragmentation gllowed i1

e



Priority: identify priority among datagrams in flow
Flow Label: identify datagrams in same "flow."
(concept of"flow" not well defined).
Next header: identify upper layer protocol for data

IPv6 Header

ver

pri

flow label

payload len next hdr | hop limit

source address
(128 bits)

destination address

(128 bits)

data

32 bits >
4: Network Layer
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Other Changes from |Pv4

* Checksum: removed entirely to reduce
processing time at each hop

* Options: allowed, but outside of header,
indicated by “Next Header” field

e [CMPv6: new version of ICMP

— additional message types, e.g. “Packet Too Big”
— multicast group management functions

4: Network Layer 4b-3



Transition From IPv4 To IPv6

* Not all routers can be upgraded simultaneous
— no “flag days”

— How will the network operate with mixed IPv4 and
IPv6 routers?

* Two proposed approaches:

— Dual Stack: some routers with dual stack (v6, v4)
can “translate” between formats

— Tunneling: |Pv6 carried as payload n |IPv4
datagram among IPv4 routers
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Dual Stack Approach

IPvéy IPvd IPvd IPvd IPvd Pvd
(T e (T, <"—“\ SR (=
\\:_-_ A\~ N _B/ \\Q_/' NG D 7 NG E = NG _F_ 2

—_— e — —
Flow: X Source: A Source: A Flow: 22
Source: A Dest: F Dest: F Source: A
Dest: F Dest: F

dota dota
deota dota
Ato B: Bto C: Do E: EwofF
IPv6 IPvd IPvd4 IPv6
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Tunneling - Encapsulation

Logical view

:on e IPv6 Py
tunnel P -
\A B/ )ﬁ:_Ef-/' "\-‘-ﬂF_-//‘
Phvsical view l LIPvé inside IPv4 where needed
IPut | Pyt lhva IPud PV

—_— Y — ——
Flow: X Source: B Scurce: B Flow: X
Source: A Dest: £ Dest: £ Source: A
o Flowe: X Flow: X e

Scurce: A Source: A
dola Dest: F Dest: F dota
Ato B: dato dato E 1o F:
PG IPv&
Bto C: Bto C:
IPv4 IPva
[encopsulating (encapsulating
IPvS) IPvO)
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2uykplon IPv4 pe IPv6 header

IPv4
0 1516 18 31
1 vers | hlen TOS total length
identification flag offset
20 TTL protocol header checksum
bytes
source address
J destination address
options and padding
IPv6

vers

traffic class

flow-label

payload length

next header| hop limit

source address

destination address

Adalpgdnkayv (6)

e |ID, flags, flag offset
e TOS, hlen
e header checksum

AN\atav (3)

e total length => payload
e protocol => next header
e TTL => hop limit

NpootedOnkav (2)
e traffic class
e flow label
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IPv6 Header (1)

Traffic class: Mapopolo pe to nedio
TOS oto IPV4.

Flow label: yLa tnv avayvwplon
poNG Twv datagrams.

Payload length: Aivel Tov aplBuo
bytes oto IPv6 datagram

Next header: mpooblopilel tov
TUTO TN ETUKEDOALS OC OPECWC
UETA Ao AUTAV TNV eTikedaiida
(ette IPv6 extension header  TCP /
UDP header)

Hop limit: Mewwvete kata 1 ano
KABe Spopoloynth mou mpowbel To
datagram. Otav to hop limit ¢ptdoet
0 to datagram amoppintetal.
Destination address: Mrmnopei va
NV €lvat 0 TEALKOC TTPOOPLOUOC

€AV UTtApPXEL eTILKEDAALS L
dpopoAdynonc.

40 bytes Up to 65,533 bytes

Base header

IPv6 packet

32 hits
|
4 bits 8 bits 20 bits
Version Traffic class Flow label
16 bits 8 bits 8 bits
Payload length Next hdr Hop limit
Source address
(128 bits)
Destination address
(128 bits)
Data

IPv6 base header
4h-8




IPv6 Header (2)

Larger Address Space.

End-to-end Connectivity (no NAT protocol).

Simplified Header (Faster Forwarding/Routing).

Mobility (Auto-configuration — same IPv6 address while moving).
Enhanced Priority Support (based on Traffic Class and Flow label).

>to IPv6, T0 Baowkod header mepLleExel Lovo tig mAnpodopieg mou eival
anapaitntec.

Extensibility (as much as the size of IPv6 packet !)
OAec oL emuumAcov mAnpodopiec tonoBetouvtal oto extension header.

Otav xpnotwpomnolovuvtal extension headers, 1o medio next header deiyvel
Tov pwTto extension header.
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IPv6 Header (3)

* Twuecg next header:

00:
02:
06:
17:
43:
44.
50:
51:
59:

60:

Hop-by-hop option
ICMPv6

TCP

UDP

Source-routing option
Fragmentation option

Encrypted security payload

Authentication header
Null (no next header,

oute Upper Layer Header)

Destination option

.+ Next header

T

T

T

TT1

# Next header| Length

Extension header

-
i

o Next header| Length

Extension header

Data: a packet from another protocol

4b-10
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Extension header

Hop by Hop

Destination

Source Routing | [Fragmentation | |Authentication ESP

[MPOTEINOMENH AIAAOXH TON EXTENSION HEADERS (EH)

— Hop-by-hop (00): yia petaBifaon mAnpodopiwv og 6Aouc Touc SPOoOAOYNTEC TTOU
enokémntetal to datagram. MNedia: Next Header field, Header Extension Length, Options.

— Destination (60): yia petaBipoaon mAnpodoplwv dpopoAdynong otouc dtadoytkoug
npoopLlopolc, ebocov ponyeitat tou Source routing EH. Mebdla, 6nwc Hop-by-hop EH.

— Source routing (43): yia va akoAouBOnBel ouykekplpévn dtadpopn (LEow routers).

— Fragmentation (44): yw.a okomoU¢ fragmentation.

— Authentication (51): yia emkUpwon amootoAéa Kat StaodAALon TNG AKEPALOTNTAC TWV

dedopEvwv.

— ESP —Encrypted Security Payload (50): map€xeL EUMLOTEVTIKOTNTO KOL TTPOOTATEVEL ATTO

TNV UTTOKAOTIA.

— Destination (60): yia petoBipoaon mAnpodoplwv Hovo otov TEALKO TIPOOPLOUO.

— Upper Layer header
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Napadeypa datagram with Extension Header (1)

Packet with Extension Header
' Ver Traffic Class Flow Label i
: Payload Length Next Header =EH1 Hop Limit |
i , 140 Octets
I Source IPv6 Address I
I Destination IPv6 Address v

Next Header =EH3 Extension Header 2
Extension Header 3

Upper Layer (UL) Header j Payload

e e ceccaacccccccccccccccccc e o o o o o e e e - - - " > . - - - . . . . e . . . . e e e e e e e e ol

] Extension Header 1

- - -
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Napadeypa datagram with Extension Header (2)

Next Header is the Routing EH
f iler it T;a-mc Cl-as; --------- \l -Fio-w Gt AT '
 Pavosstony

: Source IPv6 Address , |40 Octets

Next Header is the (Care of Address of Mobile Node A)
Destination EH _l Destination IPv6 Address

(Care of Address of Mobile Node B)
HdrExLen=2 Rout.Type=2 Seg.left=1

. =
A

v

Next Header is the Reserved=0 | 24 Octets

P ]
ragment E _l Home Address of Mobile Node B

m HdrExLen=2 Opt.Type=1 Optlen=2

I 0 0 Opt.Type=201 OptLen=16

v
A

24 Octets

+

Next Header is TCP —1 Home Address of Mobile Node A

NH=6 R F fset R M
eserved ragment Offse es 8 Octats

T

Identification

Upper Layer (UL) Header Payload

13




IPv6 Fragmentation (1)

e 10 IPv6 €ywvav aAlayec tou amodeUYOUV TOV KOTAKEPLATLOUO
oTouc OPOUOAOYNTEC

— To IPv4 amattel amo touc evolapecous SpoloAoynTEC va
KOTALKEPLATL{OUV OTIOLOOATIOTE TTAKETO OV £ival peyaio yo tn MTU

ToUu SLKTUOU TtoV TIPETEL VoL TaELOEYP el
— O KOTaKEPUATIOUOC TOU IPV6 elval amo akpo os akpo (end to end)

e Hmnyn movu eival utevBuvVN ylLa TOV KATOKEPUATLOMO €XEL HUO
ETUAOYEC
— Eyyunuévo ehaxioto MTU: 1280 bytes (oktadec)

— Avixveuon MTU &wadpopung
Mpoodlopilel o eAdxtoto MTU katd prkog tTn¢ SLadpopng TPog TOV IPOOPLOUO:

1. XtéAvel makeTo prikougc MTU.
2. O router mou €xel pkpotepn MTU otéAvel pe to ICMPv6 tnv MTU tou.

3. XTEAVEL TWPA TIOKETO HE TNV MLIKpOTEPN MTU, K.0.K.
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IPv6 Fragmentation (2)

* To IPv6-datagram €xeL dUo pepn:

unfragmentable part, koL fragmentable part.

Baowkn enikedpaAida og kaBe fragment.

0 8 16

24

29

To IPv6 fragmentation slodyet pa pikpn emikepaiida eMEKTAONC LETA TNV

31

NEXT HEADER RESERVED

FRAG. OFFSET

RS

DATAGRAM IDENTIFICATION

RS is set to 0 and reserved (bit #30). M marks last fragment.

IDENTIFICATION unique for re-assembly. Fragments must be a multiple of 8 octets.
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Decimal — Binary - Hexadecimal

Decimal Binary Hexadecimal
0 0000 0
1 0001 1
2 0010 2
3 0011 3
4 0100 4
5 0101 5
6 0110 6
T 0111 7
8 1000 8
9 1001 9
10 1010 A
11 1011 B
12 1100 C
13 1101 D
14 1110 E
15 1111 F
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|IPv6 addresses

* OKTW opadec 16-bit akEpalwv aplOuwyv mou dtaxwpilovrat oo ":"

128 bits = 16 bytes = 32 hex digits

- >
1111110111101100 evennreneee J1TTTT1111111111
FDEC |a| BA98 |a| 7654 |a| 3210 || ADBF || BBFF 2922 |a| FFFF

-

3 tug[m GLiueuvoewv o0
koLt SpouoAovnonc: : K> @ O
p H Vﬂ T]C unicast Sroadcas ‘ e — .

— Unicast (one to one)

— Multicast (one to many)
— Anycast (one to nearest — napadidetal otov «TANCLECTEPO» o i opada H/Y)
— No Broadcast address (lnovo oto IPv4 €xoupue broadcast address)
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AtevBuvoelc kat CIDR

Ta NYETKA uNOevikA pmopouyv va adalpebouv
— FDEC: BA98: 0074: 3210: 000F: BBFF: 0000: FFFF =
— FDEC: BA98: 74: 3210: F: BBFF: O: FFFF

Juvtopoypadia : pio oelpd uNOEVIKWY UMopPEL val avTikataotabel amno “::”
(novo pia popa)

— FDEC: 0: 0: 0: 0: BBFF: O: FFFF =
— FDEC :: BBFF: O: FFFF
CIDR notation ywa ta npwta N bits pwag dStevBuvonc

— FDEC: 0: 0: 0: 0: BBFF: O: FFFF / 60
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Unicast Addresses (1)

Mua StevBuvaon unicast eivat n 1o Kowrn popdn ULoG
dlevBuvonc IP kal kataywpeitol og pla dtemadn Siktuou.
— Tomol Unicast dteuBuvoewv

* global unicast addresses (host to host )

* link-local addresses, site-local addresses

e unique local IPv6 unicast addresses (private addresses)

» special addresses
Link local — unique local — Global

::/128 = Sev xpnoluomoLeital

::/0 = default Router
::1/128 = Loopback address
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Unicast address (2)

128 bits I
|
Global routing prefix Subnet identifier Interface identifier
| | | I
| . I . . L
mn bits mrr bils i bits
Crefines ﬁ-iil::'l Diefines submet | Diefinees interface |

L //
m: <8 bits

/ m: 16 bits
¢+ thee-ef| (E

il | | | | K ecommrendatiomn

S ukbnei ubmed

'.éiél. Site
To the Internet

* Global Routing prefix: epapyikad dopnuevn tipun (001.......) — kABe opyaviopog {ntet
gva pumAok SteuBuvoewv IPv6, To omoio Sev Umopel va XpnOLUOTIOLNOEL KAVELG AAAOC.

* Subnet ID: avayvwpLloTtiko evocg UTTOSLKTUOU.

* Interface ID: €dv 10 MpoBepa Eekva pe Suadikd 000: Sev UTIAPXEL TTEPLOPLOMOG OTN
doun ID tng Stemadng — dtadopeTikd: pLa raykoopto povadikny dtevBuvon EUI-64,
(Extended Unique ldentifier 64 bits) pmopei va mpogpxetat anod 48-bit dievBuvon

Ethernet.
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MpoBspata kataywpnuevwy IPve dtevBuvoewv

* H tehevtaio otiAn deiyvel to KAAGHO TOL TO KAOE UTAOK KaTalauPAveEL 6€ OAOKANPO
TO Y®OPO O1EVOVHVGEMV.

Block Prefix CIDR Block assignment m

0000 0000 0000::/8 Special addresses 1/256
001 2000::/3 Global unicast 1/8
1111 110(1) FC00::/7 Unique local address 1/128
1111111010 FE80::/10 Link local address 1/1024
1111 1111 FFOO::/8 Multicast addresses 1/256
. i 1111110
Unique e
Local , #
(private Prefix | L Global ID submnet 10 Interface 1D
addresses) ~— = SRR S
1 Bit 40 Bits 16 Bits 54 Bits

« Link local addresses — Xpnoiuomotovvtor yio tnv emkotvovio puetad hosts (point
to point) evég link 6mov B pmopovoe va vadpEel broadcast emkowvwvia (évog oe
oAovg). Inuewwtéov: O Router dev mpowbei mote avtec tic dicvbivoeic extoc tov link.

1111 1118 1000 G000 0000 0000 G000 0000 0300 0000 0000 0000 (000 0000 0000 00a] Interface IO
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Avtiotoiyton dtevBuvoewv MAC

* auto-configure of Interface ID - IEEE Extended Unique Identifier (EUI-64)
format. Avtiotoixlon pac puoikng Stevbuvoncg (MAC address, 48 bits) ota
televtalia 64-bits (Interface ID)

* O host tnv xwpilel og SVo TUAHOTA TWV 24 bits kot mapepuBaiAeL 16 bits: FFFE
(16+48 = 64)
* To global/local koppatt avtnc tng popdnc mpemnet va aAAatel amod 0 os 1

00 11 |22 | FF ||FE | AB | CD EF

0000 00 O
l?th MSB is complemented
0000 0010

02 11 22 |FF FE AB| CD | EF
4p-22



Avtiotolyton 6tevBuvoewv MAC

Noapadelyua pe bits

e Avtlotoixion 48-bit MAC dtevBuvonc os 64-bit avayvwpLloTLKO

dtemadnc (Interface ID))

— AM\ayn tou local/global bit og 1
— MNpooBeon 16 bit:1111111111111110 A FFFE,.

1 48 bits .
L 8bits,\ ~8bits, | Bbits ) 8bits, | 8bits | Bbis )

sthernel TTTT | | | | |

MACL address ' |
| . ; . added bits .
nlerlace —rrm | L. 1110 | |
identihier J
) 64 bats
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Multicast address

AleBuvon MoAVEKTTOUAG YvwoTn amo to IPv4.

Movipn: katavepetoal amo tnv IANA (Internet Assigned Numbers Authority)

8 bits 4 1

112 bits

11111111

0000 Permanent ) [ 0000
0001 Transient 0001
0010

0101
1000
1110

Reserved

Node local

Link local

Site local
Organizational local
Global

Reserved

Group ID

Multicast
IPv6

address
FFO1::1 All nodes in Interface - local
FFO1::2 All Routers in Interface - local

FF02::1 All nodes in link — local
FF02::2 All Routers in link — local
FFO5::2 All Routers in site — local
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MpokaBoplopevec SLlevBOUVOELC TTOAUEKTTOUTING

* OMotL oL kOppBotl multicast

* FFO1 :: 1 (interface-local)

* FFO2 :: 1 (link-local)

 >10 IPV4 Ypnotwpomolteitat to 224.0.0.1
* OMoL ot 6poporoyntec multicast

* FFO1 :: 2 (Interface-local)

* FFO2 :: 2 (link-local )

* FFO5 :: 2 (site-local)

 >10 |IPv4 xpnowuomoteital to 224.0.0.2
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Anycast

* Néoc tumoc dtevBuvonc oto IPv6. Onwc pa StevBuvon
multicast, pwa StevBuvon anycast avayvwpilet TOANATTAEC

dlemadeEc.

* Evw ta maketa multicast yivovtau dekta oo moAAouc¢ host,
TO TTAKETA anycast mapadidovtal povo oe eva host.

— Kata tn §popoAdynon, ol SteuBuvoelc anycast xpnoLUomoLouvTalL yLa
N 6POLLOAOYNON TIAKETWY OTOUC MTANCLECTEPOUC SpOLOAOYNTEC.

* OLd8levuBuvoelc anycast dlatiBevtal amo tov xwpo
SlevBuvoewv unicast.
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O veoc tumoc dpopoAoynonc “Anycast”

* H dtevBuvon IPv6-Anycast eival pia Destination IPv6 address:
SLevBuvon mou pmnopel va ekxwpnBel 2001:2228:abcd:1::1
n i-5l-a OE T[EplO'O'C’)TE.pEC (IT[é Mia Destination Next Cost R
Stentadéc (oe oAE end-systems, 2001:2228:abcd:1::1R1 2 .

./

, , 2001:2228:abcd:1::1 R2 3
ouvnBwg servers pe to idLo 2001:2228:abcd:1::1R3 5
neplexopevo, m.x. DNS servers). 2001:2228:abcd:1::1 R4 8

Aev umapxeL eL6KO TPOBEA yLaL pLLaL
SdtevBuvon IPv6-Anycast.
Xpnotpomolel o idlo eupo¢
SlevBuvoewv pe tIc dlevBuvoelg
global unicast.

R1

‘Eva TIAKETO TTOU AMTOCTEAAETOL OE HLOL
SdlevBuvon anycast dpopoAoyeital
otnVv nNAnotéotepn Siemadr mou €xel
autn t tevBuvon, cuupwva e ToV
niivaka SpopoAoynong tou
dpopoAoyntn.

2001:2228:abcd:1::1
2001:2228:abcd:1::1
2001:2228:abcd:1::1

e,

O
o

™
oo
N
N
N
R
o
S
~N

Server A Server B ServerC  Server D



ICMPv6

Internet control message protocol 6" ekboon (RFC 2463)
Tpomnomnoinon tou ICMP amo IPv4

Ot TUmoL pnvupatwy givat tapopotlot(ara dtadopetikol
Tunot / kwoikol)

— O npooplopocg dev eivat mpooBaotpog (tumog 1)

— To mak€Eto eival oAU peyalo (tumnog 2)

— O xpovocg unepePn (tumocg 3)

— MpoPAnpa napapeTrpwy (tumocg 4)

— Echo request/reply (tUmot 128 kat 129)
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ICMPv6 Neighbour-Discovery Messages (1)

* Neighbour-Discovery (ND) protocol

— Xpnotuorolteitot amo Hosts yla va Bpouv yettovikouc §popoAoynTEG yLa
TNV Mpowbnon TwV MOKETWV TOUG.

— Xpnotwuoroteitot yia va Bpebouv ot dteuBuvoelg Tou otpwpatoc (eVENC
(kopBol ou Bpiokovtal oto idto diktuo)

* Inverse-Neighbor-Discovery (IND) protocol:
— O kOpPoL to Xpnotpormnolouyv yla va Bpouv Ti¢ dStevBuvoelg IPv6 twv

VELTOVWV.
1. Inverse-Neighbour-Solicitation Message
2. Inverse-Neighbour-Advertisement Message
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ICMPv6 Neighbour-Discovery Messages (2)

e 5 tUmMOoL HMNVUHATWV:

Router solicitation - MpookAnon 6popoAoyntn
Router advertisement - Atadripion SpopoAoyntn
Neighbor solicitation - Npocgyylon yettovwyv
Neighbor advertisement - l'ettovikn dtadiuon

Lk wnNe

Redirect - AvakateUBuvon
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Metatponn 6ievOuvonc IPv4 o€ IPv6

IPv4 =150.140.200.200
Merarpotiy o€ duadiki popen (yia EUKOAiQ)
10010110.10001100.11001000.11001000

MeTatpot) atmd duadikr o€ deKAECadIK HOPPN
96.8c.c8.c8 = 968c:c8c8

Av Béhoupe va avatrapaagTioouye Evav kouBo IPv4 wg IPv6 Tr.x. yia tunneling (katwtépw), TOTE:
0000:0000:0000:0000:0000:ffff Trpiv atmd TV dekaecadikr) Hop@r) 968c:c8c8 Kai £XOpE:
IPv4-mapped address o€ IPv6 address:

0000:0000:0000:0000:0000:ffff:968¢:c8c8 (IPv6 Expanded address form)
0:0:0:0:0:ffff:968c:c8¢8 (IPv6 Shortened address form)

-ffff:968c:c8c8 (IPv6 Compressed address form)

Av B¢Aoupe va avamapaaTiooupe Evav kOuBo IPv6 w¢ IPv4 (dnA. xwpic rpayuatikn IPV6), TOTE:
IPv4—compatible address w¢ IPv6 address:
0000:0000:0000:0000:0000:0000:968c:c8c8 (IPv6 Expanded address form)
0:0:0:0:0:0:968c:c8¢8 (IPv6 Shortened address form)

::968c:c8¢8 (IPv6 Compressed address form)
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Epwtnon 1

* Mowa n dtadopa petaL connectionless umtnpeoiag amo connection
oriented umnnpeoia; ol utnpeoia mapexeL To IPv6;

Anavinon
e e pa umtnpeoia connectionless dev umtapxouv GACELC

gyKaTtaoTOONG Kol TEpUaTopoU. KaBe maketo eivat aveéaptnto. H
ETIKOWVWVLA £XEL pOvo pia daon: METADOPA debopevwy .

e XTnv unnpeocia connection oriented, SnoupyeLtal pLa ELKOVLIKA
oUVOEQDN LETAEL TOU ATOCTOAEN KOL TOU HEKTN TIPLV ATIO TN
uetadopad Sedopevwy. H emkovwvia €xeL TPELG GAOELS: puOULON,
uetadopa dedopevwy kal teardown. Mapexetat QOS.

* To IPv6 mapexel connectionless untnpeoia, aAAd eav
xpnotpomotnBouyv ta nedia flow label kat traffic class divouv tn
duvatotnta Kalt yia QoS.




Aoknon 1

Me Bdon To mapakatw oxnpa
A. E&nynote mola pEBodog petafaong XpnOLUOTIOLETAL.

B. Awote ta fpata yla va petadepbel eva makeEto IPv6 amo 1o host A oto
host B

Table in R1:
2085:1:EF:0:500:100e:2168 2000=163.102.18.5

IPv4 diktoo

Dual stack router
Rl

Dual stack router

—_—

2085:1:EF:0:500:100e:216B 2000




Amavtnon aoknonc 1

Tunnelling

O host A otelvel eva IPv6 makeEto oto host B:
— OR1 éwaBaleL tn IPv6 SlevBuvon poopLlopov

— O R1 evBuhakwvel To IPv6 o€ IPv4

— O R1 npowBOel 1o akETo oto R2

— O R2 adatpei tnv IPv4 ertikedoaAida

— O R2 npowbBei 1o IPV6 takETO




Aoknon 2

0 Xpnoldomowwvtoag Tt popdn nov opiocape yia tic StevBuvoelg
Ethernet, evtomniote To avayvwploTtiko dtemadnc av N puoLkn
dtevBuvon oto EUI eival

(F5-A9-23-14-7A-D2) 1¢

Artavtnon:

0 AA\alovtag to 7° bit tou mpwtou octet amod 0 og 1 ko
npoocBetovpue 2 octets FFFE.

o F5=11110101 11110111 =F7
—>F7A9:23FF:FE14:7AD2
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