To oTpwya di1kTUoU Tou AiadikTUou

2 Tpwia
AikTU0U

2. Tpwpa petagopdc: TCP, UDP

TTpwToKOoAAG
ApopoAdynong:
*emiAoyn d1adpoung
‘RIP, OSPF, BGP

Forwarding
table

TTpwTtokoAAo IP
2 udpdoeic d1eubuvaiodéTnong
*Mopen datagram

2 uppdocic xelpiopoU TAKETWY

TTivakag
TTpowonaong

TTpwtokoAAo ICMP
*Avagopd oc@aAudaTwy
*«2 NUaTodoTnON»
opopoAoynTwyv

2 Tpwpa Zeuéng

duoikd oTpwpa
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Interplay between routing and forwarding

routing algorithm routing algorithm determines

Na

end-end-path through network

local forwarding table forwarding table determines

eU “d0a| I I | Header value|output link

0100 | 3
0101 | 2
O111 | 2
1001 | 1

value in arriving

local forwarding at this router

packet’ s heade; %
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Datagram forwarding table

routing algorithm

local forwarding table
dest address putput link

address-range 1
address-range ‘2/
address-range 3
address-range 4

IP destination address In

arriving packet’ ;header

4 billion IP addresses, so
rather than list individual
destination address

list range of addresses
(aggregate table entries)

Prefix - CIDR
Longest Prefix Matching

=N=
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ICMP: Internet Control Message Protocol

Upper layer Protocol Number =1

used by hosts, routers,
gateways to communication
network-level information

O error reporting:
unreachable host, network,
port, protocol

O echo request/reply (used
by ping)
network-layer “"above" IP:

O ICMP msgs carried in IP
datagrams
ICMP message: type, code plus
first 8 bytes of IP datagram
causing error

Type Code description

AP WWWWwwwOo

10
11
12

ONO WwnNEFL OO

ololNoNoNe

echo reply (ping)

dest. network unreachable
dest host unreachable
dest protocol unreachable
dest port unreachable
dest network unknown
dest host unknown

source quench (congestion
control - not used)

echo request (ping)

route advertisement
router discovery

TTL expired

bad IP header
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Traceroute: Mia spapuovyn pye pdaon TTL - ICMP

O

To Traceroute pag ponBdei oe diadikacieg test R debugging (di1adikacia
eVTOTIIOHOU Kal 816pBwang AaBwv). AciToupyei we e€AC:

2. 1é€Avel éva IP makéTto pye TTL=1 oc éva koppo TapaAnTITh.

A O 1°¢ Router otnv diadpoph HeTall amooToAéa-mapaAnTTh Oa peiwoel To TTL

otnv TigA O, kai emropévwe Ba aTteiAel éva pnvupa ICMP «TTL expired» atov
aTrooTOoAEQ.

AKoAoUBwc, o arooToAéac Ba aTteiAel TAAI To id10 TTAKETO OTOV TTAPAARTITN HE
TTL=2, otoTe 0 2°¢ Router otnv diadpopn petall amooToAéa-mapaAnTTh Oa
gival autdg mou Ba pndevioel To TTL kai ©a oTeilel To pavupa ICMP «TTL
expired» oTov amooToAéa.

H diadikacia autn emavaAapPpdveral améd Tov amtooToAéa HEXP! TO TAKETO vd
pOdoel oTov mapaAnmTh (au€avovrtag kdBe popd To TTL kard 1).

‘Evo1, 0 amooToAéag pmopei va pdBer amd moioug Routers mépaoe To datagram.

Ma kaAUTepN ekTigNon Twy ouvoAikwy xpévwy RTT (Round Trip Time), kdB¢
@opd To datagram oTéAveTal €1¢ TPITTAOUV.
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Routing in the Internet

T The Global Internet consists of Autonomous Systems
(AS) interconnected with each other:
O Stub AS: small corporation
O Multihomed AS: large corporation (no transit)
O Transit AS: provider

0 Two-level routing:
O Intra-AS: administrator is responsible for choice
O Inter-AS: unique standard
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Internet AS Hierarchy

Intra-AS border (exterior gateway) routers

Inter-AS interior (gateway) routers
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Intra-AS Routing

o 2uvwvupo: Interior Gateway Protocols (IGP)
o Ta mo yvwoTtd IGPs:

o RIP: Routing Information Protocol (Distance Vector
algorithm)

o OSPF: Open Shortest Path First (Link State algorithm)

o IGRP: Interior Gateway Routing Protocol (Distance Vector
algorithm)

~ Cisco proprietary protocol
» Oupoio pe RIP

» 2.€ avTiBean mpo¢ 1o RIP xpnoipomoiei To TCP via
routing updates
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RIP ((Routing Information Protocol)

0 Distance vector algorithm

3 Included in BSD-UNIX Distribution in 1982

0 Distance metric: # of hops (max = 15 hops)
(dnAadn Bswpeltat ot kKaBe {evén Exet koatoc 1)
O Can you guess why?

0 Distance vectors: exchanged every 30 sec via Response
Message (also called advertisement)

O Each advertisement: route to up to 25 destination nets
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RIP (Routing Information Protocol)

W—@/xé @y—@z
A D B S

==
C

Routing table in D

Destination Network  Next Router Num. of hops to dest.

X N €
: W w>
_~NN N
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Napadswypa dnpuootonoinong (RIP - advertisement)

Anpoaiomoinon d\?VSt ne)ft hips
amoé 1o A-o1o-D | -1
z C 4

- - 7 | V4

- S W S e Sy S5
A D B ™~
=S

C

AAAayn otov mivaka dpopoAoynong tov SpopoAoynty D

Destination Network Next Router Num. of hops to dest.

W A 2
y B A 2.5
Z B /
X -- 1
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RIP: Link Failure and Recovery

If no advertisement heard after 180 sec -->
neighbor/link declared dead

O routes via neighbor invalidated
O new advertisements sent to neighbors

0 neighbors in turn send out new advertisements (if
tables changed)

o link failure info quickly propagates to entire net

O poison reverse (aBwa yépara) used to prevent ping-
pong loops (infinite distance = 16 hops)
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RIP Table processing

O RIP routing tables managed by application-level
process called route-d (daemon)

0 advertisements sent in UDP packets, periodically

repeated

fransport (UDR) i
network (IP) ||fopind
data link

physical

A

A
I

t

ansport (UDP)

\ 4

routing
tables

network (IP)

data link

physical
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RIP Table example (continued)

Router: giroflee.eurocom.fr

Destination Gateway Flags Ref Use Interface
127.0.0.1 127.0.0.1 UH 0 26492 100
192.168.2. 192.168.2.5 U 2 13 fa0
193.55.114. 193.55.114.6 U 3 58503 1e0
192.168.3. 192.168.3.5 U 2 25 qaa0
224.0.0.0 193.55.114.6 U 3 0 1leO
default 193.55.114.129 UG 0 143454

Three attached class € networks (LANSs)
Router only knows routes to attached LANs
Default router used to “"go up”

Route multicast address: 224.0.0.0 (class D)
Loopback interface (for debugging) - 127.0.0.1

g o o a a
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OSPF (Open Shortest Path First)

3 "open”: publicly available

7 Uses Link State algorithm
O LS packet dissemination
O Topology map at each node
O Route computation using Dijkstra's algorithm

< Hello messages every 30 min.

0 Advertisements disseminated to entire AS (via
flooding - mAnupUpac) (Anpociomoinon diadpopwy TPog
0Aouc Tou¢ dAAoug Routers).

3 H dnpooiomoinon Tou OSPF petagépeTal péow Tou IP
(upper layer 89).
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OSPF "advanced"” features (not in RIP)

O Security: all OSPF messages authenticated (to prevent
malicious intrusion); TCP connections used

3 Multiple same-cost paths allowed (only one path in RIP)

3 For each link, multiple cost metrics for different TOS
(eg, satellite link cost set “low" for best effort; high
for real time)

O Hierarchical OSPF in large domains (large AS).
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Hierarchical OSPF

boundary router

backbone router

areq

routers R
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Hierarchical OSPF

J Two-level hierarchy: local area, backbone.
O Link-state advertisements only in area

O each nodes has detailed area topology; only know
direction (shortest path) to nets in other areas.

7 Area border routers: "summarize” distances to nets
in own area, advertise to other Area Border routers.

O Backbone routers: run OSPF routing limited to
backbone.

O Boundary routers: connect to other ASs.
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IGRP (Interior Gateway Routing Protocol)

3 CISCO proprietary; successor of RIP (mid 80s)
O Distance Vector, like RIP

O several cost metrics (delay, bandwidth, reliability,
load etc)

7 uses TCP to exchange routing updates

O Loop-free routing via Distributed Updating Alg.
(DUAL) based on diffused computation

4: Network Layer 4b-19



Inter-AS routing
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Internet inter-AS routing: BGP

0 BGP (Border Gateway Protocol): the de facto standard
3 Path Vector protocol:
o similar to Distance Vector protocol

O each Border Gateway broadcast to neighbors (peers)
entire path (i.e., sequence of ASs) to destination

o E.g., Gateway X may send its path to dest. Z:
Path (X,Z2) = X,Y1,Y2Y3,..Z
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Internet inter-AS routing: BGP

Suppose: gateway X send its path to peer gateway W
3 W may or may not select path offered by X

O cost, policy (don't route via competitors AS),
loop prevention reasons.

O If W selects path advertised by X, then:
Path (W,Z) = w, Path (X,Z)

3 Note: X can control incoming traffic by controling
it route advertisements to peers:

O e.g., don't want to route traffic to Z -> don't
advertise any routes to Z
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Internet inter-AS routing: BGP

3 To BGP emitpémel o kaOe umodikTuo va diapnuilel Thv
Umap&h Tou ato umdAoimmo AiadikTuo: “Eipar dw”

< To BGP mapéxel oe k@Be AS éva TpoTIO VIA:

eBGP: va Aappavel mAnpoypopicc Tpooyyiong uTodIKTUOU AT
veiTovikd AS (external).

iBGP: va d1adide1 Tic TAnpowopiec Tpoaéyyiong o€ OAoUC Touc
dpopoAoynTéC o cival eowTepikoi oto AS (internal).

Na kaBopilel Tic "kKaAéc” diadpopéc mpoc dAAa dikTua e pdon
TIC TTAnpoYopieC TTPooEyyiong Kai Hid ToAITIKA dpopoAdynong.
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BGP - TToAiTikhh ApopoAdynonc

BikTUD
Mapoyou

SikTUD
® meAaTn

O Ta A.B.C eivan Siktua mapoxwv (provider networks)
O Ta X W.Y eivar meAarec (Twv SikTuwy Tapoxwv)
g To X eivar Sieomiaro (dual-homed): ouvleetar oe duo SikTua
« To X Bev Behel va Spopohoyel amo To B peow Tou X mpoc 1o £

.. 10l To X Bev Ba Snuomonomoel oto B ma Siadpoyn mpoc 1o €
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BGP - TToAiTik ApopoAdynonc  (ouvéxeia)

W

o To A Sigpnule Tn Siadpopun AW oro B
o To B Siapnuiel tn Siadpoun BAW oto X

Q Sa wpewel To B va Siagnpioer T Sradpopn BAW oro £
» Ze kama wepimmwon! To B Sev exel opehoc amo T Spopchoynon
CBAW . kaBwce oute To W oute 1o C eivan meharec Tou B
+ To B Beher va efavayrace: 1o C va Spopohoyel mpoc To W peow
Tou A

« To B BeAel va Spopohoyel pove mpoc/amo Touc meharec Toul
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Subnet - Prefix - BGP route

3 270 AiadikTuo, To subnet (UTTodikTUO OTNV EAANVIKA, AAAd
amopelyeTe: subnetwork) eivar éva pépoc evog peyaAUuTtepou diKTUOU.

O To subnet AEN mepiAaupdver dpoporoynth (Router).
O Ta 6pid Tou, opilovTal amd Tov Router kai Ta host interfaces.
O To prefix (mp6Oepa) civail éva pépog (To apxikd) piag disuBuvong IP.
O Tlapaméumel aTnv popen CDIR Ttn¢ di1eBuvong IP.
O Av é€xoupe a.b.c.d/x To prefix givali Ta x mpwra bits.
O ‘Eva prefix mepiAaupdvel éva n TepioodTepa subnets.
3 O BGP route mepiAaupdvel éva prefix + 1810XapakTnp1oTIKA S1adpopnG

O Ortav éva gateway «diapnpiCe» éva prefix oe pia emkoivwvia Héow Tou
TpwToKOAAoU BGP, To prefix akoAouBceiTal améd opiopéva xapakTnpIoTIKA.

O Mmopoupe va Aépue amAd route (avTi BGP route).

O XpAoiun ékppacn otnv AyyAikn: “The route of the path”
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BGP - TdioxapakTthploTikd 81adpolnig

AUo onuavTikd 1810XapaKTNPIOTIKA:

AS Path: mepiAappdvel Ta AS péow TWV oToiwyY €XEl TTEPATE! N
dlapnApion yia 1o mpéBepa: m.x., AS 67, AS 17

Next Hop: indicates specific internal-AS router to next-hop
AS (may be multiple links from current AS to next-hop-AS)

OrTav évag gateway Aappdver Tn diaphpion diadpopng,
amogacilel av Ba Tnv amodexOci N 0X1, avdAoya pe TV TOAITIKA
eloaywyng (import policy) diadpopwv mou BéAer (1.X. TToTé dev
dpopoAoyw Kivnon péow Tou AS X).
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TTapadeiyua AS Path

P
AS Path = 1755 1233 7018 6341 Clobal ACcass

o N - ¥
bt

A
=y
207.0. 135.207.0.016
AS Path = 1239 T018 6341 . Ebone - ra AS Path = 1129 1755 1233 7018 6341

AS 12554?

—— ’ = -\-\'1
AS 1239 ) 135_207.0.01E RIPE NC.C
spon ey
o
__,.-"' A . T _1} .,-"'r
'
AS Path = 3549 TO16 £341

-

1!5_2{I'.' JOM e
A% Fl1:|'l 6341 A ——
- J J . -1
55 o s g
AT&T Rasaarch A% Paih = 7018 £341 izlabal l|:-|'|:l=H-H-||'I'ﬂ
135.207.0.0/16 ’ e

ApeThpia TpoOépaTocg
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TTapddeiyua Next Hop

-
= 12.127.0.121
12.125.133.9? AS 7018
N
AS 6431:?'/‘5 AS 12&54’?
J L]
2 U W S

= ._'_l.lllr -
135 207.0.0M16 135207 .0.016
Mext Hop=12125.133.30 Mext Hop=12127.0121

J Orav yia avakoivwon prefix gelyel améd éva AS péow evog
ouvopiakou dpopoAloynTh, To Next Hop maipver Tnv TiHA Tng
d1e0Buvang IP Tou ouvopiakoU dpopoAoynTh (Tou interface péow
TOU oTroiou £0TdAN n avakoivwan).
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TTapadeiyua evnuépwaong mivaka mpowOnong

135207 0.6
Mext Hop = 192.0.21

135.207.0.0/16

192.0.2.1

192.0.2.0/30
destination g next hop

192.0.2.0/30 [10.10.1010 """ttt .

*illl-._'FiF‘.-hlllll‘

+ destination next hop -
destination e 135.207.0.0/16 § 10.10.10.10 s
192.0.2.0/30 10.10.10.10 .

135.207.0.0/16 § 192.0.2.1 N

i‘-..--.Illlllllllllllll"."
.Il-l.-llI.--IF-".".lrI.!l-"l'I

TG Grifin, ICHP 2003

2 Tov ivaka mpowOnoncg evoc Router ouvdualovrai ol TAnpopopicc
dpopoAdynoncg Intra-AS kai Inter-AS routing.
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BGP Sessions

< To BGP mapéxel oe k@Be AS éva TpoTO VIA:

eBGP: va Aappavel mAnpoywopicc Tpooyyiong uTodIKTUOU aTo
veiTovikd AS (external) - Anpioupyia session pe eEwTtepikd
gateways.

iBGP: va d1adide1 Tic TAnpowopieC Tpoaéyyiong o OAoUC Touc
dpopoAoynTéC TTou cival eowTepikoi oto AS (internal).
Anpioupyia eowTepIKWY Sessions.

Na kaBopilel Tic "kKaAéc” diadpopéc mpoc dAAa dikTua pe pdon
TIC TTAnpoYopieC TTpooEyyiong Kai Hid ToAITIKA dpopoAdynong.
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Inter-AS (BGP) tasks

2+ suppose router (e.g. 1d) ~ ASImust:

in AS1 receives 1. learn which dests are
datagram destined reachable through AS2,
outside of ASI: which through AS3
= router should forward (eBGP)
packet to gateway 2. propagate this
router, but which reachability info to all
one? (lc or 1b?) routers in AS1 (iBGP)
job of BGP routing!

eBGP session

/@ ----- iBGP session
AS3 ,/EB other
N networks

other SEERE ooy
networks ~ /_: AS?2
AS1 OB
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Example: choosing among multiple ASes

T now su%pose AS1 learns from inter-AS protocol that subnet x is

reacha

le from AS3 and from ASZ2.

3 to configure forwarding table, router 1d must determine towards
which gateway it should forward packets for dest x

O hot potato routing: amoatoAn atov mAnaiéatepov Router wate va Pyet
ypHyopa eKto¢ AS]

other
networks

learn from inter-AS

protocol that subnet
X is reachable via
multiple gateways

use routing info
from intra-AS

»| protocol to determine

costs of least-cost
paths to each
of the gateways

hot potato routing:

_| choose the gateway

that has the
smallest least cost

other
networks

determine from
forwarding table the
interface | that leads
to least-cost gateway.
Enter (x,I) in
forwarding table
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TToAiTikn Hot Potato

« Acev evdiagpépeTal yia Thv €miAoYA ThS KaAUTEpNC 81adpopAC
« EvdiapépeTal va diwel To datagram ekT6¢ AS TO OUVTOUETEPO duvVATOV

o T
To BGP Af££1 OTI N
AaSpoun 4 1 sivan
KaAuTepnamoTnv 3 2 1

a
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Internet inter-AS routing: BGP

0 BGP messages exchanged using TCP.
0 BGP messages:

O OPEN: opens TCP connection to peer and
authenticates sender

O UPDATE: advertises new path (or withdraws old)

O KEEPALIVE keeps connection alive in absence of
UPDATES: also ACKs OPEN request

O NOTIFICATION: reports errors in previous msg;
also used to close connection
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Why different Intra- and Inter-AS routing ?

Policy:

3 Inter-AS: admin wants control over how its traffic
routed, who routes through its net.

3 Intra-AS: single admin, so no policy decisions needed

Scale:

3 hierarchical routing saves table size, reduced update
traffic

Performance:
3 Intra-AS: can focus on performance
0 Inter-AS: policy may dominate over performance
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