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TexvoAloyieg AMOKEVTIPWHEVWY AESOMEVWV

OktwfpploG 2023

Nepiypopo AtGAEENG
* Eloaywyn oto mAaiolo tng SIAAEENC

* 2UVOEON HE TA TIPOT)YOUEVAL:

* OgpeAlw el Evvoleg
* To MpwtdkoAlo Chord wg Katavepnuevog Mivakag Katakepuatiopou (DHT)

* To veo MpwtokoAAo WiCHORD wg mpooappoyr touv Chord oto loT

* [1pOTELVOEVO LOVTEAO OLCUPHATOU OLKTUOU alcOntnpwyv
* Tpomomotnuévn ekdoxn tou Chord yio Acuppata Aiktua AloBntripwy
* Edpappoyr) tou WiCHORD o€ P2P Acuppata Aiktua AloBntrpwv e TeyvoAoyia

LoRa
* ATTIOTEAECHATA TIPOCOHOLWONG
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Elcaywynr] oto NAaiolo tng AtdAeéng

* 20yypovn enoyr =2 Eupela xprjon VEWV TEXVOAOYLWV KAl
OLOOUVOEDEPEVWV CUCKEVWYV ATIO TN Plopmnyavia.

* Edappuoyeg omwg Eupung Mewpyla (Precision Agriculture) kat Eugung
Blounyavia (Smart Industry).

* Texvoloyieg omwg Internet of Things (IoT), Cloud Computing kot Mnyowvikn
Ma&Bnon (Machine Learning).

* AVAYKN XP1IONG VEWV TEXYVOAOYLWV YL BEATILWON OLAOLKACLWY O€
£POPUOYEG TNG KOONUEPLVOTNTOG YIO UENON NG ATIOO0CTG Kl
£E0LKOVOUNOT) TIOPWV KL EVEPYELQG.

© Copyright XPHZTOZ-NMANATIQTHZ MIMAAATZOYPAZ, 2023



OktwfpploG 2023 TexvoAloyieg AMOKEVTIPWHEVWY AESOMEVWV

OepeAlwodelg 'Evvoleg (1)

* TexvoAoyia Tou AladLKTUOU TWV I'Ipocypéttwv (Internet of Things — 1oT)

* KaBe nAektpovikr] cuokeun TTAEOV UTTOPEL Vo OLBETEL TIPOGB 0o 6TO OLAOLKTUO Kall
UTIOAOYLOTIKEG OUVATOTNTEG.

* Mapaodeiypata epoppoyns: EEUTIVEG TIOAELG, UTOVOUO OXT)HATA, EVDUTIG YEWPYLO
Kot eudung Blopnyavia.

* Acvppoata AikTua Aloentﬁ pwv (Wireless Sensor Networks - WSNs)

* ATtoteAoUVTAL OO CUOKEVEG KOUPwV atoBntripwv (sensor nodes) Ttou
mepAapBavouy pia povaoa pikpoeheyktr (MCU), aioOntrpeg kat utoouoTn o
AOVPHOTNG &Kruwcng

* OutkopPot etvat gite TuYaia ToTTOBETHEVOL OTO XWPO, EITE pE Paon pia
nipokaBopiopevn TomoAoyia Kot AdpBavouv LETPTOELS ATIO TOUG aloBNTrpeg ava
TOKTA YPOVIKA OLOOTN pota.

* OLkOUPoL ETIIKOLVWVOUV PETOEY TOUG EiTe ameubeiag, eite pe Baon evav aAyopiBuo
OPOHOAOYNONG, WOoTE Vo KateuBuvouv Ta dEO0EVA TIPOG TOV KEVTIPLKO 0TaOUO

Bdong.
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OepeAlwodelg ‘Evvolreg (2)

* Juotrjpata Peer-to-Peer (P2P)

orlp

N100 Finger Table tou k6uBou N8

N8 +1 N12
NS +2 N12
NS + 4 N12
N8 + 8 N26
N8 + 16 N26
N8 + 32 N48
N54 N8 + 64 N100

‘OMot oL kOpPoL evog dlkTuou Bewpouvtal opoTLYOL (peers)
HETO&VU Tou Kat polpddovTal UTIOAOYLOTIKOUG TIOPOUCG.

N64

wTtokoAAo Chord (Distributed Hash Table) .

Mpotabnke apyikad amod Tov I. Stoica k.a. TO 2003. Z)ua: Eva mapddetypa Siktoou Chord
Katavepnuévog NMivakag Katakeppatiopov (Distributed Hash ME SLevBivoeg Twy m =7 bits
Table), kaBe kAeLdi avTioTolyileTal og pia dlevBuvon m bits, Avalfitnos To KAei6i: K60
o€ évay oTabepO YWPO KATAKEPHUATIOUOU CXTUATOG N

OOUKTUALOUL. o

N12

AvTioToiylon KAELOLWY OE KOPPOUG pe KAOE KAeLdl vt
XOPTOYPADEITOL OTOV APECWG ETIOUEVO KOUPBO 0TO SAKTUALO

ME B(IXO'T] To ID. N64 N26

K&Be koppog oto dakTUAL0 yvwpilel TOV GUECO SLAOOXO KAl keo

U£0Karoxo TOU EVW OLATN g&t pa Alota emadwv tpog O(m) NS4 -

dAAoug KopBoug (finger table). N48

Yoot piCel amodoTikr) avalntnom KAELOLWY G€ AoyaplOpLko Zxno: Mapadetypa epwINuaToS
XPOVO Kol TIHPOUUEVEL AELTOUPYLKO OE SLAPKELG avagritmang oo mpwtékoAho Chord

npocOadalpecels KOUBwWV.
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TexvoAloyieg AMOKEVTIPWHEVWY AESOMEVWV

WICHORD: A Chord Protocol Application on P2P
LoRa Wireless Sensor Networks

MpotaBnke os oTo
ouvéopto IEEE IISA 2022, armo toug C-P.
Balatsouras, A. Karras, C. Karras, D.
Tsolis & S. Sioutas

Ealga)\)\ayﬁ tou Chord amo ta Zuotrjpata
2P.

KatdAAnAo yio Acuppata Aiktua
AlcOntpwv (WSNSs) pe diktowon LoRa.

Kivntpa Mpocappoyrg

* To Chord dtatnpel tn otaBepoTnTa 0To OIKTUO
dtav KOUBOL EVTACOOVTAL KL ATTIOXWPOUV Ao
auTO =2 Xprjotpo oe WSNs Ttou Aettoupyouv
LE UTTOTAPLES.

* H Aettoupyia avadrjtnong kAetdlov tou Chord
(lookup) pumopei va evtorioel amodoTIKA Evav
KOUBo Tou dikTUou acONTrpwWVv.

Applications (IISA) | 978-1-6654-6390-4/22/$31.00 ©2022 IEEE | DOI: 10.1109/1ISA56318.2022 9904339

WiCHORD: A Chord Protocol Application on P2P
LLoRa Wireless Sensor Networks

Christos-Panagiotis Balatsouras, Aristeidis Karras, Christos Karras, Dimitrios Tsolis, Spyros Sioutas
Decentralized Systems Computing (DSC) Group
Computer Engineering and Informatics Department
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Abstract—On the modern era of Internet of Things (IoT)
and Industry 4.0 there is a growing need for reliable wireless
long range communications. LoRa is an emerging technology
for effective long range communications which can be directly
applied to ToT applications. Wireless sensor networks (WSNs) are
by far an efficient infrastructure where sensors act as nodes and
exchange information among themselves. Distributed applications
such as Peer-to-Peer (P2P) networks are inextricably linked
with Distributed Hash Tables (DHTs) whereabouts DHTs offer
effective and speedy data indexing. A Distributed Hash Table
structure known as the Chord algorithm enables the lookup
operation of nodes which is a major algorithmic function of
P2P networks. In the context of this paper, the inner workings
of Chord protocol are highlighted along with an introduced
modified version of it for WSNs. Additionally, we adapt the
proposed method on LoRa networks where sensors function as
nodes. The outcomes of the proposed method are encouraging as
per complexity and usability and future directions of this work
include the deployment of the proposed method in a large scale
environment, security enhancements and distributed join, leave
and lookup operations.

Index Terms—Internet of Things, Wireless Sensor Network,
LPWAN, LoRa, Chord, Distributed Hash Tables, P2P
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a smart city application and more [3]. These devices that
support an loT network are low-power embedded devices such
as Microcontroller Units (MCUs) and also network enabled
smart devices such as wearable devices, surveillance cameras,
smart sensors, smart appliances and more. Some of the most
notable purposes of these loT devices and networks are data
acquisition from sensors and remote device control over the
internet.

The loT application that will be discussed on this work is
the usage of loT technology on Wircless Sensor Networks
(WSNs). The main purpose of Wireless Sensor Networks is
the monitoring of conditions from the local environment that
each node is being placed and with the IoT technology, the
data from the sensors can be available to users remotely.
These networks consist of nodes randomly distributed in space
or placed in positions based on a predefined topology. Each
node is a device mostly equipped with a Microcontroller Unit,
various sensors, a transceiver module and a power source [4].
The communication between nodes on this kind of networks
is either between two sensor nodes or from one sensor node
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OktwfpploG 2023 TexvoAloyieg AMOKEVTIPWHEVWY AESOMEVWV

WICHORD - MpOTELVOUEVO LOVTEAO OLOCUPOTOU
dLlkTUOU aoOnTrpwv (1)

* Katnyopieg cuokeuwv alocONTrpwv 0To OIKTUO

* AmtAog kopBog alodntripwyv (Sensor Node): Artoteleital artd CUOKEUT
ULKPOEAEYKTT), LEPLKOUG aloONTNpeS Kal TIOPTIOOEKTT. AAUBAVEL LETPTOELG KOl TLG
npowBei oto otaOuo Bacnq

» 2taOuog Baong (Gateway r] Base Station): Mia cuokeur) Tou SIKTUOU E
POGBoon 0To OLaOIKTUO, TNV OTIOIO KATAATIYOUV OL LETPT)OELG TWV UTIOAOITIWV
KOUBwV.

eeeee
Nd
i
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LoRa
((( Gateway @
Sensor '- Ra Lo R S nsor
Node Node

>XN o APXLTEKTOVLKT] TOU LOQVIKOU Eikova: Zuokeur) MCU pe teyvoloyia LoRa mou
uovtélou WSN xpnotpotoLeitat oto diktuo aocOntripwv (Mnyn: LILYGO)
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WICHORD - MpOTELVOUEVO LOVTEAO OLOCUPOTOU
SdLKTUOUL acOnTMpwv (2)

* Tuyaio TOoTTOBETNUEVEG CUOKEVEG aLoONTIIPWYV OTO YW PO.

* ETiikolvwvia HETaEV TWV CUOKEVWYVY PeEcw LoRa.

* K&Be ocuokeun atoOntripwv Tou OIKTUOU YyVWpPLCEL LOVO VA UTIOGUVOAO
TWYV UTIOAOITIWV CUCKEVWV.

* 'OAeg oL cuokeveg Bplokovtal eviog epPeAeLag LoRa tou otaBuov Baong.

* Evag otaBpog Baong yia kaBe otiyun, EKAeyetal Tuyaia Otav o
TPONYOUPEVOG 0TaBuoGg Baong amoouvoeDEel.
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TexvoAloyieg AMOKEVTIPWHEVWY AESOMEVWV

WICHORD - Tpomomoinpévn ekdoyxn tov Chord yia

AcvUppuoata Aiktva AtleOnmpwv (1)
* Aopun WiCHORD - Zt’)prtcn ILE TO OPXLKO

* 2T0BEPOG Kol KUKALKOG YWPOG KATAKEPHATLOUOU TIOU
rieplexel 2 kAeldld twv m bit ékaoTo.

* KaBe ovokeun aloOntripwyv avtioToLyEl o€ Evav KOO

oTto dakTUALO Tou Chord.

* 2g avtiBeon pe to apytko Chord, otkopPol ogv

atoOnkevouV KAELOLQ.

* KabBe ouokeun aoBntrpwv Aappaver Hovaodtko
OVAYVWPLOTIKO, ATTOTEAECUA KATOAKEPUATIOHOU
¢ 0/vong MAC pe tn ouvaptnon SHA-1.

* KaBe kouBoc aloBnmripwyv dlatnpel emadeg pe tov
OLAOOYO/TIPOKATOYO TOU KL Lo ALOTO AAAWV
kKOMBwv (finger table) mAnBoug O(m).

© Copyright XPHZTOZ-NMANATIQTHZ MIMAAATZOYPAZ, 2023

Finger Table tou ko6

N8 +1
N8 +2
N8 +4
N8 + 8
N8 + 16
N8 + 32
N8 + 64

N12
N12
N12
N26
N26
N48
N100

>xrpo: Eva mopddetypa diktvou Chord
ue dleuvBuvoelg Twv m = 7 bits

HBou N8
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WICHORD - Tpomomoinpévn ekdoyxn tov Chord yia
Acvppata Aiktua AloOntripwv (2)

* Ma evtaén véai GUGKEIUY'}\Q atoOntripwv oTo dikTUO, KAT|OT AELTOUPYIAG «jOoin» Kal
evnuepwon O (log N) dAAWV KOPBwV.

* 2€ TIEPITITWOT) ATIOOVVOEDT)G CUCKEUT|G KOUPwWV atoBntripwyv armd to SiKTuo, 0T
WiCHORD Bewpeital Eexwplotr) AELTOUPYLO TIOU KOAELTAL OTTO TOV KOMPO TIPOgG
ATIOY W PNOT) OMOLWG [E AOYOPLOULIKS KOOTOG,.

* Eva epwtnpa avadrtnong (lookup query) oto WiCHORD otoxevel otnyv eUpeoT)
£VOG KOUPBoU atoBntrpwv oto dikTuo o€ AoyaplOuLko xpovo.

* To lookup query Aettoupyel wg €&Nc:

* To avayvwploTiko evog kOpPBou uttoroyiletal: Node |ID = SHA-1(MAC_Address).

* Mg tn xprion Ing Baotkiig diotntag tou Chord omou kaBe avayvwpLoTIKO AVI|KEL GTOV
ETIOMEVO KOMPoO, evtoTtieTal o gnrouplevoq KOMBoG ETelTa aTtd POOAOYN O TOU
EPWTNMATOG OTOUG KOUBOoUG Tou SLKTUOU.

* 2€ 0ikTVO he N ouVOALKOUG KOpPBOUG, TO EpwTna avalrTnong el
rtoAutthokotnta O (log N ).

© Copyright XPHZTOZ-NMANATIQTHZ MIMAAATZOYPAZ, 2023
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WICHORD - Edappoyr o€ P2P Acuppoata Aiktua

AlcOntrpwyv pe teyvoloyia LoRa

* To O(KTVO aloBNTpWV amoTEAE(TAL ATIO CUOKEUES
aloOntripwv Kol 6TaBOPO BAOTG TTIOU ETIKOLVWVOUV
neow LoRa.

* Tuyaio ToTTOBETN O™ GTO XWPO OE EVPELX
YEWYPOADIKN TIEPLOXT).

* ETiKowvwvia HeTagV TWV KOUPWV PE TN Xprion
LoRa Packets.

* 2€ éva OLKTUO ouoe%rﬁ ng texvohoyiag LoRa mou
pnotuotolei to WiCHORD, eva Sensor Node
ookup Query Aeltoupyel we €ENG:

* O (ntovpevog kOpPog evrotiCeTal EMELTA ATIO
OpPOHUOAOYNON TOU EPWTNHATOC pEcw Tou WiCHORD.
* O petprioelg aoOntripwv tou {nTovpevou Kopou

ETILOTPEPOUV OTOV KOPPO TIOU EKTEAECE TO EPWINHA O
O(1) peow LoRa.

© Copyright XPHZTOZ-NMANATIQTHZ MIMAAATZOYPAZ, 2023

Avaifitnos
TOoV KOpBo
N64

Enéotpede Tl
Sedopéva twv
alocOntrpwv Tou N1

KOuBou N64 N100 N8
anesuBsiag otov
KOMBo N8 péow N12

LoRa

N64 N26

N54

N32
N48

SxMpe: Mapddelypa epWTHATOq
ava(rjtnong o€ diktuo acOnTripwyv
Tov xYpnotpototel to WiCHORD




OktwfpploG 2023 TexvoAloyieg AMOKEVTIPWHEVWY AESOMEVWV

ArntoteAecpata Npocopoiwong (1)

* YAomoinon mpooopolwtn pe Python 3.9

* K&Be kopPog aioOntrpwy avamapiotatol we pio KAaomn g python pe
vAomoinpueveg Tig Aettoupyieg tou WiCHORD wg ueboodoug tng kAdong.

* To 1010 TO O6lKTUO aLCONTIPWV OTOV TTPOCOOLWTI) AVATIOPIOTATAL WG LA
KAGOT) TIOU TIEPLEYEL TIG KAOOALKEG LETOPANTEG TOU OLKTUOV.

* [0t TNV EKTEAEOT TWV TIELPAPATWY ONLovpynBnkav Tuyaiot Kop ol
aloOntnpwyv pe Tuyaieg dtevBuvoelg MAC.

* Sensor_Node_ID =SHA-1(MAC_Address).
* EKTéAEON TUYQLWY EPWTNHATWY avadNTnNo”ng KOUPBWYV yLa Tov UTIOAOYLOMO

ToU TAN100UG TWV KOPPwWV TIoU o PEUPAAAOVTAL OTN OLAOPOMT) EXPL TOV
TEALKO ATIOOEKTT) TOU EPWTTLATOG.
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AtntoteAecpata NMpocopoiwong (2)

* 2TO TIELPALOTA TIOU EKTEAECTN KAV, UTIOAOYIOTNKE
10 routing path twv epwtnuatwyv avadrtnong os
dlktuva aloONTpwV Twv N KOUPBWV.

* Mo 514popeg TLHEG TOU N, EKTEAEDTNKE €va e e Goery pom oY
AN00¢ EPWTNUATWY KL UTIOAOYIOTNKE TO UECO
routing path yia ocuto to N.

~

[=)]

v

IS

* ATO TO TIELPAPOTO AUTA TIPOKUTITEL OTL
erBePatwvetal n Bewpia yia to AoyoptOpuiko

w

Average Lookup Query Path Length

KOOTOG TOVU £pWINHaTOG avalrtnong. ; T w
* Ouolaotikd to WiCHORD cuvelodhepel otnv TTjHo: ATIOTEAEOATO TIPOGOMOIWENG Yia TNV
s 7 i 7 TIELPAPATIKT) 0§LOAOYNOT TWV EPWTNHATWV
ATIOOO0TLIKT) AVAKTNON 0€OOUEVWY aloONTrpwV o€

, , ; ) ava(rjtnong oto WiCHORD
TIPOAYMOTLKO XPOVO UE TNV EAAYLOTN KATAVAAWOT)

EVEPYELAG, OTAV ATIAOYOAEL ALYOTEPEG CUOKEVEG
YLOL TNV EKTEAECT] TWV EPWTNUATWV.
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2 0(G EVYOPLOTW YLX TNV TIPOGOYT] GO/
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