


TuBa culntNoOUE:

EEEALEN TWV NAEKTPOVIKWY UTTOAOYLOTWV Kol Tou AtadLlktuou
— Kowvwvia tnc NAnpodopioc

OcspeMwoelc tnc NANpodopIKAC

EéeAitelc otnv Texvoloyia — to Aladiktuo twv Mpayudtwy
(Internet of Things — loT )

Kolvotopec epapUoyEC

Kivbuvol tou Aladlktuou

Apuvo: Kpurnttoypadia Kot TEXVIKEC ACPAAELOC
[MAnpodoplakwy ZUOTNUATWVY

«Wnolakn kat AvBpwritotikn Moawdeion: mpoetolualovtog
TouC pneAAovtikouc MoAitec tng Kowvwviacg tng NAnpodopiag



[Tou BPLOKOMAOTE CMEPQ;

EkatoppUpla Stacuvdedepevec ouokeveg, KaBe eidouc, mou
oTteEAvouv Kkal Aappavouv mAnpodopieg, ouvBeTovtac to Internet
dnAadn to Atadiktuo (Internet) n «yadaéio tnc mAnpopopiac»:
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160U to Atadiktuo!
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To AladikTuO: To «HUOAO ToU OgoU»!
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To, OXL KOl TOOO MOKPWVO, LEAAOV:

The Internet of Things (loT)
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AC TTAE, OPWC, AlyO TILO TILOW:
AvBpwroc kat Mnyowvn

E  [Avto ol VONTIKEC LKAVOTNTEC TOU avBpwrou =
LAYEV OV TOUG ETLOTILLOVEC. Tegiven (o6 G uq

@ To 1936 o Alan Turing akoAoUOnoe pia EXTUARIUNES vormuég
lKaVQ'tntEq TOU o5

avOpwrov; Mnopow.'

«Tamewn», aAAad peyododun (otnv anAotnta
TNG), TPOCEYYLON. ZKEPTNKE: dpaye, U
Aev §epw MG «UAOTTOLOUVTALY OL EKTIANKTIKEG | pogopowBovy omé
LKAVOTNTEC TOU avIpwrtou, onwc n avtiAnyn N l““ L) CUUHESZN
VONUATWY, N OPALPETIKOTNTA EVVOLWY, AKOUN W=
Kot n ouveldbnon Oouwe EEPW KATL «TATTELVO» TTOU
KaVeL 0 aivBpwito¢ mou olyoupa UItopw Vol TO
«unyavorotnow»: tnv npocdeon dUo
aKEPALWV.

E  Auto ntav! O Turing eixe B€oeL TIc BAOELC YL
NV padnuatikni dtepevivnon tng fabelag
£vvolag NG umoAoytouotntog!



H Mnyavn Turing: to (Atto) padnuatiko
HovteAo tou H/Y!

A
 To aizyuo.zwy.Church-Turing: :
\
«OZ OC7Z'OT8)~8gMOCT‘ZKOC %ﬂOlO'J/ZO'ZMEC O'UVOCDT?”]O'EZC KOl
o alyopiBuikd emlboiua npoﬁin/mm elval avTo, T
U
OCKDZ_BG)C 7T OPOUV Vo 1)71'0/10]/10'01)\/ 0Ol ',LU’_])_(OCVEC R
. y I
Turing (o1 ONACON).» \
G
Eivat «OTn » KOl OXI o, PMULA» = q&owalg 88\/
yvopiletr ( TV B & va met@aﬂ) avo A
LOVOG TPOTOG VTOAOYIOHIEERD TO GUUTERY ETVOL O L
4 4 - l O
TPOTOC TV unyovov Turing! N
*Opiotnke t0 1936 amd Tov Alan Turing g pabnuatikd povtélo e £vvolag S
O
oV «Mnyavikoy YTOAOYIGLOU» 1] «aAy0opiOpovy
C
*Mio amelpa KTEWVOUEVT TOVIO YOPIOUEVT) GE KEAL H
*KaBe kel amoBnievet Eva cOpBoro, cuviBwe dvadwd yneio (01 1) 1 to kevo (#) U
R
*Mia ke@aAr mov 010Balel To TEPLEYOUEVO EVOC KEAOD — Kivion de&id/aplotepd C
H

*Mnyoviodg «AYNG AmToPACEDVY



Tt pImopEL val UTTOAOYLOEL pial pnxovn — ta
BewpnTKA OpLOL TNC LNXOVIKNG
UTTOAOYLOLUOTNTOLG
= OLSUVATEC UNXOVEC ElvolL aplOuN oL ATIELPEC EVW TO
npofBAnuata un aplBunopa anepa (n Staywvornoinon
tou Cantor ev 6paon otnv MLOTAUN TwV UTtOAOYLOTWV!)

= Halting problem: 600eiloac piac pnxavng mou erAUEL KATTOLO
nPOBAnua ko piac eL.codou og autnv, Ba OTAUOTOEL TTOTE
TOV UTTOAOYLOHO TNG N pnxovn Sivovtoc pia amavtnon;

m Mn vntoAoyiotuo tpoBAnpal

m Ekatovtadec mpoPAnpata £xouv amodeLXtel un aAyoplOuika
(6nAadn amo H/Y) emAvoua!



The halting problem takes two inputs:

an arbitrary program P

P's input D

The decision problem is: does P halt on input D?

Sometimes the problem is trivial:

/* Always halts regardless of input */
D:=1;

Sometimes the problem is easy, but dependent on the input:

/* Halts only if D is > 0 and even */
repeat D :=D -2 until D = 0;

Sometimes the problem is very very hard:
/* Halts iff Fermat's Last Theorem is false */
For all D, call Fermat(D)
Fermat(D:integer);
a :=1; done := false;
while not done do
forb:=1toado
forc:=2toat+bdo
if a**D + b**D = c**D then
done := true;
a:=a+1;
end while;

Goldbach’s Conjecture:

All positive even integers >=4 can be
expressed as the sum of two primes.

Given a number x:

Check if number if not even, return.
Check if number is less than 4, return.
Navigate i, from 2 to number check if i
and (x-i) is prime, if yes, Print it

For integers n > 2 the equa
tion

n n n
(l - ]) —"

cannot be solved with [)().\‘iri\'(‘ 11

tegers a, b, c.



Assume we have a procedure (Turing Machine, algorithm, program, etc.) HALTS that takes as
input a program P and input data D and answers yes if P halts on input D and no otherwise.

Since there are no assumptions about the type of inputs we expect, the input D to a program P
could itself be a program.

Compilers and editors both take programs as inputs.

Given a Pascal compiler written in Pascal, we might want to know if the compiler halts when
given itself as input.

Given the program HALTS, we can construct a new (more limited) program that tests whether a
program P halts when the input data is a copy of P.

procedure NEWHALTS(P);
if HALTS(P,P) then writeln('Yes');
else writeln('No');




procedure NEWHALTS(P);
if HALTS(P,P) then writeln('Yes');
else writeln('No');

Given NEWHALTS, we can construct another program that does just the opposite of NEWHALTS:

procedure OPP(P);
if NEWHALTS(P) outputs 'Yes' then
loop forever
else halt;

What happens when we call OPP(OPP)?

* Inside OPP, we call NEWHALTS(OPP), which calls HALTS(OPP,OPP). If OPP halts when fed OPP
as input then the call OPP(OPP) loops forever.

* If OPP doesn't halt when fed OPP as input, then the call OPP(OPP) halts.

 OPP(OPP) can neither halt nor loop forever!

* This is a contradiction! Since our only assumption was the existence of HALTS, procedure




Etvat o H/Y €va akoun epyaAelo tnCe
avBpwrivnc dtavonongc;

= [lpayupatl! Znpepa, 6ev elval o «EELUTIVOC» ATTO Eval ATTAO
KatooBioL!

= Opwc Stadepel amo oda ta aAAa epyadeia Tou avBpwrou ota €ENC
onueia:
Elval «mtoAupopdko», SnAadn ekteAel MOAAEC SLODOPETIKES Epyaoieg IOV
nepLypadeL o aAvBpwmoc ywpic va uetaBarAetal, wc UALKO.
Agxetal, amno tov avBpwro, meplypadeC LOEATWV KOOUWVY KoL LOVTEAWYV TOU
UKoV KOOHOU KoL Toug «bivel {wn».

MoAAot H/Y pmopouv va StacuvdeBouv SnULoUPYwWVTOC EVAV LOYUPOTEPO
«deato» H/Y (e tov peyaAutepo ano avtoug Wbeatoug H/Y va eival to idlo to
Aladiktuo).

Elva To mio kovtivo otnv avBpwrvn vonon dnuioupynpa tTouv avlpwrou pe
QMOTEAECA VA UITOPEL va Tov fonBa otnv katavonon tng iblag tn dtadikaoiog
™G vonong!



H e€€ALEN TwV UTTOAOYLOTIKWVY LNXOVWV

Ko tov H/Y
2500 rt.X.: ABakag

150 n.X.: O unxaviopog Ttwv
AvtikuOnpwv

1641 p.X.: O Pascal esdpeupiokel tnv
mpwtn  Mnxavly mpoocBeong  Kal
adaipeonc.

ANiyo peta: O Leibniz edeupiokel

unxavy  mpooBeong,  adaipeong,
noAAamAaclacpou Kol dtaipeong.




Charles Babbage (1791-1871)
O MATEPAC TWV CUYXPOVWV
urtoAoylotwv!




Charles Babbage’s Difference Engine




Charles Babbage’s Analytical Engine




H e€eALEn Twv UTTOAOYLOTIKWY NXOLVWV
ko tou H/Y

Lady Augusta Ada
Countess of Lovelace
(KkOopn tou AopOoUu
Bupwva)

O IP®WIog
ripoypappatiorc H/Y!



Crace Hopper
(1906-1992)
Computer scientist

A US Navy rear admiral and computer science
| pioneer, Grace Hopper was among the programmers
of-a computer used near the end of World War Il. She

coined the term “debugging” after she removed an
actual moth from the circuitry of a malfunctioning
Harvard Mark Il computer in 1947.
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http://www.cs.yale.edu/homes/tap/Files/hopper-story.html

H e€€ALEN TwV UTTOAOYLOTIKWV UNXOVWV

Ko tou H/Y | |
The Atanasoff-Berry Computer (ABC— 1939) (o ipwtoc¢ Ynetako¢ utoAoyLotnc)




H e€€ALEN TwV UTTOAOYLOTIKWV UNXOVWV
ko tou H/Y

B’ Moaykooplog MOAspo— Alwtng, to 1936, TNC
ETILOTANG TWV YTTOAOY LOREa— ) Kataokevalel to 1943
oto Bletchley Park v BV <purttavaAuon TG
VEPLAVIKAC KPUTTTOUNX I R ) 1 )T\t eTtelepyaotioG
25.000 yopaKTApwVv/ocU T

e e

In the sixty-second Year of Our Reign.

By Her Majesty's Command.

7,

The Enigma
Machine

To 2013, n faciMoca Tng Ayyrhios Elcafer,
ypnoponmor®vtog to Royal Prerogative of Mercy (Baciiko
i A Tpovouo Tov erfovg) amdirale, emionua, Tov Alan Turing
‘ a6 TNV KoTnyopio (gross indecency — yvoaio anpénern)
KOL TNV KOTOOIKT TOV




H e€€ALEN TwV UTTOAOYLOTIKWV UNXOVWV
ko tou H/Y

1946: OAokAnpwvetal o ENIAC (Electronic Numerical Integrator and
Computer), o mpwTtog NAEKTPOVLKOC UTIOAOYLOTNG YEVLKAG XPNoNG.
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H e€eALEn Twv UTTOAOYLOTIKWY NXOLVWV
ko tou H/Y

1951, Mavemotnuo tN¢ Pennsylvania (fova amo touc Eckert ot
Mauchly): Kataokevdletat o EDVAC (Electronic Discrete Variable
Automatic Computer), o mpwtog¢ umoAoylotng Paoclwopevog otnv
apxltektovikn von Neumann (n MVAMN TIEPLEXEL OXL HOVO
dedopeva, aAla kol tpoypauuato — Stored Program Computer).
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1951, Univac:

(ifzﬁ»— O npwtog epropkog H/Y!
el 14
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Description

131 K word Core Memory
FASTRAND™ Controller
FASTEAND II Storage Uit
FH-432FH-1752 Drum Controller

FH-432 Drum (capacity 262,144 words)

FH-1782 Drum (capacity 2,097,152 words)

Console (TTY-35)




MoAU onUaVTLKN LOTOPLKA ctwun ntav n avakaluvyn tou
tpaviiotop to 1947, Kaewq KOLTOLer]OE TLC AUXVIEG KEVOU
TIOU XPNOLUOTIOLOUVTOV MEXPL TOTE yLa TNV UAomoinon
AOYIKWV TIUVAWV Kol KUKAWMATWY Kol 08nynoe €toL otn
OPOLATIK HEWON TOU HEYEOOUC TWV KUKAWUATWY Ko
KOTOL CUVETIELQ TWV UTTOAOYLOTWV.

MNoapopola  otyun nAtov n  mapouciaon, otic 12
YemteuPpiov 1958, TOU TPWTOU OAOKANPWHEVOU
KUKAwpatog o popdn mikpotoin (microchip) amnod touc
Pounept Noiwg (Robert Noyce) kot Tlak KiApmt (Jack
Kilby).

O Stephen Gary "Woz" Wozniak (Apeptkavg Hnxovikos e

UTtoAOyLoTWV) ouv-LBpUleL pe tov Steve Jobs tnv Apple
Computer, Inc. (onuepa yvwotn wc¢ Apple Inc.).
Wozniak SnuioUpynoe touc umoAoylotec Apple | kot
Apple Il ota péoca tng dekaetiac tov 1970.

1981: Kataokeur) amo tnv IBM tou mpwtou Mpoowrtlkou
urtoAoylotn (IBM PC, Personal Computer).

1981: Epudavilovtal ot Lol UTTOAOYLOTWV.
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Moore's Law applied to Intel Processors
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Intel’s |7 cache characteristics
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AMD FX-8350
Cache:

8 x 16KB L1 data, 4 x 64KB L1 instruction
4 x2MB L2
4 x 2MB L3

Static X Dynamic Memory Cell

WL

bit line

Characteristic

Size

Associativity

word line

Static Memory Cell
(6 transistors)

Dynamic Memory Cell
(1 transistor)

L1 L2 L3
32KBI/32KB D 256 KB 2 MB per core
4-way I/8-way D 8-way 16-way

Access latency 4 cycles, pipelined 10 cycles 35 cycles
Replacement scheme Pseudo-LRU Pseudo- Pseudo-LRU but with an
LRU ordered selection algorihtm
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?: ! : qd Llchghe : » LR
— | Core Core 'E Core
Y e e
i~ ) Larger L2 e
' cache | U
3 L : 1 2 3
T 1 P o BR R k(]
1 i1 Shared L3 Cache sl |
0 \ ‘ i ' k5
'_»._»-_;'.. g6=3 I | l

con

L1 Cache L1 Cache




Figure 1 - Electron Micrograph of CMOS FET Cross Section

2.1 nm Gate Oxide
~ 4 rows of Sl atoms!
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H €E€ALEN TwV UTTOAOYLOTIKWVY LNXOVWV

Ko tou H/Y

1983: H Apple Oonuloupyei tov nAektpovikd umoloyiotn Lisa, mou
nepthapPavel  ypadkd meplBaAlov  emikolvwviag avBpwrmou -
UTTOAOYLOTH,.

1989-1992: Eiodystol 10 TIPWTOKOAAO http, mou emuTpemel NV
NMPOOoTEAACN EYYPADWY UE KELMEVO KOl ELKOVEC.



H €E€ALEN TwV UTTOAOYLOTIKWVY LNXOVWV
Ko tou H/Y

1989: O Tim Berners-Lee, spsuvntric tou CERN (European Council for
Nuclear Research), edevpiokel tov maykooulo oto World Wide Web
(WWW). O Naykoopog lotog apyka mpoopllotav ylo va KaAUWEL TLC
avayke¢ avtaAloync nAnpodoplwv PeToEL SladOopwv MAVETLOTNUIWY
KOLL EPEVVNTIKWYV OTOBWV ava ToV KOGLLO.

H Baowkn W&a tou Maykoouwou Lotou €ival n cuyxwveuvon Otadpopwv
TEXVOAOYLWYV TWV TPOOWTILKWY UTtoAoylotwy, TNC OlKtuwong TwvV
UTTOAOYLOTWV KOl TWV TEXVOAOYLWV UTIEPKELUEVOU OE €VOl LOXUPO KOl
gUXpNOTO cvoTtnua avtaAAaync mMAnpodopLwV. . A\ st “*“i




Kot n mpwtn totooeAida!

Q% 8 http:/ /v w3 org/History/1992 hypertext/hypertext/WWW/ TheProject.html LP-BoeX |@TheWor\d Wide Web project -

File Edit View Favorites Tools Help

[ IR B ~ [ @ v Pagev Safety~ Tools~ ﬂv & 1 ,@m @
World Wide Web

The WorldWideWeb (W3) is a wide-area hvpermedia information retrieval initiative aiming to give universal access to a large universe of documents.

Everything there is online about W73 is linked directly or indirectly to this document, including an executive summarv of the project, Mailing lists , Policv , November's W3 news , Frequentlv Asked Questions .

What's out there?
Pointers to the world's online information, subjects , W3 servers, etc.
Help
on the browser you are using
Software Products
A list of W3 project components and their current state. (e.g. Line Mode X11 Viola, NeXTStep , Servers , Tools , Mail robot , Library )
Technical
Details of protocols, formats, program internals etc
Bibliography
Paper documentation on W3 and references.
People
A list of some people mvolved in the project.
History
A summary of the history of the project.
How can [ help 7
If you would like to support the web..
Getting code
Getting the code by anonymous FTP | efc.

Tim Berners-Lee
(Cern 1989)




H e€eAén tou AtadLktuou Kol Twv
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UTTNPECLWV TOU
Koppot

7 213

57

——-KopBot




H e€eAen tou ALodLKTUOU Ko TwV
UTTNPECLWV TOU

= Etnowa avénon kivnong 40%

= YuvOEUEVEC OUOKEVEC TO 1984 1.000

= To 1992 1.000.000
= To 2006 600.000.000
= To 2008 1.000.000.000
= To 2015 15.000.000.000

= 6.700.000.000 cuvépopec kivntng tnAedwviag (86,7%)
= 1.100.000.000 xpnotec smartphones



H e€eAen tou ALodLKTUOU Ko TwV
UTTNPECLWV TOU

Youtube

3.000.000.000+ youtube videos mapakoAouBouvtal TNV nUEPQ
4.000.000.000 wpec video mapakolouvBouvtal KABe prva

72 wpeg video «avePBaivouvy oto youtube kaBe Aemto SnAadn
12 xpovia cuvexoug pong Bivteo tnv nueépa!

1 tpL¢ videos €idav oL avBpwrol to 2011 avtiotolel og

140 videos yla kaBe avBpwro otn 'n

Facebook

— 1.000.000 xprjotec to 2004
B R 608.000.000 to 2010
1.100.000.000 to 2012

Tweeter
50.000.000 tweets tnv nuépa to 2010
140.000.000 tweets tnv nuépa to 2011




H e€eAen tou ALodLKTUOU Ko TwV
UTTNPECLWV TOU

= 2,2 61 email ypniotec

= 144 61c email pnvopata tnv nUEPA

* 68,8% spam mails (mdvw amnd ta pod dappakeuTka)
= 634 ekat. Websites (51 ekat. MNapandavw to 2012)

Internet users by region, June 2012

= 2,4 851c XpNOTEC

Data source: Internet World Stats, January 2013



H e€eAen tou ALodLKTUOU Ko TwV
UTTNPECLWV TOU

= Méeon nAwia xpnotn Facebook 40,5

= 2,7 8¢ likes tnv nuepa

= 250 ekart. véeg pwrtoypadiec kabBe pepa
= Mé&on nAwia xpnotn Twitter 37,3

= 307 tweets yLa KABe xpnotn tnv nUEPA



H e€eAen tou ALodLKTUOU Ko TwV
UTTNPECLWV TOU

= HAEeKTPOVLIKO TaxudpopELo
= WWW-ntAnpodopnon

= HAEKTPOVIKEC QLYOPEC

= Metadopad apyxeiwv

= VolIP

= P2P file sharing

= Videoconferencing

= Social Networking

"= Cloud computing



KowwviKa AlKtua

ELKOVIKEC KOWVOTNTEC, OTIOU OL XPNOTEC UITOPOUV Val

SNULOUPYNOOUV TA ELKOVLKA TOUC TIPOdiA, va
avantuéouv Siktuo emadwy, VoL EMLKOWVWVOUV HETAEV

TOUC.




KowwviKa AlKtua

= O xpnotng umopel va dSnuiovpynoeL to OLKO Tou
TIEPLEXOMEVO, KOl VAL TO MOLPaOTEL e TTOAAOUC AAAOUC
(pidouc n ayvwotouc).

= Mrmopet va oxedlaoet tn dikn tou LotooeAida, To S1KO ToU
blog 1 To 61k Tou NUEPOAOYLO, HLVOVTAC TOUC EEXWPLOTO
XOLPOKTAPA KoL TAUTOTNTA.

= Mrmopet va avtaAlaéel okePeLc kat TAnpodoplec, va
ekppaoeL amoyn, va dextel oxoAla, va SnUOCLEVOEL
£LKOVEC Kal Bivteo, va ouvdeBel oe LotooeAidec AAAwV
XPNOTWV.



KowwviKa AlKtua

* [TpodiA =2 MaykoouLa TAUTOTNTA

= Yx€oelc 2 Kowwvikn Amotunwon

= Neec HOPPEC CUMHUETOXNG TWV TIOALTWY,
..Onuokpatiac...(rt.x. tpocdatn dpactnplomoinon oe
Alyurtto)

Xapaktnplotika napadeiypata Social Networks:

Q-I- facebook




Cloud Computing (to «vedoc»)

= XpNon UTTOAOYLOTLKAC LoXUOC Kal ormoBnKEUTIKWY TTIOPWV,
nov Bplokovtal og €va «VEDOC» OLAOKOPTILOUEVWV
SIkTuwv, 6nAadn xpnon UALkou Kat AoyLlopikou dtabgotpou
HECW TOou HLadLKTUOoU.

» To Atadiktuo TEiVEL VX YiIVEL EVaC LOEXTOC UTTEP-
UTTOAOYLOTNC UE ATTEPLOPLOTEC ATTOINKEUTIKEC Kol
urtoAoytotikec duvarotntec!

= Tuto Bonbnoe ywa va avartuxBet:
[priyopol eme€epyAOTEC.
[PYOPEC ACUPUATEC KoL EVOUPLLATEC CUVOEDELG.
H texvoAoyla tng elkovomoinong.
YTTOAOYLOTLKEG GUOKEVEC XOLUNAOU KOGTOUC.



Cloud Computing (to «vedoc»)

To Cloud Computing map£xetal oov UltnPECia Kol OXL ooV
nEoiov!

Gmail/Google Drive, Hotmail/SkyDrive, Dropbox, SugarSync,
Apple iCloud.

Meyala KEvipa S€E60UEVWY OTIOU yLa KPR xprnon &ev
TMIANPWVELC EVW VLol LEYOAUTEPN TTANPWVELG LOVO OTL
XPNOLUOTIOLELC.

Onwc pe to NAEKTPLKO pevpa: Oev XPeLALETAL VAL EXELC LA
YEVVNTPLO XPNOLUOTIOLELG LLOVO TO PEUMO ATTO TNV Ipilal Ko
MANPWVELG 000, akpLBwC, KatavaAwvelg!



Cloud Computing (to «vedoc»)
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Internet of Things (loT)

Home Automation Solutions

®
Raspberry Pi
Small-Scale Computer

A 900MHz quad-core ARM
Cortex-A7 CPU, 1GB RAM

ARDUINO

Microcontroller board
(ATmega328) for connecting
Sensors & Actuators

== \Windows 10 Windows 10 loT Core
http://home.hit.no/~hansha/?page=home




taMaker Studio
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Cletronic Brick Shield
VIR by Sreve 8/10/2083
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BMPOSS

ADXL345
Barometer/Temp

Accelerometer



Today’s loT/embeded devices: powerful portable
computers and sensors!

Sensing capabilities include:

e Radiation sensors

e (yroscopes

e (5as sensors

e Temperature sensors

e Mechanical strain/force sensors

e.g. MT6753 by MEDIATEK: Next- e Location (GPS coordinates) sensors and
Generation 64-bit Mobile Computing COmpasses
System.

e Proximity sensors (e.g. RFIDs)
e Microphone and camera

Octa-core (!), up to 1.5GHz (!) ARM e Magnetic field sensors
Cortex-A53 64-bit processor for e Humidity sensors
smartphones and mobile devices in

o pH Sensors
general.




" Home Automation

with Ardumo & Raspberry Pi

Cloud Data Server

.

Sensors

Temperature Control )
Sending Sensor Data to

Rasperry Pi (via Router)

S\:\vlleFlld 3 .‘\\ Shield

@ Sensors
Ligt;t Contiol Remote Control & Remote Control &

Sensors Monitoring (PC/Tablet) Monitoring from Internet
(PC/Tablet)

http://home.hit.no/~hansha/?page=home




Patient Position Sensor
(Accelerometer)

Blood Pressure Sensor

Pulse and Oxygen in
Blood Sensor (SPO2) | ‘

Body Temperature
Sensor 3

f g y \\;

4

N -—
Glucometer /[
Sensor

] Airflow Sensor
. (Breathing)

)\

Electrocardiogram
Sensor (ECG)

Galvanic Skin Response
Sensor (GSR- Sweating)

Basc station
(Running Wireshark)




B Woarable sensors




D Wearable Technology

Notfication Sensors

A New Market for Flextronics

Modalities:

- Blood pressure
- Heart rate

- Breathing rate
- Diabetes

- Temperature
- Humidity
-ECG

- Movement

- Proximity

- Direction

Out-of-body
Server

Modalities:

- Blood pressure
- Heart rate

- Breathing rate
- ECG

- Temperature

- Movement

ource

Out-of-body
Server

similarly flashy gizmos—a headband designed to track moods, a moisture sensor
that warns gardeners when they’re drowning their plants.



Fingernail UV sensor is world’s smallest
wearable sensor device!

Desion encapsulation

Silicone

Bare die

Fexbe PCB




Kyocera Corporation out of
Kyoto, Japan has announced
the development of a tiny optical
sensor for measuring blood flow
within subcutaneous tissue.
Readings from such a device
may help assess how injured
tissue is healing, produce
evidence of dehydration, and
detect altitude sickness. Many
other applications may come to
light as this kind of technology
becomes widely available for
use by the public.

Principle of the Blood-Flow Sensor

Blood flow measurement utdizang the laser doppler methot

Principle Diagram

Light-ermitting
element
(Laser)

1. Light enters the skinand blood vessel 1o measure
reflected light

* The frequency of ight vanes according to the
blood-flow velocity

2. Interference occurs between Reflected light Aand B




Ophthalmoscope
ooxe

Electronic
Health Record
System

Digital Stethoscope

-}

Ultra Sound
Scanner

X-ray Unit with CR




TELEMEDICINE CONCEPT

U,

District
Hospital

Video Conferencmg

Cardiology

‘% ﬁ‘fj[—ﬂ é" Video Conferencing

iy
Pathology % - Py !
| 4 ° &

Panel of Doctors




Robotic
surgeons

EndoWrist® Instruments are
designed with seven degrees
of freedom and mimic the
dexterity of the human hand
and wrist.

Assistant

Surgeon at
Console

Patient

Vision
Cart

Surgeon uses open-surgery
?| hand movements which are
precisely replicated in the
operative field by the
EndoWrist Instruments.




Poker Service/
Game State

IBM Bluemix

Internet of
Things Platform

I

‘ ~ Watson APIs

e

Natural Language 4 Visual Recognition
Classifier

2 Textto Speech

§=

" speech to Text

mMQrT

HTTP HTTP
WebSocket




HAektpoVvIkO Epmoplo

Ayopa Kol TwANGoN TTPOTOVTIWV KOl UTTNPECLWY HEOW
NAEKTPOVLKWY CUCTNUATWY OTWCE £lval To Stadilktuo.

H avarmntuén nou yvwpilel eivat paydaia e€attioc tne
aApatwodouc avamntuénc tov dtadiktuovu.

[MpoCEAKUCN AYOPAOTLKOU KOlvoU TIEPQ OO TAL OTEVA
yYewypadLka opla TNS €6pac TNE EMLXELPNONC.

Xapaktnplotikad napadeiypata: ebay, amazon = Business to
Consumers.

Business to Business.



HAeKTPOVIKEC 2UVAANOLYEC

EKTOC armo 1o va ayopaloUUE KOl VOL TTOUAQLUE TIPAYLOTA,
LLTTOPOULE VOL KAVOULE KOlL OLPKETEC OUVOAAAYEC LECW TOU
Stadlktuou.

= TpamelQlkec ouvaAlayec (m.x. petadopa XpnUATWV)

= KpAtnon aepomoplkou eloLtnplou

= Kpatnon dwpatiov oe Eevodoyxeio

= YuvaAAayec pe to dnuooto (m.x. Ekdoon PeBaltwoswv)
= [TAnpwpn Aoyoplacuwy
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RFID Reader

Sender——

Receiver— g

Saral %o
TR
RN BN

METUMN o CONTASS
WARESOUGE v 1y

)

Passive* RFID Tag

|l—Antenna

Chip

1 Sender sends radio signal

2 Tag antenna receives signal
and powers Chip

3 Chip modifies signals

4 Antenna sends radio signal
back

5 Receiver receives modified
signal and extracts informa
tion from tag







Smart Card Contact Chip

13.56 MHz Comactiess
Smart Card Chip wi Anténna

e

Magnetic Stripe

125 kMz Proximity Chip

I A
w Antenna




Edapuoyeg

O1 «eIkovIkoi Eevayoi» gopTidovTal
npiv 00BoUV OTOUC ENICKENTEG TOU HOUTEIOU

Epappoyn RFID oe BiBAI0BAKN

“EAeUBepn npooBaon” HE NUAEG
RFID UHF

Epappoyec RFID oTtov TopEa TNG uyeiag



[UOALAL ELKOVIKNC KOl EMOUENUEVNC
TPOY LOTTIKOTNTOG
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O

Manufacturer: Oculus
Product: Oculus Rift

L]
State of the Art: Counsumer Ready V t |
Price: $ 599.00 I r u a
EENY,

o glasses
. VIVE
Manufacturer: HTC
Product: Vive
State of the Art: Consumer Ready
3 4 Price: $ 799.00

MAZ

Manufacturer: Meta

Product: Meta

State of the Art: Development Kit
Price: $ 949.00

Augmented
Reality glasses

B Microsoft

Manufacturer: Microsoft

Product: HoloLens

State of the Art: Development Edition
Price: $ 3,000.00




To {ntnuo tnC AoPaAELoC

Kowwvikn diktuwon — npoBARpata

- AntwAswa bwTikoTNTaC: Tl SedOUEVA TOU XPNOTN TTAVOUV VA TOU
avnkouv. Ivovtal dnuoota Stabgoiua Kat lowc va pnv Umopstl va ta
adoaLlpEoeL OTav To BeAnoeL

- AnomAavnon avnAikwv (grooming): eviAilkoL tou BEAouv va
npoosyyloovv ntadid, dSnuiouvpyouv eva PeuTIko tpodiA Kot
urtodUovTolL To CUVOUNALKO €vOC TtaitdLloU e oKoTto va Kepdioouv tnv
gumiotoolvn tou Kal va e€acdaiioouv pia cuvavinon pall tou

- MNapevoxAnon (cyber bulling): e€suteAlopoc kot teplBwplomoinon
Tou Bupatog, e€attiog oxoAlwv KA.

- KAomn tavtotntag: dSnuiovpyla Pevtikou mpodil armo KAmoLov Tpito
LLE OKOTIO VA EKBEoeL AAAovV xpnotn



MpoBANnpato AchaAeLoc

Moapayoviec mou adopouV EUOC TOUC XPNOTEC

= Xpnion acpaAwv Kwdkwv (acUppato Siktuo,
UTTOAOYLOTNC, KWOLKOL KOWVWVLKWV TIPOPIA)

= KakoBouAo AoyLOULKO

(virus, worm, backdoor, Trojan horse, bots)
= Email (cuvnuueva, Spam)
= Phishing

= Torrents, cracking, serial key generators



ENISA (Eupwnaikoc Opyaviopog yia TNV AcpAAsia Twv
AIKTUWV Kal Twv MAnpogopiwv) Top 15 Indicators
(2017)

Assessed
Trends 2017

Assessed
Trends 2016

Change in

Top Threats 2016 ranking

Top Threats 2017

woNOUTAWNKE

Malware

Web-based attacks
Web application attacks
Phishing

Spam

Denial of Service
Ransomware

Botnets

Insider threat

Physical manipulation/damage/theft/loss
Data Breaches

Identity Theft
Information leakage
Exploit kits
Cyber-Espionage

1. Malware

2. Web based attacks

3. Web application attacks
4. Denial of service

5. Botnets

6. Phishing

7. 5pam

8. Ransomware

9. Insider threat

10. Physical
manipulation/damage/
theft/loss

11. Exploit kits

12. Data breaches

13. Identity theft

14. Information leakage

15. Cyber espionage
Legend:  Trends:

Rankin Going up, — Same, |- Going down

O
O
O
O
O

declining, = Stable, ¥ Increasing

1. Malware

2. Web based attacks

3. Web application attacks
4. Phishing

5. Spam

6. Denial of service

7. Ransomware

8. Botnets

9. Insider threat

10. Physical
manipulation/damage/
theft/loss

11. Data breaches

12. Identity theft

13. Information leakage
14. Exploit kits

15. Cyber espionage

>
O

O
O
O
O
O
O
>
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Kivbuvol oto SLadLlkTtuo

Tuxpelaletat va aoPaALloTEL;
Mpaypatikoc koopoc VS KuBepvoxwpoc
TaUuTOTNTO === [1podiA

KAelbLa === Passwords

[MIOTWTLKEC KAPTEC === e-banking, aplOuLOC Visa

MoAUTpa (VALKAC N oUVALCONUOTIKAC OLELOLC) ==
dwtoypadleg, Kelpeva



Kpoumttoypadla

= EmoTNUOVIKOC KAAOOC TTOU aloXOAELTOL LE TN MEAETN,
QVATITUEN KoL XPoN TEXVIKWY KpuTttoypadnonc Ue
QTTOKPUTITOYPAdNONC LE OKOTIO TNV amokpun Tou
TEPLEXOUEVOU TWV UNVUUOATWV.

= KUpLOG 0TOXOC: VO TTAPEXEL LNXAVIOUOUC TIPOKELLLEVOU 2 N
TEPLOCOTEPA LEAN VA ETILKOLVWVIOOUV XWPLE KATTOLOG
aAAoc va eivat tkavog va Staalel tn mAnpodopia, EKTOC
arto to LEAN.

= Metatpornn mAnpodoplac amo pia KaVoVvLKH KaTavonTtn)
nopdn o€ eva ypido, mouv xwplic Tn yvwon tov Kpudou
LLETOLOYXNMOTIOMOU TIOPALEVEL OLKATAVONTOC.



Mola eivot Tt BgpEAL TNC KPUTTTOYPOLDLOC;
OpLlopeva UTIOAOYLOTLKA TTpo AN AT TTou eV
elval, otnv rmpaén, emAvouo oo H/Y!

= MMpoBAnual BpELTE Tl naptorava TO TILO KATW naZ)\

= Elvay, ev apyny, emAuatuo (KOLL amno unxavn aKoun) QUTO TO
TpOBANua;

B Quowka! Apkel va SOKLULACOUE, UTTOUOVETLKA, va BAAOULE Ta
Koppatia otn 6€on touc!



@ KatnAbon!

g

@ [ooocg xpovoc xpetaletal ya tnv enilvon; aviaoteite va eiyape
LLLKPOTEPQL KOL TIEPLOCOTEPA Koppatia!

B ATO TNV AAAN HEPLA, OV TIoW Ao KABE KOMUATL UTTAPXEL dUéwV
aptduoc (to kAetdi tou ypidou) n Abon kataokevaletat ypnyopa!



TLTTaPEYEL N KpuTTTOYpOLDLAL;

* Mopexel 4 BaolkeC AeLTOUpPVYLEC:

1. — EUTLOTEVUTIKOTNTA
(e€ovolodotnuevn npooPaon o Hedopeva)

2. — akepatotnta dedopevwy (oviyvevoLun
aAlolwaon)

3. — 1N amornoinon svBuvnc (bev
LLTTOPEL KATIOLOC va apvnBOeL OTL £XeL SnULOUPYNOEL
N OTELAEL Eva puAVU Q)

4. — TILOTOTIOLNON MPOCWTTWV
(e€akplBwon otolelwv TOUTOTNTOC)



Tporol kpurttoypadnonc

KA15I K.Ae1Bi
Kputrtoypagnong ATTOKpUTITOY PAPNONG

K puTToypag@nuevo
Keipevo

ADKIKO :D AAySpiBpog |:D AAly6piBuog ApPXIKD
Keipevo Kpumrroypagnong ATToKpuTTTOYPAPNONG :DKaiuavo

KOUumoouo iy pata

KAaoowd Mavitpva
PUTTIOOUO NI IG (PUTTIOOUG I g

NMoAuo radiaxéc Movoo radeax €

Zuvaptriot

KAToxXEpuanopou




Koumttoypadia Stopotpolopevou KAELOLOU




Koumttoypadior Onpoctov KAELOLOU

ASYMMETRIC ENCRYPTION

WHAT IS ENCRYPTED CAN BE DECRYPTED
WITH ONE KEY WITH THE OTHER

=§

PUBLIC PRIVATE

CAN BE DECRYPTED , WHAT IS ENCRYPTED
WITH THE OTHER WITH ONE KEY

Step 1: Give your public
key to sender.

Step 3: Sender gives
the ciphertext to you,

Step 2: Sender uses your public
key to encrypt the plaintext.

Step 4: Use your private key (and
passphrase) to decrypt the ciphertext.

plaintext
decryption




H enavaotoon: to oxnuo RSA!

AMNOITOAEAZL MAPAAHNTHE

Mrvupa Mivopc [1978, Rivest Shamir ko
Adleman]: to npdTo
fl_“J —*"T TPOKTIKO GVGTNUA

N KPLTTOYPAPTONG HIVVLATOV ©
l"lu::zilg'imn_) Kputrtoypdagnon ATTOKpUTITOYPAQNTT - Kaesi I

(Baciopévo ot
TOPOYOVTOTOINGNG LEYAAWDV

aKepainv aplOuwmv) '—

Toco anld mov umopet va, =7
| Whitfield Diffie TEPYPAPTEL GE £var

P £ Q PRIME

‘ . J1ct! =
and Martin W[}‘ODCO”Q' ED=| Nl\vo(:?u%;:)c%—b
| Hellman M= C° AODN

= (1976) W= C° MDA

IT'S JUST AN ALGORITHM

N\
‘ §
R
7]
R TEL,

B Ovyvootég uébooot mapafioonc tov RSA Bacilovtal oty mapayovtonoinomn evog LEYAAOL OKEPOIOV TTEPTITOV
640 ymopiov.

@ Ouwgn mapayovromoinom evoc axépatov 640 yneiomv pumopel va ypeldletor omVES VTOAOYIGUAOV LLE TOVC
TayOTEPOLS drabéaipovg, onuepa, H/Y!

@ Mmnopovue va KAVOLUE ACPAAEIS SLUOTKTVOKES OlyOPES AP T paBnuatikd Kot T Bempia VTOAOYICTIKNG
moAvTAokOTNTOC!

@  G.H. Hardy (1877 — 1947) and tovg peyardtepouvg pabnuatikovs otn Oempio AptOumv: «Nothing | have ever
done is of the slightest practical use.». ©a ntav, olyoupa, meprndavog yla tnv Kpumtoypoadia!




[Mov Baoiletol;

= [ToAAOTAOGLUGLOC OKEPOUMV:
4157 x 8513 = (? = 35388541)

= Evpeon mpwtwv apiBumv mov
TOAAUTAAGIOCOUEVOL OTVOUV £VOLV O0GUEVO
AKEPAO: (T0 mEePlENUO TPOPANLO
TNC TOPOYOVTOTOINoTC)
25031219=  x = (? =3659, ? = 6841)

m H pacn  ogv eival koA , O
avtideon, m.y., LE TNV TPAEN

= [oti, Opume, To eimape OAa avta; Agite o
KT !



Awadpaotikec Artodeiéelc Mndevikne Nvwonc
(Zero Knowledge Interactive Proofs)

= AladpaoTKA TIPWTOKOAAA petaéu OUo
TLOLLKTWV, TOV Prover kot tov Verifier, ota
ortola 0 Prover smuxelpel va anodeifel otov
Verifier otL yvwpllel KaTL.

* Ouwc: otnv npoomaBela tou autn o Prover
dev adnvel va dtappevoel omtoladNmote
nAnpodopia yLa tTn yvwon autn meEpa amno to
OTL, TPOYLLATIKA, TNV KaTeEXEL!



Mot elvait EPLKTO KATL TETOLO;
H ortnAwd tov AR Mimapta!

Image from RSA Labs [1]
http.//www.rsasecurity.com/rsalabs/node.asp?id=2178

To kKAa.ooLKO TtapAdeLlypa amodelénc LNOEVLKAC
YVWOoNG XwpPLg TEXVIKEC AeTtTOUEPELEC!

H AAikn B€AeL va amodeitel otov Mmoo otL
yVwpilel Tw¢ va avoléeL TNV LUOTLKN TIOPTA TTOU
Xwpilel ta dtapepiopata R kat S otn onnAwd. Nwg
UTTOPEL VL YIVEL QUTO;

Miat Abon eivol va tou dwoel To KAWL, aAAa Sev
ToV gumoteveTal!

Ac SoUpE ToV EVOAAOKTLKO TPOTIO:
O Mnoumog otekeTal otnV €icodo P tng omnALdg
H AAlkn ertiAéyel, tuxaia, va otaBsl cto R to S

O Mnourmoc npootalel tTnv AAikn va epdavioTel eite
oto R eite 010 S
Av n AAIKN yvwpLle, MPAYUOTL, TIWG VO AVOLEEL TN
HUOTLKN TIOpTa, TOTE Ba epdaviletal mavta o udwva
LLE TLG TPOOTOYEC TOU Mmourmou!

Mrmopei va «kAEP ey n AAIKN;

Na, aAAd 0 MTtopmmog punopet va emavaAaBeL ta 1o
TTAVW Br']uata 00eC GOPEC BEAEL LEXPL VA TIELOTEL OTL
n A)\LKn, npayuau YVWPLZEL TTWC VAL OVOLEEL TN
LUOTLKA Ttopta!



AMN\oL (coPBapotepot) Kivbuvol oTo
Stadiktuo

Mpoowrilkd == TANnpodoplec vyelac,
LLUOTLKQ, TOTTOC IOV Pplokopal

DnNun, KUPOC, TTPOCWTILKOTNTO === JLadoon
bevdwv

MapevoxAnon, otoxomoinon, anelkn, enitbeon
- cyber bullying

NoapamAavnon, AmonmAavnon == grooming



WeuTtkol, LOsATol KOOUOL — OL TIPAEELC,
OpwC, Oev elvan LOeateC MOAEC PopEC ...
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Molkoroilnon tng mpornayavooc Kol
TOU TIAPOTIALOOU TOU NXOWVLIOMOU TNC

okenc Tov avBpwrou
BRAIN PROGRAMING - START

WAR IS PEAGCE
FREEDOM IS SLAVERY
IGNORANCE IS STRENGTH
from George Orwell’s 1981




[oloc ivail toloc, TEAKA, 0To ALaOIKTUO;

To maolyvwoto
cartoon tou Peter
Steiner nou
dnuootlevtnke
oto The New
Yorker otic 5
louAiou tou 1993:

"On the Internet, nobody knows you're a dog.”



Moadlkn topoiaon tTne LOWTIKOTNTOC
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L ¢ o -
By . y [ F
<- : M g - ] : s _f— - Mzrakivnon os...
EmioTpopn  Anpioupyia .. o A W .. Mpowlnon Maypagn Exkrdnwon Maopedpiopa  MNepioooTtspa
Eioepyopzva Powered by Google+ MAvupa 1 and 4414
Mpoxeipa AnooToAZag Google Incorporations
Andwtnon oto googleawards@mail.com
Huspopnwvia 2013-12-05 08:30
AveniBupnTa MpotepaigtnTa  Kavowikr

AncoTaApsva

1 Kadoc Anoppipdrmwv
]
& Google+ Award Notification....
You have been selected as a winner for using Google services.
Find attached email with more details.

Sincerely,
Md Matt Brittin
Chairman the Board and Managing Director,

Google United E

®2013 Google Corporation.
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Credit card blocked Spam  x

NATIONAL BANK contact act1{@nbg.com.gr

to me [=

M Images are not displayed. Display images below

MNa Adyouc aopalsiag n MoTwTIKA 5892 - X000 - X000 - XK £yal anokAgIoTE.
Av gi0TE 0 IBIOKTATAC QUTHC TNC MOTWTIKAC KApTAc, akoAouBroTs TIg napakaTw
guvdeopo kal va en&#953 ;pePaiiosTE Ta OTOIKEIO 0ag yia va LekhaidwosTe TV KApTA.

http://www.nbg.gr/wps/portal/tut/p/c1/04 SBEKEx| L MIMSSzPyExBr9CP0os3XIFNNSzcPIwe/&Flang=el

@ 2011 EBNIKH TPAMNEZA
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[Clmn!mm-m;ﬂ«m[xo&nn o) = x1

K

Favortes K Loon | Facebook
Tl Downioad - Securty Warning

Do you want 10 run of save this Ne?

facebook e o

Type  Appicstion, 10648

Froee

Facebook helps you connect and share with the people in your e

L Cancnd

‘Whde fles hom the Infetret Can Do uiehd Bet e e Con
potertialy huem your compuiat ¥ you do mot Bt the sossce. o not
U 2an Of £ave thit sobware. What's the o

Facebook Login
Getting Fie Information

wpdatefiash 2om froe ¢
Your version of Macrom)
thi Estmated tee ket
Downiond b
Trondler rate

| Diose this dalog bos when dosnload completes
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View report (HTTP request, 172 bytes)
Bot ID: bot_10000001
Botnet: plag

2rsion !
Language:

Local tirme: S0 0E,
ST

ion tirme:
Feport tirne:
Country:
IPud:
Cormments for bot:
In the list of usad:

5 narme! s\Internet Exploreriiexplore, axe

wocomylagin. php

piSfwww. bhank.com/ login. php
rer: http://www. bank.coms login.html

34567320
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Your spam message Dear E-Commerce professional ; This lett... decodes to:

5/2 mapouaiaon ato Agl

5/2 mapouciaon oTo Apcakeio

home | encode | decode | explanation | credits | faq & feedback | terms | Frangais
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webmail
+ F‘d-u- ﬁﬁi - Pﬁ_’ - i. ﬁ fr.- eee MsTakivnon os...

Emogrpogpn  Anpioupyia .. Andy Andvrtnon o... MNpowlnon Alaypagpn Extlinwon Mapkapiopa MespiogoTtspa

L3 Ewoepxspeva Hello Mivupa 1 and 19292
Mpaxeipa Anoctohéags  Olga
AnsoraApdva MapahAnme  stamatiu@cti.gr
Hpepopnvia Efpepa 19:57
AvemBopnTa
) ) Hi
Kadog AnoppiuaTuv My name is Olga. Ea DSC_0019(copy).jpg.zip
I am from Russia. -
Look my photo in attachment.
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Action View

Corment




Mepwa napadetypata ...

& Does your partner truly love you?

Irnprirnir Elirninar

Fecha:
Para:
Asunto:

Responder  Responde... piar Imprirnir Elirninar

241-E7AF  De:
Fecha:

serin. channeld local Para:

QUIT

Asunto:

= from pandalab blog
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Mepwa napadetypata ...

& Are you interested in reading other people’s sms?

Get Your Free 30-Day Trall

Do you want to test your partner or just to read somebody's SMS7?
This program 1s exactly what you need then! It's so easy! You don't
need to mstall it at the mobile phone of your partner.

Just download the program and you will able to read all SMS

when you are online. Be aware of everything! This 15 an

extremely new service!

http/[Removed]. comffreetrial exe

Dowmload Free Tnal
© SIS Spy. All nights reserved




Mepwa rnapadetyuato

System Security

Protect your pc

Scanning
Path
Infections

-time protection
tem Security

ezl
Sys
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C ( )gle Clnderella Full Story In Script Search I ‘:?::':::::wch

Web Results 1 - 10 of about 124,000 for




Mepwa napadetypata ...
Fake pages

Most visked P Getting Started Latest Headines

System Tasks System scan progress

CUMErRS

O 7trojans - & 103 trojons

Hard drives

You have chosen to open

] install.exe
Scan complete. 5 whichis 3! Binary Fie

from: hitp:/joatscanonine. com
Would you Mee to save this file?

;' Save Flo I Cancel

Your computer re Fected by viuses! They can cause data loss and File damages and need to
be oxed a5 a5 passible, Return to System Securky and downioad R secure to your PC

T
T bmrm‘p‘*mzrm!‘rr"’n‘: Toryooreysren 'YYVTJ" DUV ST e ","I‘ N TR T O ey

persona rform:

Advice:
e |

You nead Lo remove this thrast & 0N A5 Possible

& My computer Online S...
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Adware

World's tastest color printer
| for under $1000 0.

0

“INSWEB | " 5999

8 |

B
ich have at lea B
o undery riting

2re you B0, .:J,JJ:L&,J :

cenzed agency | Addr

You can add AOL’ for Broadband to any

high-speed cable or DSL connection!
saveupto

Works with and enhances any bas
g Jconnectior AMERIQUEST
Built-In protection for you and your family MORTGAGE

- COMPANY® E
The best emand and exclusive on l'fe \__‘

This Week's 7

on the Interne|

Released APRIL 14 }
A betier way 10 buv Ide insur

Song

CheapCanbbean c¢|




Mepwa napadetypata ...
BackOrifice

= Defcon 1998 e

= New version in 2000 '

-------

=1 il GE.IOD
FETSTEMDIHELP EXE
INHLP32 EX¥E

* Mvevpoatiko «matdi» tou
Josh Buchbinder, evdg
hacker mou givat yvwotoc [g ST
wc¢ Sir Dystic
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NetBus

&% MetBus 1.53. by cf

1 9 9 8 Open CD-ROM Ho=t namelP; |[localhost Cancel

U Sed fo r '{4 p ra n k)) % T;mer inte;:;:_l: I“_ Cml delay: ’“_ Memo
Show image rogram! 3 I—

Keystroke logging e | Messagerea: [

Ke YSt rO ke i nj e Ct | O n Start program Play =ound Illi llli Control mouse |
SC reen Ca pt ures Message Exit Windows Mouse pos Go to URL |
Program launching _sweonump | _ Sendien | usen | keyohor |

Get info Uploat file Sound =ystem Downloail file |

Connected to localhost {ver 1.53)

File browsing
Shutting down the system
Opening / closing CD-tray

Tunneling protocol (NetBus connections through a
number of systems.)



http://en.wikipedia.org/wiki/Keystroke_logging
http://en.wikipedia.org/wiki/Tunneling_protocol

Mepwa napadetypata ...
Symantec PcAnywhere

Knowledge Is Free.

We Are Anonymous,
We Are Legion.

We Do Not Forgive, p Y=
We Do Not Forget. <<
’

ExpectUs.
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Browser Toolbar

l APIVISION-| G- @- - #- @0 Q@/» BA-

w»C~ @D~ AE~ 32F~ 2H~ 3N~ 27~
/§Microsoﬂ: Corporation - Microsoft Internet Explorer

apwvision.com: [
File Edit View Favorites Tools Help

Search Favorites (@ Media <

earchWeb  QgSearchsite | §3news | F23Fank @@ page nfo ~

Signin | @) My Yahoo! ~ ¥ Hotlobs ~ “¥? Yahoo! ~

Games ~ [3 Yahao! Mail

MUIE dUUUL UNE TIEW UAT )
0 fles 8| & - &

‘AimAtSite v R History Favorites 53 This Page @Onlina v

| \./pRA]ZE 5 ¥ | Search <’> Channels + My Praize v Praize Mail
| == MapSian.net ~ v | @i5earch | 4 Discover %] My Plan

Qm-~

Daily Plan  gkjBest Sites
| Search

| @ Addresses.com Search Type:|Email

Mame/Business: l Locale: ] rch @Seatch Tips

| TECOMA . £ Highlight

| Mlcmsoft Software "ﬁ\.‘lmdows 2000 Inbemet _[]ComputerHardwave
| AUItrabar - [C,|Gc|0qls- - I
eV - v| f9SearcheBay ~

ACCESSONE [ —lmser
L Jase

ﬁx My eBay < Bid Alert v A watch Alert » % Top Picks ~ (2) Help ~

v & Fil ~ Popup @ MP3 4 (m "

Programs
Links ] Customize Links & | Free Hotmail &] Windows & Windows Media

All Products | Support | Search | Microsoft.com GuideE

Microsoft Home | MSN Home | Subscribe | Manage Your Profile
Search for

/.a
ﬁ ¢ -~ a “ {
Advanced Search . Y \ y h /
Duendict Fan v ‘ ‘ R

W, metatec com!

[ ] Internet
#4start| & E1Mi av g A > NTA si11am
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Browser Toolbar

A Welcome - Microsoft Internet Explorer. @@
File  Edit es

L
Web Search = 8. Amazon ,"-D Search Results [V} Bookmarks ~ &4 Waathar -

FREE score_com

The Oldface community toolbar is how installed.

Now you'll always have the best of our site delivered right to your browser.
You'll get our latest news, links, alerts, and more. It's a great way to stay connected!

Check out the Toolbar Options , where you ¢an choose these cool components and more...

Web search and more! Radio Player

3- MY Hotels ~ E&
&3 Search
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Ransomware

P85, 7418540
Tenstronn Comme &tare
B OTham A

rom pandalab blog



Katavoun edwv kakoBouAou AOYLOULKOU

Numberand Types of Malwarein U.S.

JOke,661 S&CUflt‘,’RlSk, Sp\,f\.\/are' Hack|no

987 4161  Tool 6078

Dialer, 396 /_PUP, 10237

__Virus, 11045

Trojan, 74259

Adware, 24673




Kaw, TeAoc, o KuBepvortoAeuoc (Cyber War) ...

Worm yia tnv enibeon o LNXOVEC
gUTTAOUTIOMOU oupaviov oto lpav

Eurograbber 36 ekat. € oo 30.000 Aoyoplocpouc

YrtokAOTEC amoppnTwVv oxedlwv Kal emBeoelc otn dtavoun
NAEKTPLKOU, vEpPOU, PUCLKOU aEeplou

47 sites dnuwv 6€xTnKav eniBeon amo Ipavouc
[pogToLHOCLA KPATWV YLa Apuva Kol entibeon
Acknon MANOTMTHS




TPOTIOL AVTIMETWTILONC OTIEAWV

Mpoypappa npootaciog anod kakoBouAo AoyLlopko (antivirus -

antispyware).

Teixoc Npootaoiac (firewall).

Ertiloyn KWOLKWV Kot TOUG
dev elval kahol wg kKwdLKol N nuepounvia yévvnong, o aplOpog tTautotntag,
TNAEDWVO, KA.
MpEmeL va eival apXlka A&€swy, ypappata LKpa Kot KedpaAaia, voupepa KoL onpeia
oTiénc.

Aev duldpe kKwdlkouC oe yaptakia, moptodoAla, atleviec!

Aev €xou e €Eva KWOLKO yla OAEC TIC UTINPEGCILEC.

N Aewtovpyia «Avtopatng Kataxwpnong» tou
MPOYPAUUOTOC TTEPLAYNONG. H Aettoupyia autn amoBOnkeVEL TOUC KWOLKOUC
00 OTOV UTTOAOYLOTH], YEYOVOG TTOU Tou¢ kaBLota ekBetouc.

TOKTLKN EYKATAOTOON EVNUEPWOEWV.

Ta atopa mou yvwpilovpe oto dladiktuo
|



TPOTIOL AVTIMETWTILONC OTIEAWV

Aev Slvoupe MTOTE MPOOWTILKA LOC OTOLXEL, OAAQ KoL

, AKOHLOL KOl 0TOV KaAUTEPO oo dido, Tov KwdLKO mpooPfaong
o€ uTtnpeoiec Tou Altadiktuou! Av TILOTEVELC OTL KATIOLOC EHOOE TOV KWOLKO
npooBaonc cou, AAAAEE Tov apEow 11 AAAale Tov TakTKA. MpoomdBnoe va €XELCG
TAVTOTE £vayv

. 2€ epimtwon mou AABete €va TETOLO LAVU A, LN OLOTACETE va TO TE(TE
OTOUC YOVELC 00 Il OE KATIOLO TIPOCWTIO TTOU EUTILOTEVECTE.

Av aloBavOeite afola tTnv wpa mou cuvopLAeite péow chatroom,

, OTIWC
TNV NAekTpovikn oac dtevBuvaon, tTn StevBuvon tou omitiol cag A Tov apPLlOuo tou
TNAedwvou oo PEow AladLKTUOU OE AYVWOTOUC.



TpOTIOL AVTUETWTILONC OTTEAWV

Y KePTELTE MOAU KOAA TIPLV ArtoPpaCLOETE va cuVaVTNOELTE PE KATIOLO ATOMO TIOU
yvwploate oto Atadiktuo. Znteiote thv artoln Twv YovLwY ooC OXETLKA UE OUTO
TO B€pa.

Ye mepimtwon nov anodaocioste va ouvavtnBeilte pe 1o «SLadktuako ooc dilo»,
EVNLEDWOTE KATIOLO ATOMO TIOU EUTILOTEVEOTE Kol GPOVTLOTE AUTH N CUVOVTHON Vo
yilvelL o SnuooLo xwpo.

OLtAnpodoplec TOU SNUOCLEVETE OTLC LOTOOEALOEC KOWVWVLIKAC SIKTUWoNC glvat
EUPEWC TIPOOTIEACOLIEC, KAAO Ba ATOV VAL [NV Ttapeyete otolyelo kol hwtoypadiac
nov Ba cac Epepvav oe SUokoAn Beon. Akoua kol otav Staypaete to podiA cag
NMOAAEC TANpodopleg eV apalpouvTal Kol EVOEXYETAL ETTIONC VA TIC CUVAVTIOETE
Kot aAdou oto Awadiktuo.

Na yvwpilete OTL Ao Tn OTLYHA TTOU TPOOBETETE OTN 100 TV 10y O0C KATTOLO
atopo (armodoxn friend request), autd amokTd o o oo
~ 1ou mpodiA oag, petal Twv omoiwv oL pwtoypadieg KoL Ta oTOLXELQ




TpOTIOL AVTUETWTILONC OTTEAWV

ATO TN ouvur] Tov Gnutoupveas TO ELKOVLKO oa tpodiA Ba
MPETEL VOL TIATE OTO LLeVOoU TV pUBLILOEwWY Vi T OLayeiplon
TWV TIPOCWTTLKWV ofel8 bevopevwy (ouvnBeotepa Ba to Bpeite
oTa QYYALKA WG privacy settings) kol vo adhatete Tig
NPOETILAEYUEVEC puBULoELC.

MHN avolyelc nAeKTpOVIKA pnvupata mov EAaPec amo
ayvwotouc. MotTE pnv avoiéelc cuvnuuevo apxeto mou EAaPec
OTTO TETOLOL NAEKTPOVLKA PLNVULLATA YLOTL MITOpPEL va
LETOOWOOUV LOUC OTOV UTTOAOYLOTH COU.

AvartUéte kpltikn 6tabeon oe 0,tL dlaBalete oto Atadiktuo.
MnV EUTLOTEVEOTE AUECWC OTL OELTE.

VL ote oTouC YOVELC oac yla ta ooa PAETeTe Kal (eite otV
«oepdapete» oto Internet. @€Aouv KL avtol va pabouv yla va




TPOTIOL AVTIMETWTILONC OTIEAWV

H NPOTOVIWYV TIVEUMOTLIKAC ONULOUPYLAC
npooTateVoOVTaL OO VOUOUC Kal N dlakilvnon toug lval
(taviec, tpayoLdia, BLPAla)! NMpoooxn ota
torrent clients!
KOLL YLOL TTPOYPOLULULOLTOL UTTOAOYLOTWY EKTOC AV
elval open source.

A€V XpNOLUOTIOLOUE OTIOLO TIPOYPAO BPLOKOUUE OTO
Sdtadiktuo. OAol Ta TpoypApOTO

Av opdLBaiete eAEyete To apxelo pE Eva OLAOLKTUOKO
antivirus scanner m.x. www.virustotal.com




YiapyxeL, TEALKQ, TIPOYLOITLKOL OVWVU LLL KOLL
LOLWTLKOTNTOL OTAV «ByoUpE» OTO
ALadikTLO:

Méeoa oto axaveC SLaOLKTUOKO CUUTIOV ELUOL «AOPOTOCY
Mriopw va TLaéw eva «TA0CTO» TIpodiA

Mrmiopw va ofnow apyela kot AoyapLacpouc mou Oev
xpetalopat n dev BeAw va amokaAvdpOouv

Mropw va XpnoLUOTIOLow UTtoAoyLotr aAAou
Mriopw va XpNOLUOTIOLNOW VA KOWVOXPNOTO OLKTUO

Mmopw va XpnoLuomnoliow to smartphone pou



AvoTtuxwc OxXL ...
Yriapyouv Kpuppeva PpndLoka poc txvn Ko
aBeartec mMAnpodoplec ya epac rtavtou ...
= Word files ID
" Picture metadata

= (Geotags

Previous Ver:

Value

Naormal

Mormal

A 11 L

W




ooglemaps




TXvn OKON KOl O€ EKTUTIWHUEVEC OEALOEC!

i

 row parity time date separator serial ?
. : | : |
;

col parity

"2005-06-21 12:50 serial 21052857
[or 052857 ]"




[ewypadlkoc evtoropoc H/Y

“Kosovo [
Maéedonia
Tiranao (FYROM).L-
Albania |~

Ankara
(o}

Turkey

Tunis
fe)

Cyprus

Leba nzbn

Tunisia
Tripoli Map data ©2013 Basarsoft, GIS Innovatsia, DATA+, Google, Mapa GlSrael, ORION-ME




[MAnpodopiec evtomiopoU TPOcwWTWV

KOMNHNOZ 1 OEOAQPOX

Méaw:

A

1 3 ‘ 2 .
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[MAnpodopleC EVTOTILOHMOU UTTOAOYLOTLKWV
OUCTNMATWY Kot SIKTUWV

&« C | B htips;//duckduckgo.com;

1105 appsdownload () Crypto Products [#] & IPA-Planet- The Me.. ™ apptrackrs home (@ SpasTo.Met-Tams.. @ RIE.-IlookAtSes.. | Interactive Map Fore.. @} Artincigr- Eerdor. @) B Aeyecove ..

ip:150.140.1.25

Ip 140
Find Ip 140. Shop at Target Online or In-Store.
target.com > Sponsored link

35 Greece: Internet sites

a. List of officially registered Second Level domains under gr. [ Use your nameservers
to find actual IP numbers! They change often. The list below is dated May 9, 1994.
Computer Technology Institute (Patras) cti.gr krones.cti.gr (150.140.1.25).
stason.org/TULARC/travel/greece/35-Greece-Internet... * More results

cti.gr

150.140.1.25. Cti.gr is a domain controlled by four domain name servers at grnet.gr
and cti.gr having a total of six IP numbers. Some of them are on the same IP network.
dnstree.com/gr/cti/

www3.surrey.ac.uk/Publics_Stats/musage/A1998-12.TXT

1 /MME/scripts/IPadmin.perl?
ADD_OWNER=Dr+D+Ewins8IP_SUBNET=182&ADD_IP=151&PLATFORM=pc&GROU
P 1 /MME/scripts/IPadmin.perl?
ADD_OWNER=Dr+D+Ewins&IP_SUBNET=1828ADD_IP=151&PLATFORM=pc 7
150.140.1.25 kronos.cti.gr. 14 212.205.3.10 cybemet.cy-net.gr.
surrey.ac.uk/Publics_Stats/musage/A1998-12.TXT

chaz6.com/files/resolv.conf

Comcast - filtered ; http://dns.comcast.net/dns-ip-addresses3.php ; ; Comcast IPv6
Servers (no support for Comcast Domain Helper) nameserver 2001:558:1000:F
dns2.uji.es. nameserver 150.128.98.10 ; marti.uji.es. nameserver 150.140.1.25 ;
kronos.cti.gr. nameserver 150.140.1.4 ; rea.cti.gr. nameserver...
chaz6.com/files/resolv.conf

B4 Ripve ML B dns#E T FR S8 12 - IR S22 vpsii s

;; Comcast - filtered ; http://dns.comcast.net/dns-ip-addresses3.php ; ; Comcast [Pv6
Servers (no support for Comcast Domain Helper) nameserver 2001 nameserver
150.140.192.4 ; noc.isi.gr. nameserver 150.145.0.2 ; nameserver.ge.cnr.it. nameserver
150.145.0.2 ; nameserver.ge.cnr.it. nameserver...

xxorg.com/archives/469




[MAnpodoplec yUpw aro onolodNmote
POoWTO!

pipl

The most comprehensive people search on the web

We dive into the deep web to bring you results you won't find in any other search engine then we use a powerful
identity resolution engine to link those seemingly disparate results into a set of meaningful profiles so you can
easily find the person you are looking for

Terms | Privacy | Directory | Developers | Help | Contact | & 2006-2012 pipl




OMWC ... TTOLOC UTTOPEL VO AVOAUCEL KOl
va cUVOUOOEL TOOEC TTOAAEC TINYEC
ANpodopLWV;

= Karmnolog Oa okedtel OTL elvall TOo0 TMOAAEC oL TTANpodopiec oTO
AtadikTuo, KoL To LOLo To ALaOLKTUO TOOO AXAVEC, TTOU ELvVOLL
adUVOTOV KATIOLOC VL TLC aVAAUCEL Kol va €€AyEL
CUUTTEPACHOTA YL EMAC KoL TN SLASLKTU KN N KOWWVLKNG KOG
ocuuneplpopa.

= MaAAlov, Ba okedtel kavelg, OTL N e€aywyn omolacdNTOoTE
nAnpodgoploc yla epac potalel e evpeon PeAovac ota axvpal

= MaAwota, ol mMAnpodopiec yUpw amo UAc pLotdlouvv TOCO
£TEPOYEVELC KOl HLOOKOPTILOUEVEC TTOU Kavelc v Ba pmopeoel
TTOTE VA TLC EVIOTILOEL, VAL TLC AVOAUOEL Kol val ByaAeL
CUUTTEPACHOTA YLa EMAC.



Elval, Opwc, £ToL;
AC TIOLE LEPLKOUC QLWVEC Tilow: MaBnpuatiki Aoywkn !

= AoYyLKN
AplotoTteAnG: Natépag tng AOYLKAC
2TOXOC NTAV N TIPOCOMOLWON TS avOPWTILVNG LKAVOTNTAC EE0YWYNAC
OUUTIEPAOUATWY aTtO SOOUEVEC AN OEeLEC

= [apadelypa cuAAoyLlopHOU:

= H uadnuotikn Aoylkn €XEL WS OTOXO TN ouuBo)\LKn avanapaotaon
a)\r]Gewov Kol LEOOOWV Eﬁaywvr]q MEPOLTEPW AANOELWV HE TUTILKOUG
KOVOVEG £€QYWYNG CUUTTEPACUATWY

= AAyeBpa Boole, atiwpatiki peBodoc tou EukAeidn, Principia
Mathematica (Alfred North Whitehead kat Bertrand Russell) ...



Nopadetyua cuAoylopoU e modus ponens

" Eqv onuepa cival Tpltn, tote Ba mdw
oTn OOUAE L&

YAuepa Eival Tol T

NUVENINC, 0o méw oTn OOUAEs L&

= T'evikd, e&voalnbevettop koL, ecmiong,
aAnBeveL To p = g, TOTE AANBEVEL KL TO g

V X (man (X) = mortal (X))
man (socrates)

man (socrates) = mortal (socrates))



To peMov: Semantic Web
(ZnpootoAoykoc lotoc) N
TO € LUOAO TOoU OgoU» KaTtAAANAa SOUNUEVO YL
enetepyaoia armo T (dLec Tic unyavec!

{P(e) A O Vz[p(z) — ¢ {2)]} — P(¢)
P(p) & —P(g)
P(ig) — ¢ 3zle(z)]

Glz) <= Vo[P(p) — ¢lz)]

P(@)

¢ 3z G(z)

pessz < p(z) AV {¢(z) — OVzfp(
Ple) — O P(e)

Gl{z) > Gese z

E(z) <= Vy[p ess £ — [ 3z p(z)]
PLR)

U 3z G{z)

SERSERFTRERE
R S



Ac okedToUE AlyO: N TAWTOTNTA HOC ELVOL oavV Eval
1o\, KOLULATLOL TOU OTTOLOU OTTOKOAUTTTOULE
kalOnpepwva ot AANAETILOPACELC aG HE TO (TTAEoV) loT
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Opwc! Ta koppatia auta ta eneepyaletal
0 TILO SUVATOC UTTOAOYLOTNC ETTL YNC:
Semantic Internet of Things!




Mo 6gv UTTOPXEL EVA TEAELO
TIPOYPOLLLLAL YLOL TNV TIPOOTAOLOL LOLC;

Elval aduvatov (mpoooyxn,




H yndrakn rtayida:
0 avOPwWTOG OECILOG TWV SLOOKOPTILOUEVWV
PndLakwyv Tou amoTUNTWUATWY
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H apvve pog amEvavTi 0TOVG KIvOUVOUG THG VENG XVTHG WYHPIXKNS Kotvawving O spémer vor
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