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H gvvola tn¢ Ynelakng moAtrteiotntoc (CoE)

Digital citizenship is the capacity to participate actively, continuously and responsibly in
communities online and offline, through competent and positive engagement with digital
technologies (by creating, working, sharing, socialising, investigating, playing, communicating
and learning) (CokE).

Wneplakn moAtiedtnta - éva miaioclo avadopdg to omnoio kaBodnyel tov TPOMO UE TOV OMoio
XPNOLHOTIoloUUE TNV Yn@lakn texvoAoyia Kol ouuneplpepopaote oto Stadiktuo.

Qc Yneakn texvoAoyia evwooULE TNV TEXVOAOYLA TTOU XPNOLLLOTIOLE(TOL OE OUYXPOVEC CUOKEUEG YL
avapetadoon kamowwv O&ebopévwyv pe WBlaltepo tpomo —> totooelAibec, smartphones, video
streaming (rty skype, messenger, ktA), ebooks, KTA.

H yndlakn moAtelotnta i. opilel Tov TpOmo UE ToV ortoio EYoulEs mMPOoBaon Kal XPnoLUOTTOLOUUE
TIC Ynplakéc texvodoyiec kot taa dedouéva, ii. poac Bonddael vo AMOKTACOUUE TIG YVWOELS TTOU
XPELA{OUNOTE Yl VA CUUUETEXOUUE O OLAPOPEC KOWOTNTEC (Omw¢ Kowwvika Oiktua N
SLAOIKTUKEG OUOOEC OUVOULALOC) KOl TNV KPLTIKA KATOVONOon va omo@aciocouue o€ molec F€Aouvue
VQ CUUUETEXOULIE.
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CoE (2019). Digital citizenship... and your child - What every parent needs to know and do



Wnpakoc¢ noAitnc & Exknaibevon (CoE) (1/2)

(o/n) YneLakog moAitng = xpnoLUOTIOLEL TNV TEXVOAOYLO UE aopdAsia, nYo¢ kol untevduvotnta,
TPOOTATEVOVTIOG TA SIKaIWUATY Kol TIC MANPO@opiec tou, KABWC Kal ta SLKOLWUOTA KoL TLC
nAnpodopiec OAwv 6col/eC CUUUETEXOUV 0ToV PNdLOKO KOGHO.

Exnaidevon ooov aopa tnv Ynelakn noAtteidotnta (education for digital citizenship) sivouw n
evéuvauwon twv eKMALOEVOUEVWV OAWV TWV NALKIWV PECW TNG EKTTALOEUONG N TNG ATOKTNONG
LKAVOTNTWV YLO. Hadnon Kot EVEPYO CUUMETOXN O Lo Yn@Lakn Kolvwvia, woTe VoL ALOKOUV KOl Vol
uTtepaoTiiovtal To SNUOKPATIKA TOUG SILKOLWUATH KOl TIC UMOXPEWOELC oTto SLadiktuo Kol va
TIPOAYOUV KOl VO TIPOOTATEVOUV TIC afleC TwV avipwmrivwy SikalwudTtwy, TG SNUOKPATIOG Kat
TOU Kpatou¢ Sikaiou otov KUPBEpvoXwPO.



Wnpakoc¢ roAitne & Eknaibéevon (CoE) (2/2)

Ytoxoc¢ tng Exkmaidevonc (Digital Citizenship Education) amoteAel n mapoxn otoug/lc vEouc/eg
TIOALTEC KALVOTOM WY EUKALPLWV YLOL TNV aVATTTUEN TwV aélwv, oTAoswV, SeEOTATWVY KAl YVWOEWV
TIou €ival amopailtnteg yia KABe TOAITN WOTE VO CUUMETEXEL TIANPWCE Kal va avoAapuBavel Tig
guBUVeC TOU OTNV Kovwvia.

O Ynepiakoc ypauuatiouos (digital literacy) eivalr n kavotnta mpocBaong, OSloxeiptonc,
KaTOVoNnonG, EVOwUATwWOoNG, emtkowvwviag, aéloAoynonc kot Onuioupyiac mnAnpo@oplwv e
aoPpalela Kol KATAAANAOTNTA HECW TWV YNQLAKWY TEXVOAOYLWV yla anacxoAnon, aélompemneic
Uéoelc epyaciac kat enxeipnuatikotnta.  MeplhapBavel  kavotnte¢ Tmou  avadEpovtal
TIOLKIAOTPOTIWCE WG NAEKTPOVIKOG ypauuatiouog (computer literacy), ypauuatiouog otic TrE (ICT
literacy), mAnpopopiako¢ ypauuatiouo¢ (information literacy) kot ypauuatiopuos orta UEoa
evnuépwonc (media literacy) (UNESCO).



Exntaibevon otnv eroxn tn¢ TN (1/2)

To 2019, n Emtpony Ymoupywv tou ZupPBouldiov tng Eupwnng e€€6woe oloTaon OXETLKA LE TNV
eknaibevon otnv Pndlakn 1BayEvela, otnv omoia Baolkn eotiacn ATav n epapuoyn Tng TEXVNTAC
vonuoouvng (Al) oe ekmatdeutikd mAaiola:

Al offers many opportunities but also carries with it many threats, which make it necessary to take
human rights principles into account in the early design of its application. Educators must be aware of the
strengths and weaknesses of Al in learning, so as to be empowered — not overpowered — by technology in
their digital citizenship education practices. Al, via machine learning and deep learning, can enrich
education ... By the same token, developments in the Al field can deeply impact interactions between
educators and learners and among citizens at large, which may undermine the very core of education,
that is, the fostering of free will and independent and critical thinking via learning opportunities ...
Although it seems premature to make wider use of Al in learning environments, professionals in education
and school staff should be made aware of Al and the ethical challenges it poses in the context of schools.
(Council of Europe 2019)



Exntaibevon otnv eroxn tng TN (2/2)

H exnaidsvon npénel va eival tpooBaoiun, xwpic arokAeiououc ko dikain yLo. OAOUC/eC
(ZupBouALlo tng Evpwrnng).

Ta ouoTApATa TEXVNTNC VonUoouvng £€xouv tn duvatotnta vo SLadpapaticouvV HETOOXNUATLOTIKO
pOAo otnv emitevén aUTWV TwWV OTOXWV. Méow earoutkevuévwy padnoiakwv tadpouwv
(personalized learning pathways), unxavicuwv avatpo@obdotnong o npayuatiko xpovo (real-
time feedback mechanisms) kat kawvortouwv didbaktikwv pedodoAoyiwwv (innovative teaching
methodologies), n TN umopel va avtamokplOsi ot SLadOoPETIKEC HABNOLAKEC AVAYKEC Kol va
Staodalioel otL kaveic Sev Ba peivel miow.

Tavtoxpova, to JUMBOUALO tng Eupwmng avayvwpilel tn onupooia NG QVTLLETWILONG TWV
{NTNUATWV TIou oXeTilovTal HE TNV OIWTIKOTNT TwV SeSOUEVWY, TNV aAdyoplBulkn dtapavela kKol
TOV UETPLOOUO TWV TTPOKATAANWEWY 0TO TMAALOLO TNG TEXVNTAC Vonuoouvng otnv ekmaidevon Kat
otoxeVeL va Sltaodaliosl OTL N ULOBETNON CUCTNUATWY TEXVNTNAC vonpuoouvng euBuypappiletal pe
TS aflec Twv avipwrtivwy Sikauwudtwv Kot o€Betat tnv alonpéncia kade padntn/pLog.



TN & Eknaidevon

élbaokalia kat uadnon ue TN (..with Al)

* Aetoupyisg/ovotnuata:

i. ekmatdevtika mayvidla, ii. TAATQPOPUEC MPOoAPUOOTIKNG uadnaon¢ (adaptive learning platforms),
iii. chatbots, iv. evpun cuotnuata dtbaockaliac (intelligent tutoring systems)

dibaokalia kot puadnon avapopika ue tnv TN (..about Al)
*  ypauuatiouog tne TN (Al Literacy) (dtemiotnuovikn mpoogyyLon)

O ypauuatiouoc tne TN neptAauBavel Ti¢ yvwoeL§ Kat Ti¢ Se€LOTNTES ITOU amaLTouvVTAaL YLo TV

anmoteAeouatikn xpRon, a§loAoynon Kat katavonon twv texvoAoylwv tn¢ TN
The Rule of Law




Tt eivatn TN;

Al refers to machine-based systems that can, given a set of human-defined objectives, make
predictions, recommendations, or decisions that influence real or virtual environments. Al systems
interact with us and act on our environment, either directly or indirectly. Often, they appear to

operate autonomously, and can adapt their behavior by learning about the context. (UNICEF 2021:
16)

Artificial intelligence (Al) is a simulation of human intelligence demonstrated by machines.

Machines that can think & act rationally, like humans.

artificial
éedopéva | — intelligence

algorithms

— - { anoPpAoeLg }




Mwc¢ puotalet n TN;



Mwc¢ puotalet n TN;




Mwc potaletn TN;

= @ Youlube E AvaZrnon C

I am Al
Composed by AIVA for NVIDIA
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I am Al - Al Composed Music by AIVA
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Source: https://www.youtube.com/watch?v=Emidxpkyk6o



https://www.youtube.com/watch?v=Emidxpkyk6o

Mwc¢ puotalet n TN;

How will Princess Charlotte look like in some years?
Source: https://www.hello.gr/image/s980x/webp/file/wp-
content/uploads/2023/08/%CE%A3%CF%84%CE%B9%CE%B3%CE%BC%CE%B9%CF%8C%CF%84%CF%85%CF%80%CE
%BF-2023-08-13-10.41.32-%CF%80%CE%BC.png



H TN eivat éva diemtiotnuoviko riedio peA€tne & dewpeitat KAadocg tn¢
TANPOWOPLKAS

Artificial Intelligence

Machine Learning

Machine Learning is a field of Al which based on an understanding of data science and statistics.

Deep learning is a type of machine learning that uses artificial neural networks, structures that
resemble neurons in the brain. So, Al mimics human intelligence.



Al Glossary (CoE)

Artificial Intelligence (Al): A set of sciences, theories and techniques whose purpose is to reproduce by a machine
the cognitive abilities of a human being. Current developments aim to be able to entrust a machine with complex
tasks previously delegated to a human. However, the term artificial intelligence is criticized by experts who
distinguish between "strong" Al (who are able to contextualize very different specialized problems completely
independently) and "weak" or "moderate" Al (who perform extremely well in their field of training). According to
some experts, "strong" Al would require advances in basic research to be able to model the world as a whole and
not just improvements in the performance of existing systems.

Big Data: The term "big data" refers to a large heterogeneous data set (open data, proprietary data, commercially
purchased data).

Chatbot (conversational agent): Conversational agent that dialogues with its user (for example: empathic robots
available to patients, or automated conversation services in customer relations).



Al Glossary (CoE)

Machine Learning: Machine learning makes it possible to construct a mathematical model from data, including a large
number of variables that are not known in advance. The parameters are configured as you go through a learning phase,
which uses training data sets to find links and classifies them. The different machine learning methods are chosen by the
designers according to the nature of the tasks to be performed (grouping, decision tree). These methods are usually
classified into 3 categories: human-supervised learning, unsupervised learning, and unsupervised learning by
reinforcement. These 3 categories group together different methods including neural networks, deep learning etc.

Metadata: Data used to define, contextualize or characterize other data.

Neural Network (artificial)/Formal Neuron: Algorithmic system, whose design was originally schematically inspired by the
functioning of biological neurons and which, subsequently, came close to statistical methods. The so-called formal neuron
is designed as an automaton with a transfer function that transforms its inputs into outputs according to precise logical,
arithmetic and symbolic rules. Assembled in a network, these formal neurons are able to quickly operate classifications and
gradually learn to improve them. This type of learning has been tested by tests on games (Go, video games). It is used for
robotics, automated translation, etc.

Natural Language Processing (NLP): NLP is a branch of computer science - specifically artificial intelligence - and refers to
the way machines perceive and understand human  words, just like humans themselves.
(https://bigblue.academy/en/what-is-NLP-and-how-it-works)



Generative Al

What is generative Al? How does it work?
Generative Al refers to the use of Al to Generative Al models are trained on very large
create new content, like text, images, datasets from which they learn the patterns and
music, audio, and videos structure and then generate new synthetic
l content that has similar characteristics

Examples

*  QOpen Al‘s GPT- 4 — ChatGPT consumer |
interface

* Open Al's — DALL-E image generator

* META's Llama

*  Google's PALM-E 2 - Bard chatbot

* DeepMind's Chinchilla

+  Anthropic’s Claude -2

* Microsoft’s Copilot

* Stability Al — Stable Diffusion-2 image generator

Source: Yordanka Ivanova (EC), Generative Al and the Al Act




EU Al Act
(first Regulation on Al)
(1/8/2024 enters into force)
2toxol:
* HOVTEAQ TEXVNTAC vonpooUvNG YEVLKOU oKoTmou
e ¢€peuva & kawvotopia otnv aétomtotn TN

* n EE wg nyétng otic SteBveic culntnoslc avadopikd pe tnv cuvelopopd tng TN yla KaAd okomo
‘ Al with unacceptable risk is prohibited
e.g. social scoring, biometrics, emotion recognition

Requirements for high-risk Al
e.g. Al in employment, medical devices T TN; r:u:am ]
A= 1

exclusive

Disclosure for Al with transparency risks
e.g. chatbots who impersonate humans

No rules for Al with minimal risk
e.g. Al enabled videogames, spam filters
+I Transparency and risk management for powerful \‘{%é
| Al models that can be components of Al systemsam\
*

* X A
: ’; EUROPEAN ARTIFICIAL
o & INTELLIGENCE OFFICE

* g Kk




EU Al Act

2710 ApUpo 5 avapEpovTal MPAKTLKEG TTOU EIVAL ATTOLYOPEUUEVEG:

» Subliminal, manipulative techniques/exploitation of vulnerabilities > people’s manipulation

e Social scoring - leading to unfavorable treatment

* Biometric categorization - in order to draw conclusions that can categorize people

* Real-time remote biometric identification - in publicly accessible spaces for the purposes of
law enforcement, unless and in so far as such use is strictly necessary for specific objectives

* Individual predicting policing = predicting the risks of a person to criminal offence without
objective facts

*  Emotion recognition = in the workplace and educational institutions

* Untargeted scraping of the internet



Al Systems in Education (1/2)

Eva  olotnua  TEXVNTAGC vonuoouvne eivat  oxedblaopévo va  evepyel  opBoloyika,
oupmneplAapPavopuévou evoc euduolC TPAKTOPA AOYLOUIKOU N EVOWUOTWHUEVOU POUTOT TIOU
ETILTUYXAVEL OTOXOUG XPNOLUOTIOLWVTAC TNV avtiAnyn, Tov oxedtaouo, Tov cUAAoyLoUO, ThV uadnon,
TNV emkovwvia, Tnv AnYn aropacswv kat tnv dpaon.

Ta olyxpova ouOTAMATO TEXVNTNC vonuoouvne PBaocilovtal Kuplwg otn povieAomoilnon Tng
avtiAnPng KatL tng yvwong HE oTtoXo TNV mopoxn €EATopLlKEUUEVNG SLdaoKaALlOC KoL TIEPLEXOUEVOU,
EVW N EVIOXUMEVN HE TEXVNTHA VONUOOUVN HAOnon otoXeUEL O PHEPOVWUEVOUG/eC HaBnteg/pleg Kal
oxL oe opadec pabntwv/pwwv. (Holmes et al. 2021; Leaton Gray and Kucirkova 2018) (CoE, 2022
Report)



Al Systems in Education (2/2)

The EU's Artificial Intelligence Act (Al Act) opilel t€ooepa emimeda KivdUvVou yla T CUCTHHOTA
TEXVNTNC vonuoouvng: un anodektoc (unacceptable), vhnAoc (high), meploplopevoc (limited) ko
g\ayxlotoc (i kaBoAou) kivéuvog (minimal (or no) risk). Mo kAdBe katnyopia umapyxouv dtadopetikol
KOVOVLOUOL KOl QITalLTAOELG.

Jopdpwva pe to mapaptnua lll, tpocOetol Topels, oupmep\apBavopevnc TnNC ekmaidevons Kat tng
enayyeAuatikne karaptiong (omwc¢ n afloAoynon omouvdaotwv ot ekmoaldevtika dpvpata), Oa
xapaktrptlav ta avtovopa cuotripota TN wg udnAou kwvduvou (high-risk).



2X£610 Apaonc yia tnv Wndrakn Eknaidsvon (1/2)
(Digital Education Action Plan)

To ox€dlo dpaong yia tnv Pndlakn sknaidbevon (2021-2027) eival pa mpwtoPfouAia tng EE
oto TAaiolo xapaéng MoALTIKNC Tou Kabopilel €va Koo opapa yla pla UPnARg moLotntog,
OUUTEPLANTITIKN Kol TtpooBaciun Ynelakn eknaidevon, n onolo anooKomnel otnv otnpLén g
TIPOCAPUOYNC TWV OCUCTNUATWY €eKMAlOEUONC KOl KOTAPTIONG TWV KPATWV HEAWV OTNV
PndLakn emnoxn.

1" npotepaiotnta: lMpowdnon t™¢ avantuéne &evog YnelLakou EKNALOEUTIKOU

olkoouoTAUATOC UYnAwv entdéocewv

o Yndlakn ekmaldevon KoL KATApTLon

e oloTtaon OXETIKA HE TPOOoeEyyiloel UIKTAC pnadnong (blended learning) yia tnv mapoxn
vPnAng molotnTac Kol Xwpic amokAElopolC mpwtofaduiag kat SsutepoBadpiag
ekmaibevong

e mAaiolo meplexopEvou PndLakng ekmaidevong

e ouvdeopotnta Kat PndLakoc e€OMALOUOC yLa TNV eknaldguon Kal TNV KOTapTLon

*  nBOKEC KATEVOULVTNPLEC YPOUUEC Yo TNV Xprion tTNS TN kot Twv dedopévwy otn SidaokaAia
KOl TNV Habnon yla Toug EKMOLSEUTIKOUG



2xE6L0 Apaonc yia tnv Wndlakn Ekmaidevon (2/2)
(Digital Education Action Plan)

2" npotepatotnta: Evioxyuon twv Ynelakwv Sdeéiotntwv kat ikavotitwy yla tov YneLaxko

UETAOXNUATIOUO

* KOLVEC KOTEUOUVTAPLEC YPAUMEC YLO TOUG eKTTALOEUTLKOUC yLa TNV mpowBnon tou Yndlakou
VPOUUOTIOMOU KOl TNV QVTILETWTILON TNE MapanAnpo@opnons LEow tng ekmaideuong Kot
NG KOTAPTLONG

* gmnkaLpomoinon tou Evpwnaikov MAalciov Wndlakwyv IKavoTNTwyV woTe va cupmepAdBel
de€Lotntec mou oxetidovral pe tnv TN kot ta bedopéva

*  gUPWMAIKO TtLotomolnNTiko Yndrakwv detlotntwyv (EDSC)

* OUOTAOELC YL TN BeAtiwon tng mapoxne Pndlakwv de€lotitwy otnv ekmaidevon Kot TNV
KOTAPTLON

* TpaKTLkA aoknon Pndlakwv evkatplwyv (Digital Opportunity Traineeships



Digital citizenship competences comprise 10 different domains of activity under three umbrellas: Being online, Well-

being online and Rights online.

BEING ONLINE WELL-BEING ONLINE
» Access and Inclusion » Ethics and Empathy
» Learning and Creativity » Health and Well-being

» Media and Infermation » ePresence and
Literacy Communications

RIGHTS ONLINE

» Active Participation

» Rights and Responsibilities
» Privacy and Security

» Consumer Awareness

The first group, Being Online,
includes domains that relate to
competences needed in order to
access the digital society, freely
express oneself, and use digital
tools creatively and with a critical
mind.

The second group, Well-being
Online, includes domains that
relate to competences needed to
engage positively in the digital
society, and develop a healthy
relationship with technology.

The third group, Rights

Online, includes domains that
relate to competences related to
the rights and responsibilities of
citizens in complex, diverse
societies in a digital context, where
privacy is protected and active
participation is empowered.

Source : https://www.coe.int/en/web/education/dce-concept



MpokAnoeig (1/2)

2 SL0DOPETLKEC MIPOOEYYLOELG:

TEXVOAOYIKEG - OUVOEDN LLE TIG TEXVLKEC TTUXEC TwV cuoTtnpatwy TN (rmowotnta dedopévwy Kat
nepoAnyia ota dedopéva, avnouxieg yia tnv mpootacia tng LOlwtikng {wng, Stadavela Kot
EMEENYNUATLKOTNTA K.ATT.)

UN TEXVOAOYIKES - CUVOEOVTOL UE TIG KOLVWVIKO-TEXVIKEC TTTUXEC TwV ouotnuatwv TN (ndikol
npoBAnuartiouol, avtiktumog oTiC KOWVWVIKEG aélec, kolvwVvikn Katl teptBaAdovtikn eunuepia

K.At.)




MpokAnoeig (2/2)

enaveéETaon Twv HEBOSwvY dLdaokaAiag -va yivel n padnotakn dtadikacia o EAkuoTikig
KOTATOAEUNON KAOE EL60VC OTEPEOTUTIKWVY TEMOLINOEWV

evéuvauwaon kat evidappuvon OAwv Twv ratdlwy vo evolapEPoVTL YLa TIC VEECS
TEXVOAOYIEC

gevBappuvon va BEATLWOOUV Kot Vo KOAALEPYNOOUV TLC Yn@lakég toug Se€lotnteg
EVNUEPWON VLA TLC TIOALTLKEC KoL TLC TtPWTOPOUALEC yUpw armo tnv TN




AVTLLETWTILON TTPOKANCEWV

SnULoupyia UG CUMIEPLANTITLKAG KoL SNHOKPATLKNAG KOWWVIaG

npowBnon/evioxuon tnNg KALVOTOULOG & TNG MOPAYWYLKOTNTOG

napoxn lowv eukalpLwv

EUMAOKN OAWV TwV TOALTWV otV Stadikacio ANYPn¢ anopdoswv — dtadikacia

StaBoulevoswv

npowbnon ‘lcwv’ poAwv otnV Kowvwvia

EKONUOKPATIOMOG TNG TEXVOAOYiag (Al)

. OAol/e¢ oL eumAekouevol otnv ekmoldeuTikn Stadikaoia (ekmaldevouevol,
EKTTALOEUTIKOI, EKTTAULOEUTIKOL CUVTOVIOTEC, YOVE(G, KATT.) TPEMEL VA KATAVONOOUV TIC
duvatotnteg tou avoiyel n Texvntn Nonuoouvn, kadwc Kat TIC TPOKANTELG TTOU
napouaotalel
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