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Abstract

In the big data era, understanding and influencing consumer behavior in digital marketing
increasingly relies on large-scale data and Al-driven analytics. This narrative, concept-
driven review examines how big data technologies and machine learning reshape consumer
behavior analysis across key decision-making areas. After outlining the theoretical foun-
dations of consumer behavior in digital settings and the main data and Al capabilities
available to marketers, this paper discusses five application domains: personalized mar-
keting and recommender systems, dynamic pricing, customer relationship management,
data-driven product development and fraud detection. For each domain, it highlights
how algorithmic models affect targeting, prediction, consumer experience and perceived
fairness. This review then turns to synthetic data as a privacy-oriented way to support
model development, experimentation and scenario analysis, and to dark data as a largely
underused source of behavioral insight in the form of logs, service interactions and other
unstructured records. A discussion section integrates these strands, outlines implications
for digital marketing practice and identifies research needs related to validation, gover-
nance and consumer trust. Finally, this paper sketches future directions, including deeper
integration of Al in real-time decision systems, increased use of edge computing, stronger
consumer participation in data use, clearer ethical frameworks and exploratory work on
quantum methods.

Keywords: consumer insights; behavioral analytics; machine learning; personalized
advertising; recommender systems; real-time decision-making; customer journey; customer
relationship management (CRM); data governance

1. Introduction

Digital technology has spread at high speed, which has allowed businesses to monitor
consumer activities through traceable data that can also be manipulated. The combina-
tion of online platforms with mobile channels, loyalty programs and connected devices
produces endless streams of behavioral information, which includes search data and click
patterns, application logs and user locations, transaction history and service usage records.
The available data enable marketing decision-makers to better understand user preferences,
and offer immediate signal response and synchronized channel operations [1-3]. Research
studies show that big data analytics enables digital marketing to achieve better targeting
results, improved campaign performance and enhanced customer interactions [4—6]. How-
ever, the implementation of algorithm-based marketing systems brings forth new privacy
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concerns for consumers alongside issues of fair treatment, deceptive practices and trust
problems because these systems control what products appear, at what prices and when
messages are delivered [7,8].

Artificial intelligence and machine learning sit at the center of this transformation. In
many organizations, they already underpin recommendation engines, dynamic pricing
policies, churn and response models, fraud detection systems and A /B testing platforms [9].
These tools do more than forecast outcomes. They structure the decision environment by
selecting which options are visible, how information is ordered and which transactions
are blocked or challenged. As a result, they reshape not only what firms can observe and
predict about consumers, but also how consumers themselves search, decide, form habits
and evaluate fairness. Research on Al in marketing and consumer psychology has grown
rapidly in recent years, but it often treats data availability as given, focusing on specific
applications or technologies rather than on the evolving data landscape that supports
them [10].

Two developments illustrate this gap. First, synthetic data techniques are moving
from technical niches into mainstream marketing and market research practice. Brands and
research providers now use synthetic panels, “digital twins” and other artificial datasets to
train and test models, explore scenarios and accelerate insight generation under tightening
privacy and access constraints [11,12]. Second, the notion of dark data has gained traction
in analytics and consulting circles: organizations sit on large volumes of unexploited
information in the form of free-text complaints, call-center recordings, technical logs, sensor
streams and legacy CRM files that are rarely analyzed, even though they contain rich
behavioral signals [13]. Both synthetic data and dark data are starting to influence how
firms study and model consumer behavior, yet their implications for marketing decisions
and consumer experience remain under-explored in the academic literature.

The present paper employs a concept-based narrative review to analyze how big data
and Al enable digital marketers to understand consumer behavior patterns. It has three
main aims. The first objective involves explaining how big data and Al methods operate
in fundamental decision-making processes, including personalization and recommender
systems, dynamic pricing, customer relationship management, product and service de-
velopment, and fraud detection (Section 4). The second is to examine how synthetic data
practices are beginning to reshape model development, experimentation and scenario
analysis in consumer analytics (Section 5). The third objective involves studying dark data
as an underutilized resource which could deliver important consumer journey understand-
ing, pain point identification and risk detection (Section 6) while examining its impact on
privacy, transparency and governance requirements.

This article is positioned as a narrative review rather than a systematic review or
meta-analysis. Section 2 outlines the theoretical foundations, drawing on established work
in consumer behavior, digital marketing and technology acceptance to frame how data-
driven interventions affect decision processes, perceived intrusiveness and trust. Section 3
briefly describes the methodological approach and scope of the literature considered.
Sections 4-6 present the core of this review, moving from operational applications of big
data and Al to the emerging roles of synthetic and dark data. Section 7 discusses the main
insights, implications for digital marketing practice, research directions and limitations,
and sketches several future trajectories for consumer behavior analytics, including deeper
integration of Al into real-time decision systems, the growth of edge computing and
new forms of consumer participation in data use. Section 8 concludes by reflecting on
the opportunities and risks of an environment where consumer behavior is increasingly
inferred and acted upon through continuous digital traces, synthetic records and previously
unused data sources.
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Unique Contribution of This Review

Prior reviews in digital marketing analytics typically treat personalization, pricing,
CRM, product innovation, and security as separate application silos, or discuss algo-
rithms without tracing how they reshape consumer decision environments. This review
contributes a unified consumer-behavior lens: it treats Al-enabled marketing systems as
intervention mechanisms that modify option visibility, choice architecture, and perceived
risk in real time, and it links these mechanisms to constructs such as perceived autonomy,
fairness, trust, cognitive load, and behavioral adaptation over time.

A second contribution is the joint treatment of (i) Al applications, (ii) synthetic data,
and (iii) dark data. Considering these streams together makes visible a recurring tension
that is easy to miss when they are reviewed separately: firms increasingly act on consumers
via automated decisions built from behavioral traces that may be incomplete (dark data),
partially simulated (synthetic data), or inferred beyond what consumers expect. This
review therefore enables a research agenda that connects marketing performance questions
(conversion, retention, CLV) with legitimacy questions (transparency, proportionality,
privacy expectations) in the same analytical frame.

2. Theoretical Foundations
2.1. Consumer Behavior in Digital Marketing

Consumer behavior in digital environments is shaped by a sequence of micro-decisions
that occur along the customer journey: problem recognition, information search, evalu-
ation of alternatives, choice, post-purchase evaluation and, in recurring contexts, habit
formation [14]. Digital channels change both the amount and the structure of information
available at each stage, and this has direct consequences for how people search, compare
and decide. Recent work on online shopping shows that information overload and inter-
face complexity increase stress, perceived risk and frustration, and can ultimately reduce
purchase likelihood when consumers feel unable to process available options [15,16].

Several behavioral frameworks are particularly relevant for Al-driven digital market-
ing. Stimulus-Organism-Response (SOR) models are often used to explain how platform
features (e.g., personalization, interface design, recommendation cues) act as stimuli that
influence internal states such as perceived relevance, trust or privacy concern, which then
drive responses such as click-through, purchase and word-of-mouth [17]. Technology
Acceptance Model (TAM) constructs—perceived usefulness and perceived ease of use—
remain central for understanding adoption of Al-enabled services, including personalized
recommenders and conversational agents [18]. Consumers tend to accept these technolo-
gies when they see a clear reduction in effort and a meaningful improvement in decision
quality, provided that the interface remains understandable and controllable [19].

In the domain of personalization, recent empirical studies highlight a tension between
perceived relevance and perceived intrusiveness. Al-driven recommendations and targeted
ads can increase purchase intentions when users experience them as accurate and helpful,
but the same mechanisms can harm trust when consumers feel over-tracked, manipulated
or profiled in opaque ways [20]. Privacy calculus theory and related work on self-disclosure
help explain this trade-off: individuals weigh expected benefits (better offers, less search
effort, more appropriate content) against perceived costs (loss of control, data misuse,
profiling). When the calculus shifts (because of a data breach, perceived unfairness in
pricing, or exposure to “dark patterns” that exploit cognitive biases) consumers may reduce
information sharing, adopt ad-blocking tools, or switch providers [21,22].

Trust plays a structuring role across these mechanisms. In digital markets, consumers
must often judge the trustworthiness of algorithms and platforms rather than individual
salespeople. Trust is influenced by transparency of data practices, consistency of prior
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experiences, perceived competence of the provider and the extent to which Al systems
are seen as aligned with users’ interests [23]. Recent research shows that Al-personalized
recommendations increase online purchase intentions mainly when they enhance perceived
relevance and do not undermine trust [24,25]. This perspective is important for the rest of
this paper: applications in Sections 4.1-4.5 (personalization, pricing, CRM, product innova-
tion and fraud detection) do not only change prediction accuracy, they also reconfigure the
psychological environment in which consumers make decisions.

2.2. Big Data and Al Capabilities in Marketing

Big data in marketing typically refers to large, fast and heterogeneous data sources
that describe consumers, interactions and contexts. These include transactional records,
clickstream and app events, search queries, social media activity, text reviews, location
traces, sensor data from connected devices and, increasingly, log-level advertising data [3].
The value of this data for marketing lies in their ability to represent behavior at high
granularity over time, across channels and at the level of individual devices or accounts.
Recent reviews underline that the combination of such data with machine learning tech-
niques has shifted marketing analytics from periodic reporting to continuous, event-driven
decision-making [6].

Al and machine learning methods provide the tools to extract patterns and predictions
from these data streams. Supervised learning models support tasks such as response
prediction, churn scoring, fraud detection and demand forecasting [26,27]. Unsupervised
methods are used for behavioral segmentation, anomaly detection and journey cluster-
ing [28]. Recommender systems combine collaborative and content-based techniques to
personalize product and content rankings. Sequence models, such as recurrent networks or
attention-based architectures, capture dynamics in click paths, content consumption and
payment histories [29]. These capabilities underpin the operational applications explored in
Section 4: they determine which offers are shown (Section 4.1), how prices are adjusted over
time and across segments (Section 4.2), which customers are prioritized in CRM actions
(Section 4.3), how products and services are iteratively improved (Section 4.4) and how
suspicious activity is flagged for fraud control (Section 4.5).

At the same time, new data practices are emerging around synthetic data and dark
data. Synthetic data techniques use generative models or simulation frameworks to create
artificial records that mimic the statistical properties of real consumer datasets, with the
aim of enabling experimentation, sharing and model development under stricter privacy
constraints [30]. Dark data refers to information that organizations already store but do
not actively analyze, such as detailed service logs, free-text complaints, call recordings or
sensor streams [31]. Together, these developments extend the scope of marketing analytics
beyond traditional data warehouses. They also raise questions about how far firms should
go in extracting behavioral signals from every available source, and how much synthetic
reconstruction of consumer patterns is acceptable when real data access is constrained.
These questions motivate the dedicated discussion of synthetic data (Section 5) and dark
data (Section 6) later in this paper.

2.3. Positioning Relative to Prior Reviews

A large body of review work already examines the impact of digital marketing and
big data on consumer behavior. Recent articles synthesize how social media, search and
omnichannel strategies affect awareness, attitudes, purchase and post-purchase behavior,
often emphasizing personalization, engagement metrics and customer journey manage-
ment [32,33]. Other reviews focus on Al in marketing more broadly, discussing recom-
mender systems, chatbots, programmatic advertising and predictive analytics, sometimes
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with an emphasis on financial services or e-commerce [34]. These contributions provide
important overviews of technical methods and application domains, but they tend to
treat data availability as given and focus less on how emerging data practices reshape the
foundations of consumer analysis.

Work on synthetic data and synthetic respondents has started to appear in marketing
and market research outlets, mostly in the context of survey research, experimentation
and privacy-preserving analytics [35]. Studies and position papers argue that synthetic
data and “synthetic customers” can accelerate insight generation, expand coverage of
rare segments and reduce dependence on traditional panels, while simultaneously raising
concerns about validity, bias and evaluation. Parallel discussions on dark data highlight
the strategic value of unexploited logs and unstructured records for customer insight, but
these are often framed from a general business analytics perspective rather than from a
consumer-behavior standpoint.

This review builds on those streams but takes a different focus. First, it centers explic-
itly on consumer behavior and decision-making, using established behavioral constructs,
such as information overload, privacy calculus, trust and technology acceptance, to inter-
pret how data-driven marketing applications influence actual choices. Second, it brings
synthetic data and dark data into the same analytical frame as more conventional big data
applications. Sections 4.1-4.5 examine how current big data and Al techniques are de-
ployed in personalization, pricing, CRM, product innovation and fraud detection. Section 5
then discusses how synthetic data reshapes model development, experimentation and
collaboration, while Section 6 considers the opportunities and risks of turning dark data
into behavioral insight. This positioning distinguishes this article from prior reviews that
either survey digital marketing tools without addressing these emerging data practices, or
discuss synthetic and dark data primarily from a technical or infrastructural angle rather
than from the perspective of consumer behavior.

3. Methods

In methodological terms, this article adopts a narrative, concept-driven review rather
than a systematic review protocol. The main reason is the character of the topic: research
on big data analytics and Al-driven marketing is dispersed across technical, behavioral,
and sector-specific outlets, while the evidence base changes quickly (e.g., new model
classes, data practices, and governance requirements). Under these conditions, a systematic
review would prioritize exhaustive retrieval and strict inclusion rules, but it would not
necessarily yield a clearer integration of mechanisms that link big data/Al practices to
consumer cognition, trust, perceived intrusiveness, and behavioral adaptation. The goal
here is therefore synthesis and conceptual organization: to map key application domains
and big data practices, consolidate consistent findings, and highlight where claims remain
under-tested or context-dependent.

Given the breadth of the topic, we balanced breadth and depth by using a structured
set of application areas (Section 4) as an organizing lens, and then integrating synthetic
data (Section 5) and dark data (Section 6) as cross-cutting methodological and governance
themes. We prioritized domains where Al-enabled decisioning is mature and data-rich (e.g.,
digital commerce/platforms, financial services, and subscription-based services), because
these settings provide clearer evidence on both marketing impact and consumer-facing risks.
This narrative approach necessarily introduces selection bias and may under-represent
low-data, offline, or emerging contexts; we mitigate this by triangulating recurring claims
across multiple research streams and by treating contested points as open problems rather
than settled conclusions.
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Sources were chosen for topical relevance and conceptual contribution to consumer-
behavior implications of Al-enabled marketing decisions, rather than exhaustive coverage
of every industry or method.

The relevant literature was identified (mainly 2015-2025) through iterative searches in
major academic databases, including Scopus, Web of Science, IEEE Xplore, ACM Digital
Library and Google Scholar. Search strings combined terms related to big data analytics, Al
and machine learning, consumer behavior, personalization, pricing, CRM, fraud detection,
synthetic data and dark data. We prioritized peer-reviewed journal articles, full conference
papers and influential books that offer clear methodological descriptions. Additional
references were located through backward and forward citation tracking. Studies were
selected for inclusion based on topical relevance and conceptual contribution; no formal
quality scoring, effect-size extraction or quantitative synthesis was undertaken.

4. Applications of Big Data in Consumer Behavior Analysis

The integration of big data analytics into consumer behavior analysis has substantially
changed how businesses understand, anticipate and shape customer actions. Businesses
use extensive amounts of structured and unstructured data to generate valuable insights
which enable them to create personalized marketing campaigns, build predictive models,
segment customers, and analyze consumer sentiment. The applications enable businesses
to enhance their targeting abilities while making adjustments to their communication
and pricing methods, and tracking consumer reactions throughout time. Thus, organiza-
tions achieve better customer satisfaction, along with simpler decision-making and longer
business relationships through their improved customer engagement and conversion rate
enhancement [36,37].

4.1. Personalized Marketing and Recommender Systems

Businesses are trying to develop customized marketing strategies through particular
promotional approaches, various recommendation platforms and email marketing cam-
paigns that utilize consumer information and present-day market conditions. Companies
use historical consumer actions, together with forecasted consumer tastes and signal infor-
mation, to generate personalized marketing materials which they then distribute through
particular channels, at exact times. This tactic generates higher value from customer inter-
actions while simultaneously boosting conversion rates and strengthening brand loyalty.
These personalization mechanisms provide consumers with suitable options that match
their needs, which simplifies their search and decision-making process [20,38,39].

Big data technologies enable businesses to create personalized user profiles through
the integration of data from various sources which include purchase records, browsing
activities, search data and application usage, social media activities and fundamental
demographic information. The processed data produces evaluation results and market
segments that direct specific business choices about product placement, promotion display,
email content and mobile application notifications. These e-commerce platforms show
customers additional items based on their purchase history, while streaming services
recommend new content through user viewing patterns [40,41].

Recommender systems function as the core element that makes successful personalized
marketing possible through their ability to support these methods. Personalization operates
through recommender engines because they use user data to determine product, content
and advertisement rankings for individual users. When implemented well, recommender
mechanisms are associated with better click-through rates, higher platform usage and
customer purchases of various products. However, they generate user fatigue and perceived
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lack of relevance when they do not understand user preferences and fail to recognize recent
behavioral shifts, which is what leads to customer churn [42,43].

Recommender systems work based on a range of machine learning algorithms and
predictive modeling techniques that run in the background. The most common approaches
include collaborative filtering, content-based filtering and various hybrid models. The more
recent systems also integrate deep learning components that capture complex patterns
in user behavior and allow recommendations to adapt to constantly changing prefer-
ences [44,45].

4.1.1. Collaborative Filtering

Collaborative filtering is one of the most widely used recommendation techniques. It
is based on the principle that users who behaved similarly in the past, are likely to show
similar preferences and patterns in the future. Collaborative filtering relies on user—item
interaction data, such as purchases, clicks, ratings or viewing events, rather than focusing
on product attributes [46].

In user-based collaborative filtering, the system recommends items to a target user u
by first identifying other users with similar behavior. The similarity between two users u
and v can be computed using cosine similarity:

Sim(u,v) o iclTu,i T, (1)

N 2 2
\/Zielru,i : \/Zieﬂ'v,,‘

Here, r,, ; is the rating (or implicit feedback score) given by user u to item i, and [ is

the set of items that both users have interacted with. Sim(u, v) summarizes how closely
aligned their interaction patterns are. Equation (1) is shown as a representative example;
in operational systems, similarity and neighborhood formation are often adapted to the
platform’s feedback type and sparsity. By prioritizing items endorsed by behaviorally
similar users, user-based filtering can reduce search effort, but it can also narrow exposure
if similarity is defined too rigidly.

After computing similarities, recommendations are generated by aggregating the pref-
erences of the most similar neighbors for items the target user has not yet consumed. In prac-
tice, systems restrict aggregation to a limited set of nearest neighbors to reduce noise, im-
prove scalability, and prevent weakly related users from dominating the recommendation.

Item-Based Collaborative Filtering

Item-based collaborative filtering shifts the focus from users to items. Instead of
identifying similar users, it identifies similar items based on the ratings they receive and
recommends products that are often co-rated or co-purchased. Item similarity is estimated
from overlapping audiences and co-consumption patterns, using standard similarity mea-
sures applied to item interaction profiles [47]. This approach is particularly common in
e-commerce settings. When many users who purchased item A also purchased item B, and
their evaluations of both items are consistently high, the system learns that A and B are
related. When a new consumer buys A or repeatedly interacts with it, item-based collabo-
rative filtering suggests B and other similar products. This directly informs cross-selling
and upselling decisions and affects how consumers explore product assortments [48].

4.1.2. Content-Based Filtering

Content-based filtering generates recommendations by analyzing item attributes rather
than patterns of co-consumption. Each item is described by a set of features, such as product
category, brand, technical characteristics, textual description, genre or cast. The system
builds a profile of each user by summarizing the attributes of items they have previously
interacted with and recommends new items that share similar attributes [49].
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To compare items, content-based filtering often uses representations derived from
TE-IDF (Term Frequency-Inverse Document Frequency) for textual data and similarity
measures such as cosine similarity [50]. Operationally, a content-based recommender
scores a candidate item by comparing its feature representation (e.g., keywords, categories,
embeddings) to the feature profile derived from the user’s previously consumed items.
Items that are more similar to the user’s profile receive higher ranks, and the scoring can be
weighted to reflect stronger signals from items the user repeatedly views, purchases, or
rates highly. For example, in a movie recommender system, if a user repeatedly watches
science-fiction films with particular actors or directors, the profile will emphasize these
attributes, and the system will surface new titles with similar characteristics.

From a consumer-behavior perspective, this attribute-driven matching can increase
perceived relevance and reduce search effort, but it may also feel repetitive or overly narrow
if the system over-weights a small set of past preferences.

From a decision-making perspective, content-based methods are attractive when
detailed item descriptions are available, but user-item interaction data are sparse or new
items are frequently added. They help decide which recently released products to highlight
for each user and support long-tail discovery without waiting for extensive historical
feedback [51].

4.1.3. Hybrid Methods

Hybrid recommender systems combine collaborative and content-based information
to mitigate the limitations of each individual approach. They can, for example, use item
attributes to handle cold-start situations, while still exploiting user-user and item—item
correlations when enough interaction data are present. Another strategy is to compute pre-
dictions separately with collaborative and content-based models and then merge them [52].

Conceptually, hybrid methods combine the outputs of collaborative filtering and
content-based filtering into a single ranking score. The contribution of each component
can be fixed (a single global weighting) or adjusted dynamically depending on data avail-
ability, user segment, or item type, so that content signals dominate in cold-start settings
while collaborative signals dominate when interaction histories are rich. This blending
strategy improves stability across sparse and noisy environments and reduces the risk that
recommendations collapse when one signal source is weak [53].

In practice, a music streaming service, for example, may first use content-based filter-
ing to propose songs that share acoustic or stylistic features with tracks the user already
likes, and then refine this list using collaborative signals from similar listeners. This im-
proves robustness when some artists or tracks are new and interaction data are still limited.
It also stabilizes recommendations when user feedback is noisy or inconsistent. From the
consumer perspective, hybridization can increase perceived relevance and variety (less
repetition), but poorly calibrated blending can still produce inconsistent recommendations
across sessions, which may reduce trust in the system'’s reliability.

4.1.4. Advanced Predictive Modeling and Deep Learning

Modern recommender systems increasingly incorporate advanced predictive models
and deep learning architectures. Traditional collaborative and content-based techniques
can struggle with sparse data, rapidly changing preferences and complex interaction
effects. Deep learning allows systems to learn non-linear relationships and to integrate
heterogeneous data sources, such as text, images and sequences of actions, in a unified
framework [54].

Neural Collaborative Filtering (NCF)
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Neural Collaborative Filtering (NCF) represents one of the most famous deep learning
solution for recommender systems because it uses neural networks to replace conventional
similarity functions. The model uses non-linear transformation layers to find intricate
user—item connections which go beyond what matrix factorization methods can achieve. It
also uses deep learning to discover complex user—item relationships by transforming user
and item data into high-dimensional latent vectors [55]. The NCF model produces rating
predictions by using the following mathematical equation:

Fui = f(Wo - o(Wr - oy, 0] + b1) + b2) (2)

In this formulation, the user and item are represented as latent vectors that are com-
bined and transformed through non-linear layers to learn complex interaction patterns.
The weight matrices and bias terms are learned during training, allowing the model to
capture relationships that are not well approximated by linear similarity measures. This
flexibility is particularly useful in e-commerce and streaming settings where preferences
shift over time and feedback is largely implicit [56].

Recurrent Neural Networks (RNNs)

RNNSs serve as essential tools for recommender systems which require users to make
sequential decisions such as music-streaming, playlist suggestions and YouTube video
recommendations. RNNs allow systems to learn from user interaction history because
they learn to recognize time-based patterns between events. The hidden states of RNNs
store information about previous user interactions which enables the system to generate
recommendations that adapt to recent user behavior [57].

Operationally, an RNN updates an internal state after each interaction, so recent
actions influence the next recommendation more strongly than older ones. This makes
RNN-style models suitable for session-based settings where order and recency matter (e.g.,
playlists, short video feeds), and where the system must adapt to changes in intent within
a single browsing session [57].

In practice, several platform implementations use multiple deep learning components
which work together as a system. Product image processing can occur through Convolu-
tional Neural Networks (CNNs), for example, while transformer-based models process
textual reviews and descriptions. The analysis of clickstream and viewing history data de-
pends on sequence models, which include RNNs and attention-based architectures. These
networks use combined model outputs to determine item rankings, select thumbnails and
default options, and schedule notifications [58].

From a customer’s perspective, these Al-enhanced recommender systems shape how
customers explore their options, build habits and perceive their autonomy. High-quality
recommendations can help consumers discover relevant products or content they would not
have found easily on their own, and reduce the effort required to navigate large collections
of products. At the same time, if recommendations become too narrow or overly persuasive,
consumers may feel constrained or manipulated. This tension highlights the need to
design recommendation policies that take behavioral responses, fairness considerations
and privacy concerns into account, not only predictive accuracy [59].

Overall, the marketing value of recommender systems depends not only on predictive
accuracy but on how recommendations are experienced in context. When ranking policies
balance relevance with diversity, and provide stable, understandable signals, they can
reduce search costs, support exploration, and increase satisfaction and repeat engagement.
Conversely, when personalization is overly narrow, volatile across sessions, or perceived as
surveillance-driven, it can trigger reactance, reduce perceived autonomy, and weaken trust,
which ultimately limits conversion quality and long-term loyalty.
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4.2. Dynamic Pricing Strategies

The practice of dynamic pricing involves changing product or service prices based
on shifting market demand, supply levels, production expenses and market competition.
Companies use a multitude of data available to them, such as transaction data, inventory
levels, booking patterns, competitor prices, individual browsing activities and loyalty
status to set their prices instead of using fixed rates. This approach uses pricing rules
and predictive models to adjust prices based on different time intervals that range from e-
commerce hourly changes to ride-hailing platforms that update prices every second [60,61].

In online retailing, a platform may increase the price of a popular item during peak
demand periods, when inventories are limited the most, while lowering prices for slow-
selling products in order to stimulate sales and clear stock. Airlines, hotels and event
organizers use dynamic pricing techniques to vary fares and ticket prices according to
booking time, remaining capacity, seasonality, expected demand peaks and special events.
Ride-hailing services modify their pricing through real-time adjustments that depend on
local market supply, demand levels, travel duration and traffic patterns. In each of these
settings, price is no longer a static parameter but a decision variable, a dynamic element
that is continuously updated based on incoming data streams [62,63].

Mathematical Models in Dynamic Pricing

Dynamic pricing relies on models that link prices to expected demand and revenue un-
der operational constraints. A common starting point is price elasticity, which summarizes
how responsive demand is to price changes and can differ substantially across segments,
product categories, and contexts. Revenue management extends this logic by selecting price
levels and availability rules over time under capacity constraints (e.g., seats, rooms, limited
stock), often using historical booking patterns and contextual signals (seasonality, events,
day-of-week) to allocate inventory across customers with different willingness to pay.

Recent work increasingly uses machine learning to predict demand under alternative
candidate prices by mapping contextual features (such as competitor prices, promotional
activity, device type, and user history) to expected sales volumes [64]. Pricing policies
can then be chosen to maximize expected revenue or profit, subject to constraints such as
minimum margins, inventory limits, and explicit business rules. Reinforcement learning
approaches further adapt pricing policies based on observed outcomes, gradually learning
which actions perform better in specific market states [65].

However, predictive performance and revenue optimization do not automatically
translate into marketing success, because consumer responses are mediated by reference
prices, perceived fairness, and trust.

Consumer Behavior and Perceived Fairness

When it comes down to consumer behavior, dynamic pricing affects not only purchase
incidence and timing but also trust and brand image. Consumers often develop their own
personal price standards through their past shopping experiences and their observations
of what others pay. When prices move beyond what customers expect, they will view
it as an unfair practice, especially when there is no obvious reason for such change [66].
For example, a sharp price increase for last-minute tickets during a natural disaster, or a
surge multiplier in ride-hailing during an emergency, creates strong negative reactions
from customers even if the pricing algorithm is actually working as intended.

By contrast to the above, transparent and predictable pricing strategies, such as early-
bird discounts, off-peak fares, “weekday vs. weekend” differences or loyalty-based price
tiers, tend to be more acceptable by most customers. Price changes become more under-
standable for consumers when businesses explain their pricing system behind them, rather
than using arbitrary exploitation methods. In competitive markets, when consumers are re-
peatedly exposed to extreme or opaque price variability, they may be encouraged to search
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more actively for alternatives, rely on comparison sites and adopt defensive strategies (e.g.,
waiting for promotions, switching providers), which in turn affects negatively long-term
loyalty and lifetime value [67,68].

Practically, this means that businesses need to find a balance between short-term
revenue gains, from aggressive dynamic pricing, and potential long-term costs associated
with reduced trust from consumers, heightened perceived risk and negative word-of-mouth.
Incorporating behavioral insights into pricing models (for instance, by setting bounds on
what price “movements” are allowed, or by respecting psychological thresholds) helps
align algorithmic decisions with how consumers actually perceive prices, not only with
predicted demand curves.

Accordingly, effective dynamic pricing requires not only accurate demand prediction
but also policy constraints and communication choices that protect perceived fairness and
long-term relationship value.

4.3. Customer Relationship Management (CRM)

Nowadays, the business world has become very competitive. Customer relationship
management (CRM) is now a useful tool for enhancing customer loyalty, keeping or
increasing retention rates and building long-term relationships. By using big data, artificial
intelligence (AI) and predictive analytics, CRM systems provide businesses with data-
driven insights that support more precise decisions about which customers to contact,
what to offer them, when to reach out and through which channel [69]. Such ability to
understand individual behaviors and their preferences, as well as purchasing patterns,
allows companies to design interactions that feel more relevant, while at the same time,
monitoring the value and risk profile of each relationship. When this is done well, it
strengthens brand attachment and increases customer lifetime value (CLV) [70].

CRM systems work as centralized platforms that are made to collect, process and
analyze customer data from multiple touchpoints, including website interactions, mo-
bile app usage, social media engagements, purchase histories, customer service contacts
and feedback surveys. By pulling and integrating data across these sources, CRM tools
construct comprehensive and extensive customer profiles. These profiles help businesses
anticipate future behaviors and cater to personalized actions accordingly [71]. For example,
an e-commerce platform may track a customer’s browsing behavior and identify a strong
interest in a specific product category. Based on this, the CRM system can automatically
trigger personalized emails, on-site banners with exclusive bundles, or push notifications
recommending products that match the customer’s preferences [72]. A banking insti-
tution, for instance, can segment clients according to spending patterns and financial
goals, then propose targeted savings plans or advisory services that correspond to each
segment’s needs.

Figure 1 illustrates a typical big-data-enabled CRM architecture, showing how raw
data from different channels are consolidated into customer profiles and transformed into
decision scores that guide marketing, sales and service actions.

One of the most powerful aspects of modern CRM is its ability to integrate predictive
analytics and machine learning in order to anticipate customer needs and likely behav-
iors [70]. By analyzing historical data, transactional patterns and customer feedback, CRM
platforms identify trends and infer which products or services a customer is likely to seek
next, which customers have high potential value and which show early signs of disen-
gagement [73]. This predictive capability allows firms to move from reactive responses to
proactive engagement: instead of waiting for customers to complain, cancel or reduce activ-
ity, the system highlights who should receive preventive offers, service calls or educational
content [74].

https://doi.org/10.3390 /bdcc10020046


https://doi.org/10.3390/bdcc10020046

Big Data Cogn. Comput. 2026, 10, 46 12 of 34

Front

Office
Qo
Office

Customer

\ Automation
~ Customer m Business
Engagoment | €S Process
A Orchestration
/ Service

Customer N
Intelligence Traditional
CRM

! | | }

Journeys Feedback Campaigns Segment Loyalty Nurture Marketing

In-Memory Customer Data Management

Centralized Machine Learning Platform

Centralized Digital Extendible Cloud Platform
Figure 1. Customer-centric business architecture linking CRM to customer experience.

Predictive CRM also reshapes retention work because it keeps updating its estimates
whenever fresh data come in. As more interactions pile up, the underlying models are
adjusted so that their forecasts stay closer to what customers currently want and to what is
actually happening in the market [73]. This kind of ongoing recalibration matters a lot in
fast-moving settings such as online retail, banking and insurance, telecom operators, or
streaming and gaming services, where tastes and habits shift quite quickly. On top of that,
decision-support components inside modern CRM systems use these outputs to fine-tune
day-to-day management: they suggest when it is a good moment to reach out, recommend
different channels for different people, rank which customers or tickets should go first
to human staff, and highlight which at-risk customers might respond better to discounts,
loyalty rewards, or more personalized service [75].

Beyond operational efficiency, these CRM capabilities also have direct implications
for how customers perceive the firm and how they respond over time. These mechanisms
can significantly shape how people behave. When CRM-based messages are reasonably
accurate, not too pushy, and arrive at moments that make sense, customers are more
likely to feel that the company understands them and treats them with some respect. That
feeling tends to build trust and lowers the effort they think they need to spend to get
things done. The opposite also happens: if CRM campaigns keep sending off-target offers,
repeat the same promotion again and again, use intrusive tracking, or treat customers
differently without a clear reason across channels, many people react with annoyance,
feel their privacy is being ignored, and may decide to leave sooner. Because of this, CRM
strategy should not rely only on predictive precision or short-term response metrics. It
needs to account for contact fatigue, privacy and data-use expectations, and basic fairness
concerns, otherwise the system risks optimizing short-run metrics at the expense of long-
term relationships [76-78].

4.4. Product Development and Innovation

Bringing consumer data into product development and innovation has reshaped the
way firms design, test and adjust their products and services. Instead of depending mainly
on small-scale surveys or a few focus group sessions, companies can now track behavior in
a much more systematic way, using clickstream paths on websites, in-app interaction logs,
purchase and subscription records, star ratings and written reviews, customer support or
call-center transcripts, as well as public conversations on social platforms [79,80]. Taken
together, these traces offer a richer view of how offerings are used in everyday life: which
functions attract repeated use, which options remain almost invisible, the points in the
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journey where users get stuck or abandon a process, and how attitudes and preferences
shift in the weeks and months after launch. Product-related choices therefore rely less
on guesswork or internal opinion and more on patterns that are directly observable in
consumer behavior [81].

In digital environments, product teams monitor user journeys in fine detail. They
can see where users drop out of a sign-up process, which interface elements are rarely
touched, how often specific features are activated and how long sessions last under different
configurations. This information feeds into decisions about interface redesigns, onboarding
flows, default settings and help content [82]. For example, if a mobile app records that a
new feature is opened by many users but quickly abandoned, this pattern may indicate
misunderstandings about its purpose, a hidden usability problem or a mismatch with
expectations set by marketing messages. In e-commerce, similar analyses of navigation
paths and basket contents reveal which combinations of items are frequently bought
together, which filters are used and how changes to search or recommendation layouts
influence exploration and cart completion [83].

Figure 2 illustrates a data-driven product development cycle, where consumer interac-
tions generate behavioral signals that are aggregated, analyzed and translated into design
hypotheses, tests and any possible revisions necessary.
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Figure 2. Data-driven product development cycle.

A vital “tool” in this process is experimentation. Many firms run controlled A/B
or multivariate tests in which subsets of users are exposed to different versions of a
page, feature or price presentation. Key outcomes such as click-through rates, completion
of a task, time to purchase and subsequent engagement are compared across variants.
When a new design significantly improves these metrics without harming other important
indicators, it can be rolled out more widely. When results are ambiguous, teams may refine
hypotheses and run additional experiments. This iterative approach allows companies to
learn directly from real usage rather than relying only on stated preferences [84,85]. From a
consumer standpoint, the same changes can be experienced either as helpful refinement or
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as unpredictable ‘interface churn’, depending on how frequently they occur and whether
the rationale is communicated.

Predictive modeling and simulation sit next to experimentation rather than replacing
it. When firms bring together past sales records, individual-level attributes and contextual
signals like season, device, location or recent campaign exposure, they can estimate what
is likely to happen if a specific feature is added, tweaked or removed [86]. On top of
that, scenario analyses let teams play out alternative design choices and see how these
might influence take-up, satisfaction scores or revenue under different competitive or
macro conditions [87]. In subscription models, churn prediction is especially important: by
linking cancellations to concrete elements of the experience (for example, onboarding flow,
content mix, pricing frictions or technical issues), managers get a clearer view of where
product investments are most likely to keep people from leaving [26,88].

Beyond improving design choices internally, these analytics and experimentation
practices shape how consumers experience stability, transparency, and control during
product evolution.

Looking at it from a consumer behavior angle, data-informed product work has sev-
eral consequences. When updates clearly respond to real problems that users face—cleaner
navigation, functions that match everyday tasks better, more stable performance—people
tend to see the product as more useful and less effortful to use. That supports initial adop-
tion, makes repeated use more likely and often leads to more genuine recommendations to
others [89]. However, very fast or continuous change can also backfire if the logic behind
it is not explained. Interfaces that move around too often or features that appear and
disappear without warning can create uncertainty and fatigue. A further concern is that
teams may chase easy-to-measure outcomes such as clicks, scroll depth or minutes spent,
while ignoring harder but more meaningful aspects of welfare, including mental load,
perceived control over one’s choices or satisfaction over a longer period. A more balanced
product strategy therefore needs to combine behavioral understanding with statistical
gains, instead of treating short-term metrics as the only goal [90].

The same logic of big data-driven innovation extends beyond apps and websites.
Many physical products now come with embedded sensors or connected services that send
usage information back to the producer. With these streams, firms can spot recurring failure
modes, see which features are used in unexpected ways and design updated versions that fit
real-world routines more closely [91]. At the same time, unstructured feedback from online
reviews, fora and social media can push changes in packaging, size, flavor profiles, bundle
composition or after-sales services. Across both digital and physical settings, the shared
pattern is that consumer behavior is treated as a continuous feedback loop for product
development, not as a one-off input collected before launch and then forgotten [92].

Important to mention, treating consumer behavior as a continuous feedback loop also
raises questions about perceived legitimacy of data capture. When product improvement is
coupled with clear communication, predictable update practices, and meaningful controls
(opt-outs, preference settings, data minimization), consumers are more likely to interpret
innovation as responsive rather than extractive. Without these safeguards, the same data-
driven cycle can be perceived as surveillance or manipulation, which weakens trust and
can undermine adoption and long-term loyalty.

4.5. Fraud Detection and Prevention

Fraud detection and prevention are now core parts of consumer analytics, especially
in areas like online retail, banking and credit, insurance services, and digital or mobile
payments. As fraud tactics keep changing and the number of possible entry points grows,
firms increasingly turn to anomaly detection techniques and a range of machine learning
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models to flag unusual behavior almost as it happens. Such monitoring models scan past
transactions, habitual spending or usage patterns, device fingerprints, login activity and
other digital traces to separate normal customer behavior from actions that look suspicious
or inconsistent. In this way, they help limit direct financial losses and contribute to a
stronger security posture overall. However, their configuration has an immediate impact
on customers: if the rules are too strict, genuine payments and account actions may be
blocked or delayed; if they are too loose, consumers are left more exposed to unauthorized
use and identity abuse [93,94].

Anomaly detection focuses on deviations from normal behavior. In a fraud context,
anomalies correspond to unusual transactions, irregular purchasing sequences or atypical
access attempts that do not fit the expected profile of a user, a device or a group. Because
fraud is typically rare and heterogeneous, rule-based systems alone are insufficient, and
statistical or machine learning models are used to detect subtle irregularities. Two major
families of such approaches are unsupervised anomaly detection, which works without
labeled examples of fraud, and supervised learning, which uses known fraud cases for
training [95].

Unsupervised Anomaly Detection

Unsupervised anomaly detection models the distribution of normal transactions and
flags data points that are highly unlikely under this distribution. A common strategy
is to represent each transaction through a set of behavioral and contextual features and
approximate the density of normal data using methods such as Gaussian Mixture Models
(GMMs) or Kernel Density Estimation (KDE) [96]. Under density-based approaches such
as KDE, the model builds a smooth estimate of what “normal” transactions look like in the
observed feature space, and assigns each new transaction a plausibility score. Transactions
that receive very low plausibility scores, relative to historical normal behavior, are treated
as anomalies and may be routed to additional verification, manual review, or temporary
decline. In practice, performance depends strongly on feature design and on calibration
choices (e.g., how strict the anomaly threshold is), because these settings determine the
trade-off between catching rare fraud patterns and avoiding excessive false alarms [97].

Other unsupervised techniques, such as clustering-based methods or distance-based
outlier detection, follow a similar logic: they construct a representation of typical behavior
and then identify points that lie far from clusters or have unusually large distances to
neighbors. These approaches are particularly useful when labeled fraud data are scarce,
when fraud patterns change quickly or when organizations wish to monitor new channels
where supervised models are not yet available [98,99].

Supervised learning techniques

Supervised learning methods for fraud detection rely on labeled datasets in which each
transaction is annotated as fraudulent or legitimate. The goal is to learn a mapping from
transaction features to class labels that generalizes well to unseen data. Common models
include logistic regression, decision trees, ensemble methods, support vector machines
(SVMs) and various neural network architectures [100].

Decision trees classify transactions by recursively splitting the feature space according
to conditions on variables such as transaction amount, merchant category, country, or time
of day. At each internal node, the model evaluates a feature and splits transactions into
branches based on whether the feature crosses a learned threshold.

The tree grows until a stopping criterion is met, such as a minimum number of samples
in each leaf. Each leaf node corresponds to a region of the feature space where the majority
of transactions are either fraudulent or legitimate, and new transactions are classified ac-
cording to the leaf they fall into. Trees are easy to interpret and can reveal intuitive patterns,
for example combinations of high amounts, unusual locations and specific merchant types
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that tend to indicate fraud [101,102]. In many applications, individual trees are combined
into random forests or gradient-boosted ensembles to improve predictive performance. A
typical example of a decision tree classifying a transaction as fraudulent or not is depicted
below, in Figure 3.

Transaction Amount <= 0.11
gini = 0.5
samples = 100.0%
value = [0.5, 0.5]
class = Not Fraud

Transaction Amount <= 1.4
gini = 0.5
samples = 11.0%
value = [0.45, 0.55]
class = Fraud

gini = 0.32
samples = 5.0%
value = [0.8, 0.2]
class = Not Fraud

Figure 3. Illustrative decision tree structure for fraud classification using example transaction-related
features. Note: The figure is a schematic illustration intended for conceptual explanation, not an
empirical model output from this study.

Support vector machines (SVMs) provide another supervised option, especially when
fraudulent cases are rare and the boundary between classes is complex. Given labeled data,
a SVM seeks a separating hyperplane:

w'X+b=0 3)

that separates fraudulent from legitimate transactions with maximum margin. Here, X
denotes the transaction feature vector, while w and b define the separating boundary. Kernel
functions can map inputs into higher-dimensional spaces, enabling non-linear separation
when fraud patterns are complex. In practice, SVMs are often combined with techniques for
handling class imbalance, such as cost-sensitive training or resampling, to ensure that rare
fraud cases influence the model appropriately [103,104]. Figure 4 provides an illustrative
visualization of a classifier boundary in a fraud-detection setting.

Lastly, deep learning models, including feedforward neural networks (FNNs), recur-
rent neural networks (RNNs) and autoencoder-based architectures, are used when very
large transaction streams or sequential behaviors must be analyzed [105,106]. A neural
network consists of layers of neurons, where each neuron transforms its input using an
activation function such as ReLU or sigmoid [107]. For binary fraud detection, these
models are trained to produce a probability that a transaction is fraudulent and to reduce
prediction error through standard supervised optimization. In practical terms, training
adjusts network weights so that combinations of features and sequences that repeatedly
co-occur with confirmed fraud are assigned higher risk scores, while normal behavior is
assigned low risk. Sequence-aware architectures (e.g., RNN-style models) can additionally
exploit temporal dependencies, capturing patterns such as rapid sequences of small test
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transactions followed by a large purchase, which often precede card compromise [108].
Figure 5 illustrates a simple example of an FNN trying to mark a possible account takeover.
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Figure 4. Illustrative 3D visualization of a fraud-detection classifier decision boundary in feature
space (conceptual example; not an empirical model output)
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Figure 5. Illustrative neural-network architecture for fraud detection using example behavioral and
device-related features. Note: This schematic is included for conceptual explanation and does not
represent a specific trained model or empirical results.

Additional Machine Learning Techniques

Several additional techniques are common in fraud analytics; they are listed here
briefly for completeness, as their core logic overlaps with methods already discussed above:

steps [109].

Isolation Forests isolate anomalies by recursively partitioning the feature space at
random; fraudulent transactions, being rare and different, tend to be isolated in fewer
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e Autoencoders learn to reconstruct normal transaction patterns; large reconstruc-
tion errors indicate that an input deviates from what the network has seen during
training [110].

e  Hidden Markov Models (HMMs) model sequential spending behavior and can identify
abrupt shifts in transaction sequences that may correspond to account takeover [111].

e  Graph-based methods represent relationships among cards, accounts, merchants and
devices as networks, highlighting suspicious subgraphs that correspond to coordinated
fraud rings [112].

These methods are often used in combination, for instance by running unsupervised detectors
first to filter a large stream and then applying supervised models to high-risk candidates.

Applications and behavioral implications

Fraud detection systems are deployed across industries to protect both organizations
and consumers. In banking and payments, transaction monitoring engines score each
operation in real time and trigger step-up authentication, temporary blocks or manual
review for high-risk cases [113]. In e-commerce, anomaly detection models evaluate orders
using features such as mismatch between billing and shipping addresses, unusual purchase
volumes, atypical device fingerprints and prior chargeback history [114]. Digital platforms
and online marketplaces also apply fraud analytics to detect fake account creation, bot
activities and abusive promotion usage [115]. Behavioral biometrics, such as typing rhythm,
mouse trajectories and touchscreen gestures, add another layer by constructing profiles of
how legitimate users typically interact with systems and flagging deviations that suggest
hijacked accounts [116].

These mechanisms have direct effects on consumer behavior. Effective fraud detection
increases perceived security, which encourages the adoption and continued use of digital
payment channels and online services. However, false positives that unnecessarily block
cards, decline legitimate orders or force repeated identity checks can cause frustration, em-
barrassment at the point of sale and eventual switching to competitors [117,118]. The way in
which alerts and interventions are communicated—how transparent the rationale appears,
how quickly issues are resolved and how much control customers feel they retain—shapes
trust as much as the underlying model performance [119,120]. Designing fraud detection
and prevention systems therefore involves a trade-off: minimizing losses and deterring
attackers, while keeping friction at a level that consumers perceive as reasonable and protec-
tive rather than punitive. From a marketing perspective, the objective is therefore not only
loss reduction but also maintaining perceived fairness and proportionality of interventions,
so that security controls increase confidence without damaging relationship quality.

5. Synthetic Data and Its Role in Consumer Behavior Analysis
5.1. What Is Synthetic Data

Synthetic data are artificially generated information that imitates the statistical and
behavioral properties of real datasets without reproducing individual records. A key
distinction is that synthetic data can match statistical patterns (distributions, correlations)
while still failing to preserve behavioral mechanisms (e.g., reference dependence, habit
formation, social influence) that drive real consumer decisions. In consumer behavior
analysis, it is used to approximate purchase patterns, browsing trajectories, response
histories and other signals that would otherwise be difficult, expensive or risky to share.
By constructing realistic but fictitious consumers, firms can train models, test scenarios and
stress-test decision rules while limiting direct exposure of sensitive data. Synthetic datasets
are particularly useful in domains where privacy regulation is strict, where data access is
fragmented across organizations or where the events of interest (e.g., rare types of fraud or
very specific customer journeys) are scarce in observed logs [121].
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A useful distinction for consumer-behavior work is between technical validity and
behavioral validity. Technical validity refers to statistical similarity—whether synthetic
data reproduce distributions, correlations, and aggregate patterns observed in real datasets.
Behavioral validity is stricter: it asks whether the data preserve decision realism and
psychological plausibility, such as stable segment differences, reference-price effects, habit
formation, and realistic switching between states (e.g., from browsing, to cart, and then to
purchase) [122].

Several families of methods are used to generate synthetic consumer data. A prominent
class relies on generative models such as Generative Adversarial Networks (GANs) and
variational autoencoders (VAEs). In a GAN, a generator network G produces candidate
synthetic samples from random noise, while a discriminator network D tries to distinguish
real from synthetic data. Training proceeds as a minimax game in which G improves
at fooling D, and D improves at detection. When training converges, the distribution
of G(z) for random inputs z approximates the distribution of real observations, such as
transaction vectors or clickstream sequences [123]. Figure 6 illustrates the key components
and information flow in a typical GAN set-up.

Discriminator

Real

Real Data (x)

Fake

Input Noise (z)

Latent Space

’ . Fake Data (x)

Figure 6. Conceptual diagram of a Generative Adversarial Network (GAN), where a generator
transforms latent noise into synthetic samples and a discriminator learns to distinguish real from
fake data, with both networks trained together in an adversarial loop.

A second important family is based on agent-based or rule-driven simulations. Here,
synthetic consumers are modeled as agents with preferences, budgets, decision rules and
social influences. These agents interact with each other and with a virtual marketplace
where prices, recommendations and product assortments evolve over time. By running
simulations under different conditions, analysts can generate large synthetic panels of cus-
tomer journeys, responses to promotions or diffusion of product adoption. This approach
is attractive when theory or prior research provides a reasonably clear idea of decision
mechanisms, but detailed behavioral logs are lacking [124].

Simpler techniques such as bootstrapping, probabilistic graphical models or copula-
based methods are also used to create synthetic datasets. They preserve marginal distribu-
tions and selected dependences between variables (e.g., between income, age and spending
in certain categories) without explicitly modeling the full behavioral process. In practice,
organizations often combine several approaches: for example, using empirical distribu-
tions for stable attributes such as demographics, GANs for high-dimensional transaction
histories and simulation models for future scenario exploration [123,125].
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5.2. Advantages of Synthetic Data in Consumer Analysis

Synthetic data offers several advantages for consumer behavior analysis and, by ex-
tension, for marketing decision-making. First, it can alleviate privacy and confidentiality
concerns. Because synthetic records do not belong to real individuals, firms can share them
more easily with external partners, vendors or research teams, while still conveying the
broad structure of their customer base. This facilitates collaboration on model development,
benchmarking of algorithms and independent auditing of decision rules [126]. Second, syn-
thetic datasets help address class imbalance and rare-event problems. Many phenomena of
interest, such as high-value churn, specific types of fraud, or responses to niche campaigns,
occur infrequently in operational logs. Generating additional synthetic examples in these
regions of the feature space allows models to learn decision boundaries more effectively,
improving sensitivity to important but rare behaviors without having to wait for large
volumes of real cases [127].

One more benefit is the use of synthetic data for scenario analysis and stress testing.
Since these datasets can be produced under different assumptions about the wider economy,
competitor moves or regulatory limits, firms can examine “what-if” cases that do not yet
show up in their historical records [128]. For example, they can approximate how a revised
pricing structure might change demand in different customer groups, or how tighter
lending rules could reshape the risk profile and composition of a credit portfolio. This
kind of exploration makes strategic planning less dependent on past regularities, which is
particularly valuable when existing trends are unstable or unlikely to hold in the future.

Synthetic data can also reduce dependence on limited field experiments. When
running large-scale A/B tests is costly or operationally constrained, synthetic logs can
provide a first approximate view of potential outcomes. They are not a substitute for
real-world experimentation but can help narrow down the set of plausible strategies, refine
hypotheses and prioritize which interventions deserve live testing. In addition, synthetic
datasets offer educational and prototyping benefits: teams can build and evaluate pipelines,
dashboards and decision engines without accessing production systems [129,130].

In consumer behavior research more broadly, synthetic data contributes to repro-
ducibility and openness. Publicly shared synthetic versions of proprietary datasets allow
external researchers to test methods, compare algorithms and critique assumptions, even
when access to the original data is impossible. Although such datasets inevitably abstract
away from some details, they still provide a common reference point for methodological
work in recommender systems, customer segmentation or demand modeling [131]. Table 1
summarizes key advantages of synthetic data for consumer behavior analysis, linking each
benefit to a concrete marketing use case.

Table 1. Selected advantages of synthetic data for consumer behavior analysis.

Advantage Short Description Example Use Case

Shares structure of
Privacy and data sharing  customer base without
real identities

Bank sharing synthetic
cards data with a vendor

Adds extra samples for
Handling rare events infrequent but
important behaviors

Extra churn or fraud cases
to train classifiers
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Table 1. Cont.

Advantage

Short Description

Example Use Case

Scenario analysis and
stress tests

Simulates “what-if” market
or policy conditions

New pricing rules or
tighter credit criteria

Cheaper experimentation

Supports early testing
when large A/B tests are
not feasible

Comparing targeting rules
before live rollout

Prototyping and education

Lets teams build pipelines
without touching
production data

Training analysts on a
synthetic clickstream set

Reproducible research

Enables public datasets
that mimic

Benchmarking
recommender algorithms

proprietary ones across studies

5.3. Limitations and Challenges

Despite these benefits, synthetic data come with important limitations that must be
acknowledged when using it to support marketing and consumer behavior decisions. A
first challenge concerns accuracy and realism. Generating synthetic data that faithfully
reflects the complex, multi-layered nature of consumer behavior is difficult. Generative
models such as GANs and VAEs can approximate high-dimensional structures, but they
may still miss subtle patterns, temporal dependencies or cross-channel interactions that
matter for downstream decisions. This matters because many marketing outcomes depend
on behavioral dynamics (such as learning, fatigue, trust erosion, or promotion sensitivity)
that may not be captured by distributional similarity alone. If these aspects are distorted,
models trained solely on synthetic data may perform well in offline tests yet fail when
applied to real customers [128,132].

A second concern has to do with how representative the data really are, and with em-
bedded bias. Any synthetic dataset is shaped by the real data and modelling assumptions
used to generate it. If the original records largely ignore some demographic groups, focus
too heavily on certain regions, or reflect historical discrimination in lending or pricing,
the artificial copies will usually carry the same distortions forward. In some situations,
generative models may even make this worse, because they tend to emphasize the strongest
and most frequent patterns in the training set. So, working with synthetic data does not
automatically solve fairness or inclusion issues. On the contrary, it can quietly preserve
them if nobody checks [133,134].

Validation is another difficult area. With real data, model quality can be judged by
comparing predictions to actual outcomes. With synthetic data, there is no such direct
benchmark. Analysts, instead, use indirect checks: they look at how distributions line up,
whether correlations are similar, whether clustering structure looks comparable, or whether
models trained on real and synthetic samples behave in roughly the same way. These
diagnostics help, but they cannot fully guarantee that important behavioral mechanisms
have been preserved. In particular, they may miss whether the synthetic data reproduces
stable segment differences or realistic switching between states (e.g., browsing-to-cart-to-
purchase). Many organizations still struggle to build validation routines that are both
statistically serious and feasible in day-to-day practice [135].

The messy nature of human behavior also imposes limits. Consumer choices are
shaped by habits, peer influence, emotions, simple rules of thumb, institutional rules and
context-specific cues that are difficult to translate into formal parameters. Even advanced
simulation frameworks can only approximate these forces. In that sense, synthetic datasets
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are more useful for mapping general patterns, running “broad brush” sensitivity checks and
exploring scenarios than for predicting detailed outcomes at the individual level [124,136].

Several behavioral risks follow when synthetic data are treated as a substitute for real
consumer traces. First, biases present in the original data (unequal coverage, historical
targeting practices, under-representation of some groups) can be reproduced and, in some
settings, amplified by the generation process, leading models to “learn” exclusionary
patterns with higher apparent confidence. Second, rare but behaviorally meaningful edge
cases may be smoothed away; events that often matter for marketing decisions under
stress, such as abrupt preference shifts, churn after a negative service episode, or atypical
but valuable trajectories. Finally, models trained predominantly on synthetic populations
can appear stable in internal evaluation while being overconfident when confronted with
real-world uncertainty, changing contexts, or strategic consumer adaptation. For this
reason, synthetic data are best treated as a complement for prototyping and scenario
analysis, alongside explicit checks that decision-relevant behavioral mechanisms remain
plausible [133,137].

Ethical and legal issues also remain on the table, even when the records are synthetic.
Certain generation techniques can leak information about real people, especially if models
are overfitted or if attackers can combine synthetic outputs with other available datasets.
Privacy experts and regulators have pointed out that such releases may create a false
sense of security. Organizations therefore need explicit governance rules for how synthetic
datasets are created, evaluated and shared. This includes clear documentation of the
generation process, discussion of residual privacy risks and specification of acceptable
use cases. In marketing, these safeguards are particularly important if synthetic data are
to support responsible experimentation and product design, rather than undermining
consumer protection [138,139].

6. Dark Data and Unused Consumer Insights
6.1. Definition and Types of Dark Data

In the context of consumer behavior, dark data cover any customer-related information
that is retained but rarely examined. Typical examples are long-form customer emails, chat
transcripts, call-center recordings, open-ended survey responses, free-form complaint texts,
refund reasons, product return notes, CCTV footage, in-store sensor logs, web server logs
and old campaign files. The defining feature is not the format but the fact that this kind of
data sits in “shadows”: they exist in storage systems, yet are excluded from regular analytics
workflows [140]. From a consumer perspective, the “dark” aspect is often experiential
rather than technical: the data exist, but people typically do not expect them to be re-used
for profiling, targeting, or automated decision-making.

Several broad categories can be distinguished. Textual dark data includes customer
service logs, social media comments collected but never mined, or unstructured feedback
fields. Behavioral dark data arises from detailed event logs that are aggregated into simple
metrics and then discarded in their raw form, such as fine-grained navigation paths or
page-level scroll events. Sensor and image data come from beacons, cameras and IoT
devices that monitor store traffic, shelf interactions or product usage but are only used for
basic monitoring, if at all. Finally, historical dark data consists of legacy CRM or campaign
databases migrated to new systems and left untouched because of format incompatibilities
or missing documentation [13,141].

A useful way to clarify governance implications is to distinguish dark data by how
consumers typically interpret its use. Operational dark data refers to traces generated as
a by-product of delivering or maintaining a service (e.g., technical logs, error reports)
and is often perceived as legitimate when used for reliability, fraud prevention, or service
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improvement [142]. Experiential dark data captures narrative or interactional content that
reflects lived experience (e.g., complaint text, chats, call transcripts) and can feel more
intrusive when repurposed for targeting rather than resolving service problems [143].
Sensitive or inferred dark data includes information that is highly personal or constructed
through inference (e.g., location-adjacent traces, psychographic proxies, health-adjacent
signals), where even formally lawful use may be perceived as surveillance if transparency
and control are weak [144].

6.2. Sources, Uses and Marketing Value

When processed responsibly, dark data can enrich the understanding of consumer be-
havior and support more nuanced marketing actions [145]. For instance, mining call-center
transcripts and complaint emails with natural language processing can reveal recurrent
friction points in onboarding, billing or product configuration that do not appear in struc-
tured fields [146]. Web server logs and detailed click-level traces help reconstruct actual
paths through digital properties, showing which content combinations precede purchase,
abandonment or support contact [83]. In physical retail, anonymized in-store movement
patterns can clarify how shoppers navigate aisles and where they hesitate or backtrack [147].

These insights inform a range of decisions: redesigning service processes to eliminate
frequent causes of complaints; adjusting information architecture and recommendation
placement on websites; fine-tuning shelf layouts, signage and in-store promotions; prioritiz-
ing which product features need simplification. Dark data can also support early warning
systems by highlighting weak signals of emerging issues, such as rising sentiment about
delivery delays or a new cluster of complaints about a recent software update [148].

Because many of these sources are collected in service or operational contexts, their
marketing value must be weighed against perceived intrusiveness and the risk that con-
sumers interpret downstream use as surveillance.

However, not all dark data are equally valuable. Some sources are noisy, redundant
or too costly to clean and integrate. A key task for organizations is therefore to identify
a small number of dark-data streams that are both rich in behavioral signal and feasible
to process with available resources [149]. Table 2 summarizes typical sources and their
potential use in consumer behavior analytics, using concise descriptions to keep the focus
on practical value.

Table 2. Examples of dark data sources in consumer behavior analytics.

Potential Key
Marketing Value Risks/Challenges

Detect pain points,

Dark Data Source  Typical Examples

Customer service Emails, chat logs, Sensitive content,
) reasons for churn, . L
text complaint forms . re-identification
UX issues
Audio from Voice tone analysis, Heavy
Call-center . : -
. support and script testing, anonymization,
recordings L
sales calls objection data storage costs
urn Volume, noi:
Web and app Server logs, error Journey . otume, noisy
. reconstruction, events, short
technical logs logs, scroll events L . .
friction detection retention
. . Comments Sentiment, themes
Social media and . .’ ) ’ ” Blurred consent,
) reviews, direct peer influence ..
community posts . platform policies
messages signals
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Table 2. Cont.
. Potential Key
Dark Data Source  Typical Examples Marketing Value Risks/Challenges
Footfall sensors, Path analysis, zone  Strong privacy
In-store sensor and . :
. camera feeds, heatmaps, display constraints,
video data . .
beacons effectiveness regulation
oo . Poor
Legacy CRM and Old databases, Longitudinal views, .
documentation,

archived lists

cohort histories

campaign files )
paign fi format issues

6.3. Challenges, Risks and Ethical Considerations

Perceived surveillance tends to arise when repurposing is unexpected, when inference
feels disproportionate to the service being provided, or when consumers cannot reasonably
anticipate that a trace will be used for profiling. Consumers are more likely to accept
“helpful” inference when it is tightly connected to a clear benefit (e.g., resolving an issue,
preventing fraud), bounded in scope, and accompanied by meaningful choices (opt-outs,
preference controls). Transparency is of the utmost importance in dark data settings because
the ethical issue is often not the data type itself, but the gap between what is collected and
what consumers believe is collected [150].

Using dark data in consumer behavior analysis is technically demanding. Many
sources are unstructured, high volume and noisy. They require significant effort in data
cleaning, annotation and integration before any modeling can begin [151]. For example,
turning thousands of call-center recordings into a usable dataset involves transcription,
speaker identification, segmentation and domain-specific language handling. Similar
preprocessing is needed for logs from multiple systems that use different identifiers or time
standards. Without careful preparation, models may learn artefacts of data collection rather
than meaningful behavioral patterns [152].

The most difficult issues around dark data are legal and ethical rather than technical. A
lot of the information stored in back-end systems was never collected with the expectation
that it would later feed into marketing models. When firms start joining together service
transcripts, usernames or social media handles, device IDs, approximate locations and
similar traces, the resulting profile can feel very close to surveillance from a consumer
point of view, even if the company can point to a generic consent clause in the terms and
conditions [153,154]. Regulatory frameworks such as the GDPR and related privacy laws
in other jurisdictions put hard constraints on data minimization, purpose limitation and
how long data can be kept [155]. These rules are directly relevant for long-term stockpiles
of dark data that sit outside ordinary reporting processes.

There is also a clear danger of reinforcing existing biases. Contacts with customer
service, formal complaints and written feedback are not distributed evenly across the
population. Some groups are more likely to call or chat, others tend to send detailed emails
or post reviews, while many customers rarely complain at all. If analysts simply treat these
dark-data sources as if they were a balanced mirror of the entire customer base, models can
end up overweighting the preferences and frustrations of more vocal, digitally active or
better-connected segments [156,157]. Social media data suffer from similar skew: they over-
represent certain age groups, lifestyles and communication styles, and under-represent
others who are less active online. As a result, decisions based on these signals alone may
unintentionally prioritize the needs of those who “speak up” the most [158].

Given these concerns, organizations need explicit governance for dark data, not just
ad-hoc technical fixes. A basic starting point is to map which dark data sources exist across
systems, assess their necessity for the purposes at hand, and judge whether using them
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is proportionate to the potential benefits [159]. In some cases, the appropriate decision
may simply be deletion or strict archiving rather than analysis. For data that will be used,
businesses should define clear internal rules on access, acceptable uses, and conditions
for sharing with partners. Privacy-preserving measures—such as aggregation, strong
and regularly reviewed anonymization, tight role-based access controls, and conservative
retention limits—can substantially reduce risk but cannot fully replace human judgment
about what is appropriate [160,161]. When approached carefully, with these safeguards in
place, dark data can complement standard customer analytics and support more responsive
services and products. When exploited without clear boundaries, it can undermine trust,
trigger regulatory scrutiny and damage the organization’s reputation.

7. Discussion and Future Directions
7.1. Synthesis of Main Insights

This review suggests that big data and Al tools now influence consumer behavior
analysis across almost every stage of the marketing process. At the operational level,
systems for personalized recommendations, dynamic and contextual pricing, CRM-driven
targeting, data-informed product development, and automated fraud screening all turn
fine-grained behavioral traces into concrete actions: which offer to display to a given
person, what price or discount to put forward, which customers deserve proactive outreach,
which feature should be adjusted or removed, and which payment attempt should be
challenged or declined. Such decision-support systems do more than increase predictive
accuracy. They reshape the decision environment that consumers encounter by changing
which options are visible or salient, how information is framed on screens and in messages,
and how much uncertainty or perceived risk is involved in interacting with a firm. This
is why the performance of these automated decision tools needs to be evaluated not only
in predictive terms but also in terms of how they affect perceived autonomy, perceived
fairness, and willingness to stay in the relationship.

Synthetic data and dark data extend this picture. Synthetic datasets allow firms and
researchers to build and test models in situations where real data are scarce, sensitive
or fragmented, while still approximating key behavioral patterns. Dark data, in turn,
highlights the large amount of customer-related information that remains unused in many
organizations, from service transcripts and technical logs to sensor streams and legacy CRM
files. Together, these developments broaden the data foundation of consumer analytics
beyond traditional transaction and campaign databases. They also expose new tensions
between analytical ambition, privacy expectations and the practical limits of data quality.

Viewed together, the material in Sections 4-6 suggests a shift from episodic, survey-
based views of consumers toward continuous, trace-based representations, where behavior
is inferred from streams of digital interactions. This shift creates opportunities for more
timely, tailored and context-aware marketing actions, but it also amplifies concerns about
intrusiveness, surveillance and fairness. Future work, both academic and managerial, needs
to address these opportunities and risks jointly rather than treating them as separate topics.

7.2. Implications for Digital Marketing Practice

For practitioners, one implication is that data-driven marketing should be framed as a
design problem, not only as a modeling problem. Personalization, pricing, CRM actions,
product changes and fraud controls all influence how consumers perceive the brand and
how they experience the decision process itself. Firms need governance mechanisms that
connect data science teams with marketing, legal, UX and service design, so that deploy-
ment choices (what to optimize, what to constrain, what to explain to users) are evaluated
together with behavioral evidence, regulatory constraints and long-term relationship goals.
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A second implication concerns the selective use of synthetic and dark data. Synthetic
data can be valuable for prototyping, stress testing and collaboration, but it should not
become a black box that hides the assumptions embedded in the generation process.
Similarly, dark data should be prioritized according to signal value and feasibility, rather
than harvested indiscriminately. Starting from a small number of well-justified sources—
such as complaint text or call-center logs—and linking them to clear improvement projects
(e.g., reducing a specific friction point) is likely to be more effective than broad, unfocused
mining initiatives. Across all these uses, transparency toward consumers about data
practices and safeguards will be critical for sustaining trust.

7.3. Research Implications and Limitations

Methodologically, this article has clear boundaries that follow from its purpose. It
is a narrative, concept-driven review intended to integrate evidence across marketing,
information systems, and computer science, rather than to provide an exhaustive census of
studies. For that reason, it does not follow PRISMA procedures or include a meta-analysis;
sources were selected for topical relevance and conceptual contribution, not through a
protocol-based search with reproducible inclusion/exclusion rules. To mitigate these
constraints, the synthesis prioritizes peer-reviewed sources, triangulates recurring claims
across multiple research streams, and treats contested issues as open problems rather than
settled conclusions. The scope is intentionally centered on digital, data-rich commercial
environments, with limited attention to offline, low-data, or non-commercial contexts (e.g.,
public services and non-profits). In addition, the examples are illustrative and emphasize
well-documented application areas; they are not intended to cover every industry where
big data and Al shape consumer decisions.

From a research perspective, several directions follow from this review. The growing
reliance on behavioral traces and synthetic data calls for new ways of validating models
and theories of consumer behavior. There is a need for studies that combine laboratory or
field experiments with log data, so that psychological constructs such as perceived intru-
siveness, fairness or trust can be linked more tightly to observable click paths, purchases
and service interactions. Work on synthetic consumers and agent-based models could be
used to explore under which conditions certain marketing strategies are likely to produce
unintended distributional effects across segments, or to test how robust personalization
policies are under shifts in context.

The future directions summarized in Table 3 should be read in this light. They highlight
broad trajectories (such as deeper integration of Al and machine learning, increased use
of edge computing, stronger consumer participation, more explicit ethical frameworks
and exploratory work on quantum methods) rather than a complete map of all possible
developments. These themes point to areas where both empirical and conceptual research
can contribute: by examining how Al-enabled decisions are perceived in practice, by
studying the effects of local (edge) analytics on behavior and by clarifying what meaningful
consumer control over data use might look like in different contexts.

Finally, the rapid pace of technological and regulatory change means that any review
of this type is necessarily provisional. New data sources, modeling techniques and legal
constraints will continue to appear. Periodic updates, domain-specific extensions (for
instance, in financial services, healthcare or retail) and cross-country comparisons would
be useful to refine and challenge the conclusions drawn here, and to keep the discussion
aligned with evolving consumer expectations.
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Table 3. Selected future directions in consumer behavior analytics.

Future Direction Short Description

Broader use of advanced models to
personalize decisions and
automate analytics.

Integration of Artificial Intelligence and
Machine Learning

Moving parts of analytics to devices and

Rise of Edge Computing stores for faster, local decisions.

Giving users more control, insight and

Enhanced Consumer Participation benefits from the data they share.

Establishing clear rules for profiling,

Development of Ethical Frameworks targeting and automated interventions.

Quantum Computing and Big Testing quantum methods for complex
Data Analytics optimization and pattern discovery tasks.

8. Conclusions

This article examines how big data and Al technologies are transforming consumer
behavior analysis in digital marketing, and how new data practices are starting to alter the
foundations on which this analysis rests. By focusing on five core application domains—
personalized recommendations, dynamic pricing, customer relationship management,
data-driven product development and fraud detection—this review shows that algorithmic
systems now play a central role in shaping the information, options and constraints that
consumers encounter. These Al-enabled decision tools do not simply predict choices; they
actively participate in constructing the choice environment, influencing what is noticed,
when action is taken and how fair or trustworthy a firm is perceived to be.

The sections on synthetic data and dark data broaden this picture beyond the usual big-
data storyline. Synthetic datasets open up alternative ways to train and evaluate models,
to exchange findings with partners, and to run “what-if” experiments when direct access to
detailed behavioral records is limited or tightly regulated. Dark data, in turn, highlights that
many organizations already hold large amounts of potentially useful consumer information
that never reach their regular dashboards or modeling workflows. Both trends can increase
analytical flexibility and uncover new patterns, but they also raise additional concerns
about how valid the insights really are, how bias might be reinforced, and how privacy
and governance are handled in practice. Ultimately, the usefulness of these data strategies
depends less on how advanced the underlying techniques appear and more on whether
they are tied to clear marketing goals and remain broadly in line with what consumers
could reasonably expect to happen with their data.

For practitioners, this review underscores that data-driven marketing should be ap-
proached as an ongoing design challenge rather than as a one-time technical upgrade.
Personalization policies, pricing algorithms, CRM workflows, product experiments and
fraud controls all have measurable effects on key outcomes, but they also carry less vis-
ible consequences for perceptions of autonomy, intrusion and fairness. Treating these
behavioral aspects as first-order design criteria, and not just as side effects, is essential for
building and maintaining trust in increasingly automated environments. For researchers,
the analysis points to the need for work that connects log-level behavior and synthetic
datasets with established theories of decision-making, trust and technology acceptance,
and that develops stronger validation procedures for models trained on artificial or highly
processed data.

This review itself has limitations. It is narrative and concept-driven, not a PRISMA-
style systematic review or a meta-analysis, and it concentrates on data-rich digital contexts.
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The examples and application areas discussed are illustrative rather than exhaustive. As
technologies, regulations and social norms continue to evolve, periodic reassessment of the
topics covered here will be necessary. Nevertheless, by bringing together applications of big
data and Al with emerging synthetic and dark data practices under a consumer-behavior
lens, this article aims to provide a structured basis for both critical reflection and further
research on how marketing decisions are made in a world of continuous digital traces and
increasingly automated interventions.
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