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ABSTRACT

Relying on an inductive multi-case logic, this study analyses public discourse involving four supply
chain crises in Europe: (i) NotPetya Cyberattack on A.P. Mgller-Maersk of 2017, (ii) the Evonik industrial
accident of 2012, (iii) Cadbury’s Salmonella Scare of 2006 and (iv) Horsemeat Scandal of 2013.
Grounded on contingency theory, the research finds three main operational vulnerabilities (an MSN of
threats) surrounding the investigated cases: Market pressures, Sector dependencies and Network liabil-
ities. The study also identifies four themes of crisis mitigation (4IR measures): (i) intelligence review for
reassessments, (ii) integrated relationships for response, (iii) innovation resilience for recovery and (iv)
integrity rebuilding for reassurance. Driving these mitigation measures is a customer-first mindset and
close customer discussions that strive to restore normalcy, recover operations, and regulate networks.
This research is original in its focus on a ‘supply chain crisis’ paradigm and adds to discourse on com-
petitive and/or restorative capabilities for supply chain management (SCM) in times of crisis.
Theoretically, the research advances a ‘coactive’ SCM strategy for improved SCM performance in times
of crisis, and managerially, the value of the research lies in insights on ‘best practice’ for supply chain
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crisis management and decisiveness for confront and contain supply chain crises.

1. Introduction

Crises plague modern supply chains. Devastating explosions
or accidents at distribution centres, healthcare supply chains
in times of pandemics, food supply chains in times of food
scares, insolvency of supply chain partners and mass product
recalls by suppliers are instances of increasingly recurring cri-
ses within supply chains. While the Oxford Dictionary (2020)
defines a crisis as ‘a time of intense difficulty or danger’, the
Collins Dictionary (2021) defines the term as ‘a time of extreme
trouble or danger’. Both characterizations imply that a crisis
relates to danger (e.g. loss of human life or business insolv-
ency) and is not a conventional disruption or interruption to
normal activities. Thus, a supply chain crisis is a time of intense
difficulty, extreme trouble or danger for and within a supply
chain. Unlike disruptions in supply chains that tend to occur
from time-to-time, crises are low probability and high impact
events that test the resilience of supply chains, institutions and
logistics infrastructure (e.g. seaports and airports) (Notteboom,
Pallis, and Rodrigue 2021; Durugbo and Al-Balushi 2023).
Reflecting on the influence of crises on supply chains
gives rise to topical supply chain management (SCM) issues
for further exploration. For a start, there are research prob-
lems to explain the causes and reasons for past crises to aid
in supply chain preparedness for future crises (Harland 2021).
Typically, the interests lie in unravelling the complexities
(Sawyerr and Harrison 2019) that account for an increase in
risks and for making the supply chain more operationally vul-
nerable (Spieske et al. 2022; Al-Balushi and Durugbo 2023).

Learning lessons on operational vulnerabilities, i.e. the
aspects of operations within supply chains that leave the
network exposed, becomes crucial for SCM of crises. In add-
ition, there are research challenges to analyse the range of
contingencies and strategies surrounding crises and disrup-
tions to the supply chain (Handfield, Graham, and Burns
2020; Moretto and Caniato 2021). Yet, an analysis of the SCM
literature suggests there are limited studies focused on iden-
tifying a parsimonious set of contingency factors and mitiga-
tion measures from lessons learnt on the management of
previous crises within supply chains. This dearth in know-
ledge serves as the motivation for our research study.

Grounded on contingency theory (Chandler 1962; Lawrence
and Lorsch 1967; Thompson 1967; Donaldson 2001), this
research aims to explore operational vulnerabilities as contin-
gency factors of SCM in times of crisis and to identify crisis miti-
gation measures for SCM from comparing previous cases of
crises within supply chains. The research involves a multi-case
study that sheds light on four relatively recent supply chain cri-
ses in Europe: (i) NotPetya Cyberattack on A.P. Maller-Maersk
(NotPetya-M), (i) Evonik plant explosion (Evonik-E), (iii) Cadbury’s
Salmonella Scare (Salmonella-C) and (iv) Horsemeat Scandal
(Horsegate-S).

Supply chain crises cost money and a key industrial chal-
lenge for manufacturers and suppliers is to minimize the
risks of severe socioeconomic consequences from these cri-
ses. For instance, the Rana Plaza accident of 2013 in which a
clothing factory building collapsed, caused the death of 1134
people in Bangladesh, with manufacturers offering millions
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of US dollars in compensation to the injured workers and
families of deceased. More recently, the Suez Canal obstruc-
tion of 2021 in which the Ever Given freighter blocked the
waterway for six days, cost $400 million per hour to global
economy. This situation impacted 30% of global container
trade, with trade volume through the Canal decreasing by as
much as 42% in the aftermath of the crisis (Notteboom,
Haralambides, and Cullinane 2024). Additionally, industry
data suggests that recent supply chain crises and disruptions
are costing firms as much as 45% in loss of profits (McKinsey
Global Institute 2021) and an overall 6 to 10% loss of annual
revenues (The Economist Intelligence Unit 2021). Thus, our
study is important because, according to authors, such as
Faruquee, Paulraj, and Irawan (2023) and Chiarini, Grando,
and Belvedere (2023), it is imperative that manufacturers
gain a deep understanding of the capabilities and
approaches that provide answers to crises. Lessons learnt
from past crises are essential to gaining this understanding
that curbs the costs of crisis response and resilience.
Simultaneously, our research has practical and industrial
importance for suppliers who must find ways to reduce oper-
ational vulnerabilities because supply chain crises have
national security implications. For instance, the joint Supply
Chain Resilience Initiative by Australia, India and Japan, the
Action Plan on Critical Raw Materials by the European Union,
and the Endless Frontier Act (later modified as the CHIPS
and Science Act) by the United States are supplier-targeted
responses by various countries to the supply chain crises
induced by COVID-19, digital advancement and competitive-
ness of countries. Informed largely by lessons learnt and
insights from past crises and potential threats, these initia-
tives target strategic partnerships (Dubey et al. 2024),
sourcing (Andaloussi 2023) and investment (Durugbo and
Al-Balushi 2023) for supply chain diversification and innov-
ation, and access to critical materials.

Using the NotPetya-M, Evonik-E, Salmonella-C and
Horsegate-S cases, this research seeks to advance and con-
tribute to existing SCM theory in two distinct ways. First, the
study provides new critical insights into operational vulner-
abilities as contingency factors that influence SCM in times
of crisis. Second, and with close links to the first contribution,
the research analyses mitigation strategies that determine
efficacy of response and recovery from supply chain crises
with a view to supporting future SCM in times of crisis that
is contingent on various operational vulnerabilities. Overall,
our contributions seek to clarify the tenuous links between
supply chains and crisis, which underpin an area of sharp
focus for SCM literature (Bassett et al. 2021; Fearne et al.
2021), but we also advance a contingency theory for SCM in
times of crisis. Along these lines, an importance and value of
our work for industrial practice is the identification of best
practices learnt from previous crises (Min 2023a). Lessons
learnt have emerged as potent factors for developing crisis
management plans that aid suppliers and manufacturers
cope with unforeseen risks, handle shocks to supply chains,
and continue deliveries to customers (Fearne et al. 2021;
Harland 2021; Kovacs and Sigala 2021; Ye et al. 2022;
Durugbo and Al-Balushi 2023; Vega, Arvidsson, and Saiah

2023; Notteboom, Haralambides, and Cullinane 2024; Zhao
et al. 2024).

In line with existing literature (e.g. Heras-Saizarbitoria,
Boiral, and Arana (2016), Azghandi, Griffin, and Jalali (2018)
and Durugbo and Al-Balushi (2023)), our research distinguishes
between two main crisis-related situations for SCM. The first is
a crisis occurring outside the supply chain, which underpins,
for instance, humanitarian supply chains and the SCM man-
date is for response to regional and global demands and hard-
ships - this is not the focus for our research. Rather, the
interest in this research lies in the second situation, involving a
crisis inside the supply chain and this situation represents the
raison d'étre of SCM for product contaminations, mass recalls,
production interruptions and capacity crises. In so doing, this
research seeks to offer better understanding of contingencies
surrounding crises and disruptions within supply chains and to
advance discourse on SCM in times of crisis. Motivated by the
aim, focus and contributions, this study confronts the follow-
ing questions:

RQ1. What operational vulnerabilities account for and impact
supply chain crises?

RQ2. How do supply chain managers mitigate the effects of
supply chain crises, under the operational vulnerabilities that act
as contingency factors?

Mainly targeting the global community of SCM research-
ers and practitioners, our key message is that operational
vulnerabilities (as contingency factors) aid in understanding
(and moderates) how crisis mitigation contributes to SCM
(performance) in times of crisis.

2. Research background

Traditionally focused on public servants, government agencies
and insurance firms (Hale and Moberg 2005), research con-
cerning times of crisis has over the years gained traction in
SCM and received renewed focus due to the pervasive influen-
ces of relatively recent incidents, such as the financial crisis
and COVID-19 (Durugbo and Al-Balushi 2023). Thus, the supply
chain crisis paradigm connects scholarly research on SCM with
the concerns of operations strategists and logistics managers,
who are seeking to harness decisiveness that is proactive and
reactive (Desoutter and Lavissiere 2018). Measures for pro-
activity seek to avert a crisis while reactivity measures strive to
overcome critical problems created by a crisis which is usually
unpredictable but not always unexpected.

Ontologically, the life of a crisis begins when a disaster,
emergency, standoff or scandal breaks out and disruptions
continues during response and recovery phases that estab-
lish a new normal (Pashapour et al. 2019). The range of
impacts during supply chain crisis relates to death or signifi-
cant injuries, severe distrust and disruption to operations,
intense negative public perception, financial strain and
insolvency, major loss of staff morale and so on (Hale and
Moberg 2005; Li et al. 2012; Ponis and Koronis 2012;
Durugbo and Al-Balushi 2023). Much like crises, supply chain
disruptions are unplanned events and situations that hinder
and disturb normal flow of goods and provision of services



(Spieske et al. 2022). However, a crisis is not attributable to
conventional disruptions due to poor quality or failure of
delivery from supplier, rising commodity prices or other cash
flow issues and internal issues (Hittle and Leonard 2011).
Despite being a natural consequence of entrepreneurial
activity (Wagner, Mizgier, and Papageorgiou 2017), supply
chain disruptions remain substantial threats to companies
due to potential drops in long-run stock price performance
and negative returns on their stock prices compared to
benchmark portfolios (Grotsch, Blome, and Schleper 2013).
Additionally, disruptions have widespread negative effects on
firms in terms of lower performance and reputational dam-
age (Wagner, Mizgier, and Papageorgiou 2017; Pashapour
et al. 2019).

2.1. Supply chains and crisis

According to Natarajarathinam, Capar, and Narayanan (2009),
a supply chain crisis occurs due to an interruption in the
activities of supply chain actor(s) and this interruption results
in a major disruption to the normal flow of goods or serv-
ices. These interruptions incur direct and indirect costs of
response to the crisis, e.g. recall costs for consumer products
amount to $700 billion yearly in the United States (Memon,
Lee, and Mari 2015). Interruptions stem from problems, such
as reduced capital stock (Pashapour et al. 2019) and rapid
surges in logistic activities (Narasimha, Jena, and Majhi 2021).
However, a crisis could stem from perceptions, for instance,
in the case of fuel panics (i.e. panic buying of fuel by drivers)
in the United Kingdom during September 2000 and March
2012 where direct-action protests and political warnings of a
possible future supply chain disruption created public anx-
iety and spikes in fuel demands (Upton and Nuttall 2014).
Similarly, crises may stem from corporate scandals (Kassahun
et al. 2014) or deep tensions with potential standoffs
between supply chain partners (e.g. farmers, food companies
and retailers) (Arcidiacono 2018) without immediate interrup-
tions to the normal flow of goods or services. Due to the
nature of firm-to-firm trade that characterizes supply chains
(Chacha, Kirui, and Wiedemann 2024), there is a high likeli-
hood that a crisis will transmit and amplify socioeconomic
shocks to supply chain partners via cumulative, combinative,
complicating and cascading effects, as suggested in Durugbo
and Al-Balushi (2023).

In the literature, approaches to compartmentalize supply
chain crisis, from an organizational perspective, entail analy-
sing internal or external causes and the far-reaching conse-
quences for focal organizations, supply networks and
external environments (Hermann 1963; Natarajarathinam,
Capar, and Narayanan 2009; Pfohl, Kohler, and Thomas 2010;
Withers, Corley, and Hillman 2012; Heras-Saizarbitoria, Boiral,
and Arana 2016; Azghandi, Griffin, and Jalali 2018). For
instance, socioeconomic shocks due to major external events,
such as the COVID-19 pandemic (Craighead, Ketchen, and
Darby 2020; Ivanov 2022) and the financial crisis (Blome and
Schoenherr 2011; Leeuw et al. 2015), trigger crisis in the sup-
ply chain resulting in extensive disruptions and additional
country- and industry-level spill-over effects and extreme
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demand and supply shifts. These events create severe uncer-
tainties in global demand and disruptions to global supply
chains with imperatives for mitigation steps that involve sup-
ply chain optimization for safety stock, on-time delivery and
digitalization for end-to-end transparency (Ye et al. 2022).
However, for crisis due to internal causes and occurring
inside the supply chain, managers contend with strategic
decisions, such as workforce management, destruction of
supply chain produce, reduction in production capacity and
intensification of containment and sanitary conditions
(Barton 1991; Vo and Thiel 2011; Wojtczuk-Turek, Turek, and
Mitrega 2022). For instance, the 1990 detection of abnormal
traces of benzene in the French-based Perrier's bottled water
led to a recall of 70 million water products, and the 2003
avian influenza (bird flu) crisis in Netherlands resulted in the
putting down of 30 million birds. Another commonly made
distinction in the literature is between natural crises due to
natural disasters like earthquakes or flooding, and man-made
crises due to human actions like terrorist attacks or human
trafficking (Natarajarathinam, Capar, and Narayanan 2009;
Baldini et al. 2012) that pose conundrums for crisis manage-
ment. One approach distinguishes between crisis as befalling
an organization, being manufactured or being escalations
from accidents or disruptions (Curtin, Hayman and Husein
2005). Geographical foci on supply chain crisis suggest a clas-
sification according to single stage (or company), supply
chain and regional scales (Natarajarathinam, Capar, and
Narayanan 2009). There are also risk-based perspectives that
classify supply chain crises according to crisis event predict-
ability, severity and cascading effects (Baldini et al. 2012).

Due to the complex characteristics of systems (e.g. health-
care and food systems) supported by supply chains, crises
often pose complex, wicked and ill-defined problems (Do
et al. 2021). In non-normal situations induced by crises, per-
formance effectiveness is no longer merely a function of cap-
ability, rather the effective deployment of capabilities
warrant creativity, flexibility and pragmatism to navigate the
of inherent tensions of the crises (Harland 2021). Despite
negative implications of crisis, an analysis of literature sug-
gests the occurrence of a crisis hastens the re-examination of
ineffective business models by firms (Panwar, Vlosky, and
Hansen 2012) and prompts waves of organizational and sup-
ply chain upgrades, rebranding, reconfigurations and restruc-
turing for more agile and resilient production networks (Sass
and Szalavetz 2013; Vega, Arvidsson, and Saiah 2023;
Notteboom, Haralambides, and Cullinane 2024). Crises also
create windows of opportunity for non-distressed firms to
outperform their distressed counterparts (Liu 2013), for inter-
nationalization ventures by non-distressed domestic firms
(Domanski et al. 2013), and for growth opportunity of non-
distressed firms to solve crisis-induced problems, such as tel-
ecommunications services for stay-at-home workers (Overby
et al. 2004).

2.2. Supply chain management in times of crisis

Operational vulnerabilities circumscribe SCM in times of cri-
sis, and have been long considered a major problem for the
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management of production systems (Asbjornslett 1999).
Vulnerability, for a supply chain, means ‘an exposure to ser-
ious disturbance, arising from risks within the supply chain
as well as risks external to the supply chain’ (Christopher and
Peck 2004; p. 3), and at least two important phenomena
account for vulnerability and susceptibility to crises in mod-
ern supply chains. First, globalization that connects different
sectors to global markets is a megatrend with ‘tele-con-
nected vulnerability’, i.e. vulnerability of sectors to processes
occurring at multiple spatial and temporal scales (Bassett
et al. 2021). Due to global connections, there is a lengthen-
ing and stretching of supply chains that quickly turns faults
and disruptions into a crisis (Blome and Schoenherr 2011;
Hittle and Leonard 2011). Longer supply chains render sup-
ply chain partners more vulnerable (Levine 2012) and
exposed to risks particularly in regard to critical materials
(Sprecher et al. 2017) and potential problems in production
capacity, product quality or supply variability (Poberschnigg,
Pimenta, and Hilletofth 2020). There are also greater poten-
tials for volatility and complexity that increase the fragility of
supply chains (Johnson, Elliott, and Drake 2013). Thus, glo-
balization is often cited by SCM scholars as accounting for
operational vulnerabilities that magnify the severities and
shocks of disease outbreaks (Overby et al. 2004; Tan and
Enderwick 2006), financial crisis (Panwar, Vlosky, and Hansen
2012; Wang et al. 2018), food safety crisis (Manning 2007,
Leeuw et al. 2015) and capacity crisis (Dibben et al. 2020).

Second, digitalization produces contradictory effects on
supply chains because on the one hand digital inclusion
improves agility (Dubey et al. 2024) and reduces the oper-
ational vulnerability of supply chain actors, such as small-
holder farmers (Quayson, Bai, and Osei 2020), but on the
other hand, digitalization especially through increasing inter-
net use in society also fuels illegal international supply
chains, procurement and counterfeit practices (Mackey and
Liang 2011; Fischbacher-Smith and Smith 2015). Due to these
effects, SCM scholars note unique challenges of public organ-
izations as laggards in information technology (IT) use (Li
et al. 2017) potentially creating integration challenges in
times of crisis. On the whole, vulnerabilities due to both glo-
balization and digitalization magnifies the effects of a crisis
or disruption through snowballing (Sprecher et al. 2017) and
weakest link (Levine 2012) effects that cascade the interrup-
tion or break from a ‘troubled’ more fragile origin and unrav-
els the whole network.

Viewed from a digitalization and globalization perspective,
some of the most critical problems of SCM in times of crisis
relate to technology, trust, transactions and transportation.
Technology problems stem from the pervasive impact of
digitalization and IT use in business operations and the
emergence of cyber supply chains that link supply chains via
virtual networks (Boyson 2014), heightening prospects for
cyberattacks (Boyes 2015) and requiring careful considera-
tions and caution when applying high-risk technologies
(Boin, Kofman-Bos, and Overdijk 2004). Trust problems are
relational and reputational in nature with origins that lie in
imbalanced relationships between producers and distributors
(Arcidiacono 2018; Chammem et al. 2018), product safety

incidents that trigger loss of confidence in brands and cor-
rode trust in supply chains (Gao et al. 2012), and partner
incompetence to fulfil contracts and collaborate with other
partners (Li et al. 2012). Transaction problems concern under-
standing various network structures, embedded actors and
agents and echelons for direct and indirect trade connec-
tions (Pinior et al. 2012). This understanding ensures better
distribution of liability among agents (Banterle and Stranieri
2008) and supports the complexity of interactions that create
vulnerabilities (Barnes and Oloruntoba 2005). Transportation
problems relate to optimal movement mechanisms to facili-
tate resource flow and demand fulfilment, particularly inter-
national shipment (e.g. containers containing materials and
products to consignees) from warehouses by rail or road,
and port-to-port via ships or air transport (Meyer-Larsen
et al. 2012). Here, the concern is for transportation disruption
due to a range of issues concerning the well-being of truck
drivers (Boyce 2016), vehicle fuel distribution (Upton and
Nuttall 2014) and global logistics systems that integrate
transport, handling, and storage (Mazzarino 2012; von der
Gracht and Darkow 2013). Other issues entail the transport
capacity planning, safety stocks, cargo volumes and security
demands due to sea piracy (Urciuoli et al. 2014), shipping
conditions (Benson 2011), maritime trading systems (Barnes
and Oloruntoba 2005) and shipyard activity within maritime
cluster (Koilo and Grytten 2019). In relation to these prob-
lems, SCM researchers note that the cross-border and tight
interdependencies between actors of domestic and inter-
national networks (Merz, Hiete, and Bertsch 2009; Pinior et al.
2012; Burns and Marx 2014) increase the susceptibility and
vulnerabilities of supply chains to transmit, cascade or ripple
the impact of crisis events and situations to far-off supply
chain links.

Typical SCM responses to problems and risks of disrup-
tions and crises include reactive (damage reduction for
speedy recovery) and proactive (preventative approaches)
(Kleindorfer et al. 2003; Elluru et al. 2019; Al-Balushi and
Durugbo 2023) with researchers arguing for more proactive-
ness at organizational, inter-organizational and managerial
levels (Buttermann, Germain, and lyer 2008; Grotsch, Blome,
and Schleper 2013). Here, the interest is in preparedness and
prevention (Roshan, Tavakkoli-Moghaddam, and Rahimi
2019) that entail cultivating proactive management attitudes
(Desoutter and Lavissiere 2018) and averting potential paraly-
sis in decision making (Rosenthal, Boin, and Comfort 2001).
Contemporary research further emphasizes relationship
dynamics for SCM in times of crisis with spotlights on shock-
induced trading relationships typified by craftmanship-
induced buyer dependence and market-position-induced
supplier dependence (Karaosman, Marshall, and Villena 2023;
Chacha, Kirui, and Wiedemann 2024). There are also SCM
measures that shift supply chains via re-shoring, near-
shoring, shipping alliance arrangements and chassis legacy
contracts (Kent and Haralambides 2022). In this context, crisis
simulations offer mechanisms for educating and bridging
gaps between theory and practice (Boin, Kofman-Bos, and
Overdijk 2004) and for studying disparities in management
strategies (Chong et al. 2014). For instance, the development



of slack capacity that provides resiliency (Kent and
Haralambides 2022) needs to be balanced with optimized
capacity that guarantees safety stock levels and on-time
delivery (Ye et al. 2022).

Importantly, suppliers are aware that that there is no one-
size-fits-all supply chain strategy, accentuating the role of
trade-offs for achieving operational objectives and such
trade-offs may change in times of crisis (von Falkenhausen,
Fleischmann, and Bode 2019; Siebert, Brandenburg, and
Siebert 2020; AlMalki and Durugbo 2023). For instance, there
are SCM challenges for trade-offs in the amount of product
and process traceability that aids securitization, regionaliza-
tion and centralization of supply chain structures during cri-
ses like disease outbreaks, food scares or product
contaminations (Lu et al. 2019; Durugbo et al. 2022; Razak,
Hendry, and Stevenson 2023; Vega, Arvidsson, and Saiah
2023). Additionally, global crises shed the spotlight on the
status of supply chains because these crises make material
dependencies more apparent and raise political and societal
debate on dealing with the crises (Dewick, Hofstetter, and
Schroeder 2021). Efficacy of supply chains becomes para-
mount as firms consider evolutions or revolutions in practice
by industry sectors and institutions. Accordingly, SCM litera-
ture suggests growing interests in ‘best practice’ (Li et al.
2017) studies of supply chain crisis with attention varying
according to foresight-based procurement (Allal-Chérif and
Maira 2011), holistic risk management (Blome and
Schoenherr 2011), resource and partner reconfiguration
(Chang and Lin 2019; Vega, Arvidsson, and Saiah 2023) and
compatibility of human resources (Dibben et al. 2020). These
studies represent efforts to consolidate the competitive and/
or restorative capabilities of SCM in times of crisis (Durugbo
et al. 2022). In support of these efforts, this research advan-
ces current discourse with specific insights on contingencies
from recent cases of supply chain crises.

2.3. Industrial challenges and relevance of supply chain
crises

Industrial systems are increasingly complex due to varied
work-life activities (Bai, Sarkis, and Xue 2024) and the fragil-
ities and vulnerabilities of modern supply networks (Durugbo
and Al-Balushi 2023). From earlier spotlights on the efficacy,
i.e. efficiency and effectiveness, of production systems that
create industrial products (Asbjornslett 1999), the frontiers of
industrial systems have expanded to encompass collabora-
tive networks and intelligence for global outsourcing, digital
transformation, smart manufacturing, innovativeness and
environmental friendliness (Durugbo 2016; Karaosman,
Marshall, and Villena 2023; Min 2023a, 2023b; Andaloussi
2023; Dubey et al. 2024).

During times of supply chain crises, the resilience of
industrial systems is particularly crucial because the eco-
nomic distress of a major manufacturing firm could cascade
to suppliers with significant loss in revenue and supplier
insolvencies (Karaosman, Marshall, and Villena 2023) as well
as trigger severe shortages of consumer products, essential
resources and skilled labour (Durugbo and Al-Balushi 2023).
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For these times, there is an urgent manufacturing need to
deliver immediate short-term solutions for response and
relief to those affected by the crisis or dealing with the crisis
effects (Primo et al. 2021; Durugbo and Al-Balushi 2023).
Crucially, industrial strategists require knowledge of oper-
ational vulnerabilities surrounding the crises to devise add-
itional health and safety measures for industrial workers and
to understand the incurred costs and time for safeguarding
resources (Zhao et al. 2024). Furthermore, as the crisis
evolves, suppliers and other industry experts must ponder
and decide on the sustained use of short-term ‘fire-fighting’
adaptive steps or the implementation of long-term ‘problem
solving’ structural adjustments (Notteboom, Haralambides,
and Cullinane 2024).

Ensuring industrial systems and supply chains return to
normalcy when perturbed by crises or disruptions remains a
major industrial concern. In this regard, past research encour-
ages supply chain managers to employ situational under-
standing for decisiveness during crisis response and recovery
with emphasis on cultural value orientations (Zhao et al.
2024). Unlike more mature generative cultures for crisis man-
agement that perform periodic drills based on simulated cri-
sis situations, a proactive culture documents and maintains
current policies and plans for managing crises based on les-
sons learnt from previous crises (Min 2023a). Previous studies
also serve as a warning for managers of lower-tier suppliers
on the need for crisis mitigation approaches because some
firms in times of crisis tend to be exploitative and driven by
self-interests, leaving suppliers vulnerable and/or in signifi-
cant financial distress (Karaosman, Marshall, and Villena
2023). Insights from lessons learnt may warrant fundamental
rethinks of SCM premised on the management of emergent
or underlying industrial risks (Durugbo et al. 2020; Dubey
et al. 2024). In the quest for agility, visibility and resilience,
lessons learnt from past crises enrich current debates con-
cerning top-down vs. bottom-up (Primo et al. 2021), pro-
active vs reactive, globalization vs. localization (or
regionalization) and inshoring vs. offshoring SCM strategies
(Elluru et al. 2019; Dewick, Hofstetter, and Schroeder 2021;
Kent and Haralambides 2022).

2.4. Conceptual framework: a contingency perspective

Contingency theory (Chandler 1962; Lawrence and Lorsch
1967; Thompson 1967; Donaldson 2001) informs this study
due to our fact-finding interest in the contingency (i.e. situ-
ational and contextual) factors that influence the link
between crisis mitigation and the performance of SCM in
times of crisis. In literature, SCM repertoires for crisis mitiga-
tion vary with interests in insurance, inventory, sourcing,
rerouting, demand management and contingency stocks as
tactics for mitigating disruptions (Tomlin 2006; VanVactor
2011; Karaosman, Marshall, and Villena 2023; Andaloussi
2023). Multidisciplinary teams and taskforces deliver timely
responses that mitigate the situation (Fearne et al. 2021),
and there are examinations of crisis mitigations in the form
of buffering and bridging (Al-Balushi and Durugbo 2020;
Spieske et al. 2022; Min 2023b), and borrowing/lending
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materials from organizations within the same sector (Kovacs
and Sigala 2021).

Contingency theory postulates that ‘organizational effect-
iveness results from fitting characteristics of the organization,
such as its structure, to contingencies that reflect the situ-
ation of the organization’ (Donaldson 2001; p. 1). Thus, the
premise of the theory is that there is no transcendent way of
functioning because different environments offer different
antecedents. Instead, the performance of organizational func-
tions and activities depends on organizational-related con-
textual factors, such as individuals, processes, time and
strategies. Another core argument of contingency
approaches is that ‘the effect of one variable on another
depends upon some third variable’ (Donaldson 2001; p. 6)
with multiple pathways for explaining organizational view-
points (Csaszar and Ostler 2020). This third variable in essen-
tially a moderator with varied focus in research studies, and
in the case of this study, operational vulnerabilities.

Based on contingency theory, the expectation is that crisis
mitigation ‘fits’ with operational vulnerability, as shown by
Figure 1. According to Wagner and Bode (2006), this vulner-
ability grows and spreads in a supply chain with increased
customer and supplier dependence, supplier concentration,
single and global sourcing. Literature notes vulnerabilities of
supply chains in terms of lack of infrastructure development
of developing economies (Harpring et al. 2021), past supplier
insolvencies (Grotsch, Blome, and Schleper 2013) and lack of
inventory visibility (Harland et al. 2021). Broadly, there are
suggestions that recent emphasis on Just-In-Time (JIT) phil-
osophy magnifies the vulnerability of supply chains because
JIT processes under normal situations leave minimal room
for error (Farahani, Shavandi, and Rahmani 2017) and there
have been spotlights on how some companies exert their
dominance, i.e. dependence and power, within the supply
chain, focusing on self-interest and rendering lower-tier sup-
pliers financially vulnerable (Karaosman, Marshall, and Villena
2023). Similarly, heavy reliance on low-cost countries for
sourcing needs (Min and Kim 2011) and risk dependencies
within supply networks (Al-Balushi and Durugbo 2020, 2023),
add to the vulnerability of supply chains.

Although previously limited in SCM literature (Buttermann,
Germain, and lyer 2008), contingency theory continues to gar-
ner interest and acceptance among SCM researchers (e.g. Cao
et al. (2015); von Falkenhausen, Fleischmann, and Bode (2019)
and Romero-Silva, Santos, and Hurtado-Hernandez (2024) as
an avenue for connecting SCM strategies to performance with
particular interest in internal and external fit between SCM
strategies, environment and practices (Prajogo, Mena, and Nair

Operational
vulnerabilities

Supply chain
management in
times of crisis

Crisis
mitigation

Figure 1. Preliminary contingency-based framing for case study.

2018). Related SCM studies posit on contingencies such as
past supplier insolvencies that explain supply chain risk man-
agement proactiveness (Grotsch, Blome, and Schleper 2013),
environmental uncertainties and unpredictability that account
for integration (Buttermann, Germain, and lyer 2008; Wong,
Boon-Itt, and Wong 2011) and supply chain finance on social
and environmental performance during crisis (Moretto and
Caniato 2021). In these contexts, there are distinctions made
between the effects of internal and external groups of contin-
gency outcomes and variables, where operational factors
mainly account for the internal contingencies, while environ-
mental factors predominantly constitute the external contin-
gencies Using novel arguments on management-
performance links, SCM researchers examine the strengthen-
ing of these links under high internal and external
contingencies.

In line with Wagner and Bode (2006), this study posits
that vulnerability is a contingency factor for certain supply
chain characteristics (i.e. SCM in times of crisis) and that crisis
mitigation (as well as incurred losses) by supply chain part-
ners stem from this vulnerability to a particular supply chain
crisis. Specific focus for this study is on the operational vul-
nerability, arising within the supply chain (Christopher and
Peck 2004) and the crisis, also within the supply chain
(Natarajarathinam, Capar, and Narayanan 2009; Hittle and
Leonard 2011). The next section outlines the methodology
for the research regarding the rationale for the case study,
adopted methods and research philosophy.

3. Research methodology

Grounded on contingency theory (Chandler 1962; Lawrence
and Lorsch 1967; Thompson 1967; Donaldson 2001), this
research applies an inductive, qualitative multi-case approach
to explore operational vulnerabilities and crisis mitigation
within European supply chains. The multi-case logic serves as
the focus because it enables in-depth understanding of an
examined phenomenon and how it has evolved (Eisenhardt
and Graebner 2007; Yin 2013, 2017). Compared to quantita-
tive approaches, such as surveys and experiments, interviews
aid in garnering data from information-rich cases and
uniquely confront the ‘how’ and ‘what’ of SCM in times of
crisis posed by RQ1 and RQ2. Furthermore, the inductive
stance (Denzin 2007) supports the use of observations for
contexts (i.e. operational vulnerabilities and crisis mitigation)
and initial framings for research (i.e. Figure 1) as starting
points for alternating between collecting data and building
theory.

Additionally, the research follows an interpretivist epis-
temology (Walsham 1993), which sheds light on the lan-
guages used and meanings within investigated case. Focus
on interpretivism is pivotal to this research study due to use
and analysis of qualitative data. Considering the overall
approach, we defined our unit of reference as operational
vulnerabilities and crisis mitigation for supply chains, and our
unit of analysis as European supply chains. The next subsec-
tions describe the case study domain and how data were
captured and analysed.



3.1. Case selection and rationale

Four crises within European supply chains provide the case
studies: the NotPetya cyberattack (2017) on the Danish ship-
ping firm Maersk, the Evonik industrial accident (2012) in
Germany, Cadbury’s Salmonella Scare (2006) in the United
Kingdom and the Horsemeat Scandal (2013) in most of
Europe with original detection in Ireland. The selected num-
ber of cases is amidst the accepted case study range that
falls between two and fifteen (Perry 1998). The rationale for
these cases is 2-fold.

First, all cases, in line with the aim and focus of this research,
are instances of crisis inside the supply chain. The cases relate to
danger and damages specific to the supply chain and exclude
multi-faceted crises, such as pandemics, political turmoil or
financial crises where the origins tend to be outside the supply
chain and the impacts are varied. Additionally, the selection of
cases seeks varied contexts to shed light on commonalities in
operational vulnerabilities for supply chains and to offer exten-
sive and deep insights on crises within supply chains as part of
conducting case study research (Yin 2017). Two cases
(Salmonella-C and Horsemeat) relate to a food scare and scandal
associated with widespread product contamination while the
other two cases (NotPetya-M and Evonik-E) pertain to an indus-
trial accident and cyberattack that created severe production
interruptions. Generally, the cases are due to two main sources:

i. bad actors - internal (Horsegate) and external (NotPetya)
to the supply chain and

ii. industrial incidents - due to a major fire from a plant
explosion (Evonik-E) and a leaking pipe (Salmonella)
which accounted for severe disruptions to the supply
chain.

The cases also offer samples of business-to-business (B2B)
(NotPetya-M and Evonik-E) and business-to-consumer (B2C)
(Salmonella-C, and Horsegate) supply networks, where the B2B
instances provide services that facilitate logistics and the B2C
instances deliver consumer food products. Although varied in
context, duration, and setting, a unifying theme for the cases
is that the crisis occurred within and affected the supply chain.

Second, the cases are relatively recent and high-profile
European cases with influences and implications on global
value chains, which increases the prospect of public dis-
course, but more importantly, these crises, are now over.
European supply chains evolve depending on the contextual
and situational factors of their industries and this evolution
characteristically depends on digitalization (Pessot et al.
2021). Involvement in global networks remains a hallmark of
European supply chains, as evident by the operations of the
firms of the selected cases. Cadbury operates in 60 countries,
Maersk operates worldwide, Evonik has operations in 100
countries, while the major European retailers, impacted by
Horsegate, such as Aldi, Dunnes Stores, Iceland, Lidl and
Tesco, own stores, and facilities, across the globe. Rather
than drawing inferences about some larger population, this
study seeks analytic generalization wherein the extracted
ideas from case studies’ findings can be applied to newer sit-
uations other than the cases in the original study (Yin 2013).
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3.2. Case data and sourcing

Data for this research study originates from public discourse
and intends to capture web available information on the
selected cases and to transform the information into know-
ledge with practical lessons that advance SCM scholarship.
Recent SCM studies present prospects of public discourse for
investigating crisis in supply chains (e.g. Bapuji and Beamish
(2019) and Mammadova, Behagel, and Masiero (2020)), and
this study adds to SCM scholarship through focusing on SCM
in times of crisis, from a contingency perspective. As second-
ary sources of data (Stewart and Kamins 1993), public dis-
course are speeches, publications and other statements
made in pursuit of the public good (Sellers 2003).

Similar to Thompson and Anderson (2021), this research
uses data from contemporaneous newspaper, professional
and technical reports. Using the search engines of Google,
Bing and Yahoo!, the process of identifying web sources
involved searches using the cases, with Boolean operators
where appropriate, as search strings, i.e.: (i) ‘Cadbury’ AND
‘Salmonella’, (ii) ‘Evonik’ AND (‘fire’ OR ‘explosion’ OR
‘accident’), (iii) Horsegate and (iv) ‘NotPetya’” AND ‘Maersk'.

For the sourcing, we input the search strings in the search
bars of each search engine, observing significant duplication
of sources in the returned results across the different search
engines. The searches were conducted initially between April
and July 2020 during the initial stages of this research to
establish timelines and strengthen motivation. A subsequent
search during April, June and December 2022 aids in identi-
fying and gathering sources. Initial results from the search
engines are as follows:

i. ‘Cadbury’ AND ‘Salmonella’ — Google (58,300 results),
Bing (80,700 results) and Yahoo! (495,000 results),

ii. ‘Evonik’ AND (fire’ OR ‘explosion’ OR ‘accident’) -
Google (324,000 results), Bing (35,800 results) and
Yahoo! (12,900 results),

iii. ‘Horsegate’ - Google (134,000 results), Bing (21,900
results) and Yahoo! (21,700 results) and

iv. ‘NotPetya’ AND ‘Maersk’ — Google (91,100 results), Bing
(75,000 results) and Yahoo! (193,000 results).

Focusing on the top 100 results, from each search engine,
we then skimmed and scanned successive links for relevance
and data saturation. Using main and news web sources from
these search engines, this study collected a range of policy
statements, annual reports, magazines, newspaper reports,
press releases/reports and web pages. Due to the need for a
balance in the cross-case analysis and data saturation, we
decided to identify and include 20-25 sources from the over-
all search for each case. Appendix | presents the range of
sources that provide the public discourse for this study.

3.3. Data analysis, reliability and validity

For the analysis, the study relies on the thematic analysis
approach, which guides researchers in ‘identifying, analysing,
and reporting patterns (themes) within data’ (Braun and
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Clarke 2006; p. 79). This is consistent with Miles and
Huberman (1994) framework that has three consecutive
tasks: data reduction, data display and conclusion drawing.
Incorporating thematic analysis offers advantages, such as (i)
allowing condensed data into a concise description; (ii)
underlining similarities and differences among datasets; (iii)
generating unpredicted acumens and unanticipated penetra-
tions (Braun and Clarke 2006); and (iv) delivering a simple
method that does not need theoretical details and technical
knowledge (Javadi and Zarea 2016). ATLAS.ti software for
qualitative data analysis (Friese 2014) offers support for man-
aging the transcription process of generating thematic
grouping and coding functionalities. The research also
adopts the widely-accepted six-stage thematic analysis pro-
cess (Braun and Clarke 2006) involving data familiarization,
initial code generations, identification of potential themes,
review of theme, definition of themes and report production.

Following Thomas (2006), analysis started with careful
reading of the collected public data as part of data screening
and synthesis, followed by summarizing raw textual data to
derive concepts, categories and common themes for devel-
oping a framework through elucidations and commentaries
that emerge from the raw data during the coding process. In
line with the initial framing of Figure 1, and motivated by
contingency theory, the investigation involved case-by-case
(or within-case) analysis of operational vulnerabilities, as con-
tingency factors, as well as crisis mitigation measures that
account for SCM of the crisis. This phase allowed fair treat-
ment of the evidence to produce inductive analytic conclu-
sions (Yin 2017). Converting html files into pdf files aids in
importing the web sources into a created ATLAS.ti project
(.atlproj22 file). Overall, the collected data for the case study
involves 90 documents (21 for NotPetya-M, 24 for Evonik-E,
22 for Salmonella-C and 23 for Horsegate-S), as detailed in
Appendix I, which contain 89,007 words. Importing the docu-
ments paved the way for subsequent steps: (i) to tag quotes
and associate each highlighted quote with a concept of
interest/importance — termed ‘codes’ in ATLAS.ti, and (ii) to
create code and document groups for generating themes as
key findings. The ‘memos’ feature of ATLAS.ti additionally
aids in keeping track of changes while network diagrams
provide visualizations of the relationships between ‘nodes’,
i.e. codes, quotations and documents. Implementing the
stages of the thematic analysis produced 91 initial codes: 29
on operational vulnerabilities and 62 on crisis mitigation, as
shown by the network diagrams of Figures 2 and 3.

Intercoder-reliability using percentage agreement is 96.8%
(91/94), and results in dropping three codes beforehand
because these codes relate to situations or events in the
cases (i.e. (i) Lagos power cut as a source of fortune, (ii) dam-
aging impact of the crisis, and (iii) more ‘unknowns’ than
‘knows’). Aggregating the related codes to identify potential
themes generated 16 subthemes (7 sources of vulnerabilities
and 9 focuses for mitigation), and further review and refine-
ment produced 7 main themes (3 on operational vulnerabil-
ities and 4 on crisis mitigation) for the reporting stage.

Given that validity in qualitative study is related to the
interpretation of themes that arise from the data (Tharenou,

Donohue, and Cooper 2007), both researchers for this study
independently reviewed the documents comprising the
developed themes, and five independent researchers
assessed the developed themes. Similar to Thompson and
Anderson (2021), this study achieves internal validity through
gathering data from multiple sources (e.g. audit committee
leadership summit viewpoints, BBC news webpages and
Maersk newsletters) and multiple data types (e.g. text, tran-
scripts from interviews in the newspapers and charts in
reports). Additionally, the varied perspectives and accounts
from varied geographical regions, i.e. different European
countries, aid triangulation of information. Furthermore, the
use of different globally available main and news web sour-
ces seeks to improve the external validity of the research.

4. Research findings

This section presents two sets of findings. First, we describe
the findings on the operational vulnerabilities associated with
the crisis. These vulnerabilities pose SCM challenges in the
lead up to crises and during the response and recovery
phases. Second, we outline the results from analysing themes
on crisis mitigation measures for SCM performance within the
investigated cases. Table 1 offers a within-case analysis on the
profiles, triggers and impacts of the case crises, while the next
subsections detail the findings on operational vulnerabilities
and crisis mitigation, based on the cross-case analysis.

4.1. Operational vulnerabilities for a supply chain crisis

Initial analysis of operational vulnerabilities surrounding the cri-
sis in the investigated cases, identifies three main themes (i.e. an
MSN of threats): Market pressures, Sector dependencies and
Network liabilities. Table 2 summaries the main sources, chal-
lenges for SCM and related cases associated with the different
vulnerabilities. The next subsections elaborate on each theme.

4.1.1. Market pressures

From the analysis, market pressures provide the first theme on
operational vulnerabilities. Triggered by market forces, these
susceptibilities originate from chronic demands to cut operating
costs and from persistent price wars. Such pressures place exist-
ing supply chain partners in on-going and precarious decision-
making situations that affect the sustained competitiveness and
continued survival of these partners (independently and as part
of the value chain). For instance, commenting on the causes of
Horsegate-S, Professor ManMohin Sodhi, of the University of
London, observes that:

‘First is the focus on low cost, leaving very little ‘meat on the
bones’ for any supplier. The supermarket competing on price
looks for low-cost suppliers if it has to make money, which in
turn look for even lower cost suppliers if they are to make
money and so on'.

Similarly, Professor Chris Elliott, of Queen’s University, who
led the independent inquiry into Horsegate-S, noted that:

‘Recent reports in the media show the emergence of a new price
war between some major retailers, and suppliers are already
under pressure to further reduce prices'.
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Figure 2. Network diagram on operational vulnerabilities (grey boxes show main themes, other coloured boxes show derived codes/subthemes based on interview
excerpts, arrows show the linkages and clear boxes with numbering are some illustrative quotes).

Regarding the Salmonella-C case, Recorder James Guthrie
QC, presiding in the Birmingham Crown Court during the
Cadbury trial for the food scare, stated that:

‘They then changed it to (allow) what they believed to be an
allowable tolerance level. They (Cadbury) sought to save money
from wastage by allowing a tolerance for salmonella in their food
... The avoidance of wastage and the accompanying benefit of
reducing costs which accompanied the new system was no
doubt welcome and contributed to the lack of scrutiny (which
resulted in contamination), which the change ought to have
received'.

Market pressures cause firms to create tight supply chains
and to run on JIT schedules, which ensure cleanness and
leanness of production plants, but as evident by excerpts on
the Evonik-E case,

‘All it takes is for one of those parts to be missing and an
entire production line can be shut down (this tightness)
Makes production susceptible to disruption when something
goes awry’ (Huffington Post).

‘So tight is the global car industry’s supply chain that one break
in a small link threatens the lot’ (BBC news).

4.1.2. Sector dependencies

Sector dependencies offer the next theme on operational
vulnerability. The analysis identifies two main sectoral
dependences that expose the supply chain to major loses in
times of crisis: partner interdependence and resource
overdependence.

Partner interdependence, the first source of dependence
exposure, means the complex network of interdependent
partners that enables a supply chain to deliver goods and
services. For the Evonik-E case, which relates to the global
automotive supply chain, the Huffington Post observes that:

This incident (i.e, the Evonik industrial accident) exposes
vulnerabilities in the world’s most complex supply chain,
whereby 3,000 individual parts go into each car or truck
made. Each component contains hundreds of other pieces
supplied by multiple other companies - such as the rubberized
portion of a windshield wiper, the hard metal parts of that wiper
or the electronics used for a wiper to move'.

Related interdependencies exist for the regional food sup-
ply chain surrounding the Horsegate-S cases, as reported by
National Geographic, i.e.
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‘There are around 450 points at which the integrity of the ‘The fat in chocolate actually preserves the salmonella from the
[supply] chain can break down’. normal intestinal defences, so you don't have to eat very many
salmonellas to get infected ... It's about a thousand times less

Despite the growing farm-to-table trend and ascendant than if you're eating it from traditional sources like meats'.

“locavore” mentality, the fact is that much of the way we get our Consequently, quality control measures vary, as suggested
food these days remains woefully convoluted". by Nick Lowe, team leader of the Birmingham City Council,

investigating the outbreak:
Distinctively, within the food industry, there are different
‘They (Cadbury) were using a statistical method that relies on an

sectoral requirements due to varying characteristics of food 4 , )

X R K even spread of the contaminant but that's not the way it works.
products. Prof Hugh Pennington at the University of Chocolate is not homogeneous. You could have salmonella in
Aberdeen University, in a BBC interview, on the causes of the three bars and none in several thousand. You can’t measure the
Salmonella outbreak, observed that risk by averaging out the infection across all the bars'.



Table 1. Overview and within-case analysis of the supply chain crisis cases.
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Case

Overview

Synopsis of the crisis

Trigger

Impact

NotPetya cyberattack on
Maersk (2017)

Horsemeat scandal across
Europe (2013)

Evonik industrial accident in

Germany (2012)

Maersk is a Danish-based
global shipping and
logistics company
responsible for 76 ports
worldwide, and manages
around 900 ships, 4
million containers, 1000
warehouses and a
seaborne freight that
transports about 15% of
global trade by containers.
NotPetya is a file-
scrambling software
targeting Microsoft
Windows PCs, impacted
businesses in Ukraine and
spread to 60 countries

The Irish Food Safety
Authority found horse
DNA in 1/3 of frozen beef
burgers sold by Irish and
British retailers.
Subsequent investigations
reveal beef contamination
in 13 other European
countries with traces of
horse DNA in meat
imported from outside the
EU. Although considered a
global issue, response
called for EU-wide
solutions that started with
widespread recalls.

Evonik is German based
company known as a
leader in specialty
chemicals and is active in
more than 100 countries.
It's one of the leading
suppliers that covers
50% of cyclododecatriene
- CDT - chemical's supply
particularly for automotive
industry worldwide to
produce PA12 for brakes
and fuel system in cars.
The fire caused a shortage
in the supply of CDT that
had global impact and
slow-down in the
production of cars. As a
solution, car producers
had to save the material
in inventory until
alternative solutions were
found.

Severe suspension of
production affecting
suppliers and customers.

Nature of crisis: Abruptly —
malicious cyberattack

Industry sector: Logistics/
transport industry

Widespread product-related
contamination caused by
upstream suppliers

Nature of crisis: Gradually —
detected equine-
contaminated beef burgers

Industry sector: Food industry

Severe process-related
shortages due to
accidental explosion at
plant

Nature of crisis: Abruptly —
Fire caused closure of the
chemical plant

Industry sector: Transport
industry

Main triggering incident was
the NotPetya Malware
infecting parts of the
organisation and disabling
systems in Maersk's
container business.
Stimulating and
exaggerating factors were:

e Complex logistics supply

chain

e Interdependent and

interconnected industry

e Data centric and

technology dependent

e Over-trusting partners’

security practices and
confidence in
technologies’ securities

Main triggering incident was
deliberate act of beef
product contamination
with horsemeat.
Stimulating and
exaggerating factors were:
Complex supply chains,
lack of upstream visibility
e Over-trusting suppliers,
and over-reliant on
paperwork
e Lack of retailers’ direct
influence over
suppliersEU single market
accelerated the spread

Main triggering incident was
the sudden fire in the
Marl, Germany plant that
led to drop in supply of
cyclododecatriene and
production of PA12.
Stimulating and
exaggerating factors were:

e Limited number of

suppliers for the chemical
e Automotive industry was
already affected by
Tsunami in Japan

e Just-in-time approach
was applied for the PA12
material that led to lack
of safety stockNo
alternatives were
available in the market

Disruption mainly impacted
global logistics

On Maersk — Direct revenue
losses of about $300
million and additional IT
restoration and
operational costs in total
potential losses amounting
to about $20 billion.

On upstream relationships —
Container terminals shut
down, delays in freight
upload, long waiting times
for ships and trucks, and
trucks turned away from
terminals.

On downstream relationships
- Customers unable to
place or track orders,
overpriced air freight
delivery, expired inventory,
reputational losses, brand
losses and falling stock
prices.

Disruption mainly impacted
regional (within Europe)
consumers

Consumers- Trust in food
industry and food labels
dropped by 24% and 65%,
respectively, questions
industry’s ability to
regulate itself, and
changes shopping habits.
Retailers — Sales of frozen
burger and frozen-ready
meals dropped by 43%
and 13%, respectively,
reputational, and financial
loss and oblivious brand
equity

Disruption mainly impacted
global car manufacturers

Customers (PA12 producers):
there were only two
suppliers of CDT, the
manufacturers had to
place orders last minute to
the Arkema

Customers (car producers):
the production of cars was
slowed down and
companies tried to save
the PA12 in inventory.

Arkema: pressure of last-
minute demand spike was
on the company as it was
only left as supplier

It took 9 months at least for
Evonik to re-operate the
plant

(continued)
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Table 1. Continued.

Case Overview

Synopsis of the crisis

Trigger

Impact

Salmonella Scare at Cadbury
(2006)

The Health Protection Agency
reported an unusual rise
in human cases of
salmonella attributed to
contaminated Cadbury
chocolates. Cadbury is a
UK based confectionery
brand that produces
different kinds of
chocolates, gums and
candies. An outbreak in
the Cadbury plant caused
contamination of
Salmonella Montevideo -
a bacteria that caused
poisoning in the chocolate
- in Europe. 37 people
were poisoned within two
months. As a solution
Cadbury recalled all the
contaminated chocolates
from the market and
invested further on safety
modifications.

Widespread compromised
production due to a
leaking factory pipe

Nature of crisis: Gradually —
Contamination of the
chocolate (toxicity)

Industry sector: Food industry

Main triggering incident was
the contamination of
salmonella Montevideo in
various products of
Cadbury leading to
poisoning of children and
adults in the EU region.

Stimulating and exaggerating

factors were:

e (Cadbury's failure to
inform the authorities
about the possibility of
contamination although
it knew about it 5
months earlier (since
January)

e The same problem
occurred in 2002 but
kept hidden from
authorities and no
corrective actions were
taken

Old quality control and

inspection system

Disruption mainly impacted

regional (within Europe)
consumers

Customers: around 37 people

had food poisoning out of
56 cases due to the
contamination, this
included children. The
trust level of the
customers dropped.

Company: Cadbury lost

around £40 million in
paying fines, recalling the
products, and updating
the quality system.
Moreover, drop in sales
was noticed as its
chocolate market shares
fell by 2.7%.

Table 2. Operational vulnerabilities within cases.

Themes Main sources Supply chain management challenges Related cases
Market pressures e Demands to cut operating costs e Maintaining tight and resilient e Evonik-E
e Persistent price wars supply chains e Salmonella-C
e Horsegate
Sector dependencies Partner interdependence e Ensuring integrity and integration e Evonik-E
e Resource overdependence of supply chain partners e Salmonella-C
e Excessive trust and dependence e Effective planning and e Horsegate
on sectoral systems contingencies in anticipation of e NotPetya
potential severe shortages
Network liabilities e Negligent and bad human actors e Coping with changing digital e Salmonella-C

e Pace and complexity of

digitalization

business and security landscape

e Horsegate-S
e NotPetya-M

Complex interdependence within supply networks also
occurs in the shipping and logistics industries, which offers
the NotPetya-M case, but the focus for this sector is on B2B
systems-based connectivity and data-centricity that drive

seamless integration of operations, i.e.

'This (Maersk) is a data-centric business ...

pool and put every form of defence around it'.

‘Shippers, forwarders and carriers are often connected via
. One attack on somebody

integrated APIs and ERP systems ..
can boomerang and impact others as well'.

Resource overdependence is the second source of sector-
based dependency exposure and is an upstream problem

If you think about
the way data is used in this sort of business, unlike financial
services, you can lock it up, you can't create a centralized data

overdependence vulnerability for supply chains associated
with the Evonik-E case:

‘At the time of the incident, Evonik covered about 50% of the
global production capacity for CTD, making it a significant

point of failure’ (Prof Paolo Trucco of Politecnico di Milano and

quarter and a half’ (BBC news).

how for supply chains,

that exists because within some industries, such as the steel

and automobile industries, there are limited or no

sources of raw and critical material. In these cases, effective
planning and contingencies are required, in anticipation of
potential severe shortages. For instance, overdependence on
the polyamide 12 (PA-12) resin for the automotive sector is
suggested by the Evonik-E case, and the vulnerability is an

upstream problem that relates to the company’s

ket of PA-12 supply. The following excerpts describe the

alternative

large mar-

Prof. Alessandra Negri of Universita Politecnica delle Marche)'.

‘Evonik Industries’ plant in Germany was responsible for a good
chunk of the world’s supply - one estimate put it between a

According to Sheryl Toby, co-chair of Dykema’s bank-
ruptcy department, the Evonik-E case sheds the spotlight on

‘In general, it's much harder to get a real handle on raw-
material impact and availability'.

Similarly, the Detroit Bureau observes that,

‘The Evonik crisis worsens an already serious problem. Demand for
PA-12 resin has threatened to outstrip supply for several years as the
auto industry began rebounding from its 2009 global crash’.

Subsequent PA-12 shortage due to the explosion and fire
at the Evonik factory, underlines the need for on-going sec-
toral scrutiny of supply chain parts, components and raw
materials originating from few (or even a single) suppliers.



The need for scrutiny extends to the systems for innov-
ation and value within different sectors. Due to the closeknit
nature and routinization of these systems, certain sectors
with time develop trustworthiness and the Horsegate-S case
offers a context for questioning excessive trust and depend-
ence on these systems. For instance, Professor Chris Elliott,
charged with investigating the scandal, speaking at an
Environment, Food and Rural Affairs (EFRA) Select Committee
meeting in parliament, notes that:

‘I ' was surprised at how the supermarkets very much took on
trust. There was very little rigour, very little verification that
people were meeting specifications’.

Similarly, Mr Owen Paterson, the Secretary of State for
EFRA from 2010 to 2012, reflecting on sector practices at the
time, remarked that he had

‘a gut feeling and a very clear belief... that too much is taken
on trust within the current system ... at the moment it is very
much a paper-based system, too much taken on trust'.

4.1.3. Network liabilities

The next theme on operational vulnerabilities entails the
network liabilities due to human element and digital
demand concerns. Analysis of the various cases identifies the
initial network liability as negligent or bad human actors
within the network. Human and organizational negligence in
the study involves misconceptions and denial of quality and
security management practices, and mainly originates from
the NotPetya-M and Salmonella-C cases. For the NotPetya-M
case, there were initial denials and misconceptions related to
the cost of cybersecurity, as suggested by the following
excerpts:

‘Before  NotPetya, the maritime industry’s
cybersecurity was “complete denial”.

approach to

‘Many shipping companies wrongfully believe that cyber
security has to be expensive. The reality is that often simple,
inexpensive, actions will raise security significantly both on the
landside and on the vessels'.

For the Salmonella-C case, negligence mainly related to
human and management failings in assessing threat levels
and communicating these levels to relevant authorities, i.e.

'‘Mistakenly, we did not believe that (for the Salmonella-C cases)
there was a threat to health and thus any requirement to report
the incident to the authorities ... We accept that this approach
was incorrect. Quality has always been at the heart of our
business, but the process we followed in the UK in this instance
was unacceptable. We have apologised for this and do so again
today’

‘We were told on Monday that there was a problem occurring in
January and that problem has gone on for a number of weeks
before being corrected. We would have expected them to
tell us’.

The analysis also identifies bad human actors within the
supply network as threats and direct sources of crisis, as sug-
gested by the following excerpts on the Horsegate-S, and
NotPetya-M cases
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‘There has always been food fraud. Once upon a time it might
have been watered down beer or bread adulterated with
sawdust’ (BBC).

‘But the global food supply chain is vast and complex, with
ingredients for simple ready meals sourced from multiple
countries. The scale of the business means that supermarkets
cannot monitor every step of the chain, which could allow rogue
operators to strike’ (Chris Elliott, lead of the UK government'’s
independent review of food supply chains following Horsegate).

‘Cyber-attacks are not going to go away, and technology is
becoming a more strategic asset in the future of our business’
(Adam Banks, Chief Information Officer at A.P. Moller — Maersk).

The impact of human actors as potential network liabil-
ities is such that experts consider the human element within
the supply chain as the most vulnerable link. According to
Phil Tinsley, the Maritime Security Manager at Bimco (a major
non-governmental organization for shipping companies),
while commenting on the NotPetya-M case,

‘It is the human element which we believe is the gravest
concern. Why? There is unfortunately still a lack of awareness of
the potential severity of a malicious cyber security attack'.

Next, the analysis identifies increased digital liabilities for
supply chain partners due to industry and market demand to
digitalize supply networks. According to Maersk’s CEO, Soren
Skou, the challenges for B2B networks are one of complex-
ity, i.e.

‘It's easy to talk about digitalising things; it's quite difficult to

do in a B2B environment. It's hard to digitalise that complexity’.

Another perspective on digital liabilities identified by Jens
Monrad, senior intel analyst, at FireEye iSight, in relation to
the NotPetya-M, centres on the need to keep pace with
changing digital business and security needs in tandem with
industry threats, i.e

‘One of the biggest challenges | see in the shipping and
maritime sector is the pace of digitalisation in the industry
versus the ever-changing threat landscape. Today a lot of
critical functions, commercial and business operations must meet
the digitalisation demand, and this has forced industries,
including the shipping and maritime sector into meeting
demands, which potentially changes the way security was built
and designed to secure infrastructure, protect data, customers,
and employees’.

4.2. Crisis mitigation for supply chain management in
times of crisis

Appendix Il provides timelines of the cases. Analysing these
timelines indicates that the trigger for a crisis is when
authorities detect an emergency at a focal firm along the
supply network (Horsegate) or from clients of the focal firm
(Salmonella-C), or a focal firm detects an emergency and con-
tacts the authorities (Evonik-E and NotPetya), as summarized
by Figure 4.

Notification of authorities (and those impacted) is a
requirement of organizations, with failures resulting in poten-
tially significant consequences for supply chain partners. For
instance, the General Data Protection Regulation (GDPR) that
safeguards the data of European citizens enforces a 72-h
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Figure 4. Overview of crisis response timeline for cases.

mandatory breach-notification period with financial penalties
that could amount to 4% of the firm’s annual global revenue
or €20 million. Following (or in consonance with) notification
of relevant authorities, the focal firm informs network part-
ners as disruptions escalate (NotPetya-M, Salmonella-C and
Horsegate) or breaks occur (Evonik) within the supply chain.
Analysis of the cases suggests that the modus operandi for
mitigation measures seems to involve customer-first mind-
sets, and close discussions with customer, as suggested by
these excerpts from the NotPetya-M, Salmonella-C and
Evonik-E cases

‘If I were to boil it down to the very basics, what our colleagues
did is quite simple but powerful: Put customers first, then A.P.
Moller - Maersk, then team and then self’ (Navneet Kapoort, Head
of the Global Service Centres, Maersk).

‘Our customers are our highest priority’
Managing Director of Cadbury).

(Simon  Baldry,

‘We are in close discussions with our customers (on) how to
solve this situation’ (Spokesperson for Evonik).

Further analysis of the cases indicates that in response to
the crises, supply chain managers adopt a repertoire of miti-
gation measures, as summarized by the themes of Table 3,
which strive to restore normalcy amid the crisis, to recover
from the effects of the crisis or to regulate efforts within the
network. The next subsections elaborate on these themes.

4.2.1. Intelligence review for reassessments

Intelligence review is a cluster of mitigation measures for
scrutinising and auditing the existing knowledge on the crisis
(and domain in relation to the crisis), comprehensively and
continuously, under sector dependencies and network
liabilities. Due to the technological nature of the NotPetya
attack on IT systems, intelligence-based mitigation measures
for the case mainly entail control policies for tightening and
securing systems in two main areas. Building more secure

and reliable infrastructure is the first measure, and according
to Adam Banks, CIO at Maersk:

'That means we (Maersk) need to continue what we've started
and finish building a more secure and reliable infrastructure
that can support the growth strategy of this company. We will
have more to share about what this will look like and what it will
mean for employees and the company when we announce the
new IT strategy’.

Similarly, Lars Jensen, CEO, and partner, at Sealntelligence
Consulting, commenting on updates to systems as mitigation
measures associated with the NotPetya-M case, argued that:

‘Often it is a matter of ensuring that systems get updated in a
timely fashion, business processes are changed slightly, networks
are properly configured, security features are tested, and users
properly trained'.

Conducting ongoing risk assessments is the second meas-
ure, with internal and external demands on the focal firm.
Internally, these assessments contribute to the contingency
plans that deliver immediate responses in the event of emer-
gencies, while externally, assessments offer knowledge on
the preparedness of network partners. Thus,

‘When something bad happens, you're not in information
gathering mode, not in scramble mode ... "How much do you
know about that partner that you're doing business with? How
much do you trust their security practices?" are questions to ask
when assessing risk’ (Joe McMann, strategy lead for Capgemini
Cyber North America).

‘Dealing with a company that thinks the password “X” is
perfectly secure, that in itself does not prove that their back-end
systems aren't secure—but it's a sign. That would leave me
worried’ (Lars Jensen, maritime security advisor at Improsec).

Such knowledge aids in delivering both immediate and
integrated responses to disruptions from emergencies.

For the Horsegate-S case, regular testing and ongoing risk
assessments are at the heart of the audit programme and
due diligence system that responds to previous shortcom-
ings of the European food supply chain, as suggested by
Steve Mclean, Head of Agriculture, Marks and Spencer



Table 3. Crisis mitigation themes within cases.
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Themes

Main focuses

Management repertoires

for crisis mitigation

Supply chain

management objectives

of mitigation

Operational
vulnerabilities as
contingency factors

Related cases

Intelligence review for
reassessments

Integrated relationships
for response

Innovation resilience for
recovery

Integrity rebuilding for
reassurance

Building more
secure and reliable
infrastructure
Ongoing risk
assessments and
testing
Cross-functional and
swift organizational
collaboration
Inter-organizational
assistance
Institutional support

Individual and team
creativity
Technology
development
Management of
communications
Restoring customer
confidence

Continuous
monitoring
Comprehensive
audits

Controlling and
securing inventory
Close contact and
canvasing supply
chains

Crisis teams and
meetings

Capacity rebuilding
Communication and
solution alternatives

Clarity and
transparency in
communications
Cooperation and co-

Restore normalcy
Recovery operations
Regulate network

Restore normalcy
Recovery operations

Recovery operations
Regulate network

Restore normalcy
Regulate network

Sector dependencies
Network liabilities

Market pressures
Sector dependencies
Network liabilities

Market pressures
Sector dependencies
Network liabilities

Market pressures
Network liabilities

Evonik-E, Salmonella-C,
Horsegate-S and
NotPetya

Evonik-E, Horsegate-S
and NotPetya

Evonik-E, Salmonella-C
and NotPetya

Salmonella-C, Horsegate-
S and NotPetya

opting independent
commissions

'We need to make sure that we have got an audit and due
diligence system that ensures we do not get caught out and
never let our customers down ... So, | know it is a burden for
the supply base and we are looking at how we can carry out the
audit programme and deliver what we require in the most
cost-effective way. But we are never going to lump in our
requirements with everybody else’.

Professor Chris Elliott additionally observes that:

‘The industry is doing a huge amount of testing at the moment.
They don't need to be told to do testing'.

In the Salmonella case, the focus is on learning lessons
from a review of the outbreak and response. Top officials
associated with the focal firm demanded that

‘Employees learn lessons from the affair, speaking of a “deep
concern to ensure that we do not let consumers and ourselves
down” (John Sunderland, chairman of Cadbury Schweppes).

‘We learned a lot about ourselves in 2006 and we're profiting
from that learning’ (Todd Stitzer, CEO of Cadbury Schweppes).

The analysis also identifies continuous monitoring as an
additional intelligence-based measure for the post-crisis recov-
ery, as reflected by the following excerpts from spokespersons
of auto supplier linked to the Evonik-E case, related to

‘Our plants are operating normally, and we continue to monitor
the situation’ (Mike Goss, spokesperson for Toyota).

‘(The company is) monitoring the situation ... At this time, we
do not anticipate any production impacts’ (Katie Hepler,
spokesperson for Chrysler).

Similar monitoring is suggested by Todd Stitzer, CEO of
Cadbury Schweppes, in connection with the Salmonella-C
case, as follows,

‘We ... are still monitoring the trading impact of the UK
product recall'.

4.2.2. Integrated relationships for response

Integrated response is a cluster of mitigation measures based
on organizational collaboration within the focal firm, inter-
organizational assistance from partners and firms within the
same sector, and institutional support from government
authorities and industry associations. These measures are the
purview of response plans and crisis teams that offer imme-
diate response to a crisis, under market pressures, sector
dependencies and network liabilities. For the NotPetya-M
case, two main orientations helped Maersk’s crisis team deal
with the outage due to the cyberattack: (i) the solidarity
from a cross-functional response by Maersk employees that
was driven by a customer-first mindset, and (ii) the support
from Maersk IT partners and global cyber security agencies
for system recovery. The following excerpts capture these
orientations:

‘I saw how all colleagues across all functions were pulling
together, working hard and doing their very best for the
company to recover and get us out of the situation as quickly as
possible. It was a great experience to see the immense efforts
and amazing teamwork’ (Seren Toft, COO at Maersk Line).

‘This was the worst crisis | think any of us have experienced. And
we were never alone, so many hands helped in this recovery.
From the very first days, we got phone calls from all over the
organisation from people who wanted to fly in and help, but also
from technology partners and other companies’ (Adam Banks,
CIO at Maersk).

Data from the Evonik-E case indicate two core orientations
assisted in the response to the industrial accident. First, is the
immediate response from the North Rhine Westphalia author-
ities through a loudspeaker campaign, radio messages and
handing out flyers to inform and warn the immediate neigh-
bourhood of the accident. The authorities and an independent
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expert commissioned by Evonik also independently investi-
gated the cause of the explosion. Second, is the coordinated
sectoral support from the working group (i.e. the Automotive
Industry Action Group [AIAG]), industry meetings and work-
shops involving over 200 executives held at secret locations to
offer an industry-wide strategy. For instance, an AIAG meeting
held in Michigan assembled Original Equipment Manufacturers
(OEMs) (e.g. Honda, Chrysler, Ford and Volkswagen) and suppli-
ers (e.g. BASF, Delphi, DuPont Automotive and Martinrea
International) to assess the impact of the shortage and to seek
alternatives to Nylon-12. In all, the group created six technical
committees and the response highlighted the need for
strengthened supply chain relationships, i.e.

‘It is serious but the action of an awful lot of people working
together is starting to look like we are getting results. We are
working very, very hard with the vehicle manufacturers and
suppliers to get a handle on the situation’ (Neil De Koker,
president and CEO of Original Equipment Suppliers Association
(OESA)).

'So, there’s plenty of work to be done. Some of it needs to occur
at the very start of a relationship between manufacturer and
supplier. It's smart to spell out the basic steps that each might
take with regard to allocating product in case of a sudden
shortage’ (Robert Bowman, Editor-in-Chief of SupplyChainBrain).

Following the recall associated with the Horsegate-S case,
there are calls for greater collaboration and close working
relationships with partners within the food supply chain, i.e.:

‘The horsemeat scandal took supermarkets by surprise because
they took a complex supply chain too much “on trust” and were
over-reliant on paperwork, rather than sampling and close trade
relationships’ (Rod Addy, News Editor of Food Manufacture).

'The buzzword now is "collaboration" ... Closer working like
this can lead to closer bonds, product innovation, investment
opportunities, improved risk for the buyers as well as lower costs.
Some collaboration evangelists among SCM aficionados could
well be feeling that the horsemeat debacle means that their time
has come’ (Gavin Hinks, Editor-in-Chief of Financial Director)

Premised on close working and supply chain collabor-
ation, the food fraud of the Horsegate-S case also challenged
managers to simplify the food supply chain. For instance, cit-
ing examples of best practice by McDonald’s and Morrisons,
Professor Chris Elliott argued that

‘Manufacturers should look at simplifying their supply chains,
as greater complexity multiplied the number of weak points in
the system’.

Similarly, Dalton Philips, CEO of Morrisons, argued that

‘There need only be four parts (for the meat supply chain) -
farmer, abattoir, meat manufacturing plant and retailer’.

Analysis indicates that controlling and securing inventory,
canvassing supply chains and capacity rebuilding, e.g. repair-
ing facilitating and ramped production following recalls, are
the key practical and immediate integrated response meas-
ures pursuant to a disaster, emergency, standoff or scandal.
For instance, due to the uncertainty of PA-12 shortages in
the Evonik-E case,

‘Carmakers are faced with the problem of securing inventory to
maintain production’ (Automotive Logistics).

‘OEMs are canvassing their supply chains to identify risks,
available inventories, etc.’ (Paul Blanchard, North American
director of engineering resins for the consulting group IHS
Chemical (now part of S&P Global Inc.)).

‘An extensive work to repair the damage caused by the fire
allowed Evonik to start operating again after less than ten
months and gradually return to full production’ (About
Resilience).

For the NotPetya cyberattack, capacity rebuilding as the
immediate response, involved using a full, unencrypted copy
of Active Directory from a local office in Lagos Nigeria that
was offline at the time of the attack and canvassing supply
chains for Azure cloud engineers to rebuild the system, as
observed by Adam Banks, the CIO of Maersk:

‘The 23- year-old local IT support guy (from the Maersk office in
Lagos, Nigeria) got a free trip on a Gulfstream G450, physically
carrying the hard drive that we used as the yeast that built the
rest of the network’.

‘If you (i.e, Maersk partner) haven't been hit by this and you have
some Azure cloud engineers, can we borrow them for a week?'.

Primarily, restoring normalcy is the target of this rebuild-
ing exercise, as opposed to more strategic and profound sys-
tem changes. According to Lewis Woodstock, Maersk’s Head
of Cybersecurity compliance:

‘We went about rebuilding our infrastructure over a period of
about 10 days, during which time we were doing all we could to
maintain normal business operations’.

4.2.3. Innovation resilience for recovery

Innovation resilience for recovery is a cluster of mitigation
measures based on individual and team creativity and tech-
nology development to create alternative solutions for scarce
supplies and to develop alternative means of communica-
tion. Under market pressures, sector dependencies and
network liabilities, innovation within the supply chain deliv-
ers ideas to restore normalcy and recover operations.

For the NotPetya case, innovation in response to severe
disruptions of the cyberattack stems from individual and
team creativity that sought alternative means for communi-
cation and solutions to restore normalcy, as suggested by
the following quotes from Manjini Balanarayanan, an
Operations Team Manager at Maersk’s Global Service Centre:

‘Initially, we didn’t even have good Wi-Fi to get connected with
additional resources, so we had to be creative while
management in Maersk Line Asia Pacific and MCC provided good
support with innovative ideas. We tried using lots of alternative
ways to communicate with one another, using WhatsApp and
Google Drive in sending the data information’.

‘However, everyone was in the same situation, and with the
terminal, MCC and Maersk Line working together, we found
alternative ways to solve the problem. Over the two weeks we
reduced the number of containers with unknown destination
from 7,500 to 400. By working innovatively and as one team we
came back strong and really worked well'.

The excerpts reflect an extension of the integrated approach
to addressing the problems of the cyberattack but with
emphasis on human resilience, as suggested by the following:



‘We overcame the problem with human resilience’ (Jim

Hagemann Snabe, Chairman, Maersk).

‘That recovery operation really relied heavily on human
resilience’ (Lewis Woodstock, Head of Cybersecurity compliance,
Maersk).

For the Evonik-E case, the quest and search for alternative
solutions was challenge for technology development. Here,
the main mitigation involved deriving and testing substitutes
for PA-12 for immediate and long-term use to improve sup-
ply security, i.e.

‘At the moment we still do not have any indication as to the full
extent of the damage. While we do expect there to be substantial
constraints with respect to our ability to provide supplies of CDT-
based products, we are nonetheless confident that we will be able
to provide alternative solutions in the form of substitutes such as
VESTAMID® Terra. It is possible to modify these biobased polymers
as required for many of the relevant applications to achieve much
the same material attributes as PA12. We are already making every
effort to ensure the facility is repaired and running and that we will
be able to re-establish full supply capability as soon as possible’
(Evonik press release).

‘Ever since the German plant was damaged in the blast,
automakers and suppliers have been rushing to find substitutes
for PA-12. The plant, owned by Evonik Industries, made at least
a quarter of the world’s PA-12, and up to 70 percent of CDT, a
key ingredient used by other companies to make the resin’ (Tom
Krisher, Auto Industry Journalist, Associated Press).

Technology development also characterizes the innovation
for the Salmonella-C case, along with apologies that offer
accountability for the crisis. With £15 million spent on recall
cost, Cadbury additionally spent £20 million making changes
to address the quality problems due to the crisis. According
to Cadbury’s financial report and press release around the
time of the food scare, the company explained that:

‘We have apologised to our consumers, customers and colleagues
for any concerns caused and are implementing changes to our
UK manufacturing and quality assurance processes so that this
cannot happen again’ (Todd Stitzer, CEO of Cadbury).

‘We have spent over £20m in changing our procedures to
prevent this ever happening again’ (spokesperson for Cadbury).

These changes or innovations seek to improve the quality
of processes for monitoring and testing. For instance,
Cadbury adopted the Pathatrix pathogen testing system to
improve its microbiological surveillance, in an effort to
improve response to market pressures on its supply chain
while maintaining compatibility with Cadbury’s existing tech-
nology systems, as observed by Jeff Banks, Group Director of
Food Safety and Quality for Cadbury:

'The (Pathatrix) system integrates well with other technologies
and provides a high quality and practical asset for our
laboratories ... with a validated, science-based solution to the
rigorous demands of a highly interdependent and time-critical
supply chain’.

4.2.4. Integrity rebuilding for reassurance

Integrity rebuilding for reassurance is a cluster of mitigation
measures that seek to reassure and restore customer confi-
dence in brands and offerings by the sector. Under market
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pressures and network liabilities, this reassurance is pivotal
at the time of the crisis (i.e. intra-crisis) and post-crisis.
Additional requirements for integrity building stem from
prompted ‘confidence crisis’ (i.e. widespread loss of con-
sumer confidence) due to failings associated with the
Salmonella-C and Horsegate-S cases.

For the NotPetya-M case, there was a deliberate focus of
Maersk on transparency at the outset, with management of
communications within the organization via reporting groups
and with 12-h video updates to clients and customers, as
commented on by Adam Banks, CIO at Maersk, as follows:

‘We decided to be transparent from the get-go. In hindsight, we
didn’t have a choice. That was transparency with both customers
and internal stakeholders. It was a wise choice by the CEO'.

‘Management formed a group and then created cascading
reporting groups across the organization, enabling teams to
communicate’

This transparency-based approach to communications and
maintaining firm integrity, according to Adam Banks, avoided
employee distractions and potential confusions due to exces-
sive updates, leading to praise for the response and renewed
focus, as observed below:

‘Transparency was also a key part of Maersk's response, and
something it has been praised for in the aftermath. That also
helped generate enough goodwill to get others to aid with its
recovery efforts’ (Dan Swinhoe Editor, CSO).

‘The silver lining, if any, to the crisis, is that we have a renewed
sense of purpose and a pointer to a different way of working’
(Navneet Kapoort, Head of the Global Service Centres, Maersk).

Restoring customer confidence is also a feature of the
Salmonella-C case, with Cadbury spending a further £5 mil-
lion on advertising seeking to

‘Rebuild confidence and momentum, and to reunite customers
with the Cadbury brand’ (Todd Stitzer, CEO of Cadbury).

Broadly, the impacts of Salmonella-C food scare triggered
a massive recall, which Cadbury undertook to reassure cus-
tomers, as suggested by the following quote:

‘We decided to conduct a precautionary recall to reassure our
consumers and the public at large to minimise any confusion as
to the quality of our products’ (Matthew Shattock, European
president of Cadbury)

Similarly, in the Horsegate-S case, there were integrity
rebuilding measures by the Food Safety Authority (FSA), such
as an independent inquiry into the food fraud which recom-
mended the creation of a new food crime unit and funding
for the public laboratory service. According to Elizabeth
Truss, the Environment Secretary during the food scandal:

‘We're taking action to make sure that families can have absolute
confidence in the food that they buy ... When a shopper picks
something up from a supermarket shelf, it should be exactly
what it says on the label, and we'll crack down on food
fraudsters trying to con British consumers’.

5. Discussion

Although some firms harness demand outlooks in times of crisis
(e.g. private-jet travel during the SARS outbreak (Overby et al.
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2004)), crisis has a negative connotation due damages, destruc-
tion or disruptions caused by crisis events, triggering insecurity
and unpredictability. Crises expose system weaknesses
(Notteboom, Pallis, and Rodrigue 2021) and pose challenges for
SCM to understand vulnerabilities that explain or exacerbate
what went wrong (Harland 2021) and to reflect on the mitigation
that acts as interventions for the survivability and continuity of
supply chain partners (Sheng and Saide 2021). Insights on these
vulnerabilities and mitigation measures remain central to devel-
oping agility and resilience of supply chains. SCM contingencies
aid in explaining the efficacy of firms within supply chains
(Prajogo, Mena, and Nair 2018) and managers face difficulties
identifying relevant variables for formulating well-suited SCM
strategies (von Falkenhausen, Fleischmann, and Bode 2019).
Premised on contingency theory's assertion that efficacy
in managerial actions stem for relevant organizational con-
texts (Chandler 1962; Lawrence and Lorsch 1967; Thompson
1967; Donaldson 2001), this study analyses the SCM context
for crisis mitigation with respect to the contingency factor of
pre-existing operational vulnerabilities. Using Maersk’s
NotPetya cyberattack, Evonik’s industrial accident, Cadbury’s
Salmonella Scare and Horsemeat Scandal, the study concen-
trates and developes insights from supply chains in times of
crisis. Figure 5 summarizes the findings detailed in the

/{ Industrial constraints ]ﬁ

e Demands to cut operating costs

o Persistent price wars

e Partner interdependence

e Resource overdependence

e Excessive trust and dependence on
sectoral systems

e Negligent and bad human actors

e Pace and complexity of digitalisation
\ P

Crisis mitigation

previous section in a revised model of SCM in times of crisis,
showing amendments regarding:

e the industrial response, which contributes to manage-
ment performance, and

e the industrial constraints and management repertoires
which contribute to operational vulnerabilities and crisis
mitigation, respectively.

The next subsections discuss the theoretical, managerial,
and industrial implications of the study findings.

5.1. Theoretical implications

The theoretical implications of this research’s findings are
threefold. First, the findings from analysing the Evonik-E,
Salmonella-C, Horsegate-S and NotPetya-M cases suggest that
market pressures, sector dependencies and network liabilities
(i.e. the MSN) are the three main themes of operational vul-
nerabilities that explain supply chain crises, as summarized
by Table 2. Although these crises occurred inside the supply
chain, in accordance with perspectives on vulnerabilities
(Christopher and Peck 2004), the MSN are related to risks
internal (network liabilities) and external (market pressures

Operational
vulnerabilities
Market pressures

Sector dependencies
Network liabilities

Industrial response

Intelligence review . Agility
Integrated relationships . Integrity
Innovation resilience . Resilience
Integrity rebuilding i Y P S e R i
- - - ~ 5
-~ = ~
-’ ~
7’ N
,’ Performance cycle for \‘
) crisis management ]
Management repertoires J ~ /
7/
e Continuous monitoring
Comprehensive audits Management
Controlling and securing inventory performance

Close contact and canvasing supply chains

Crisis teams and meetings

Capacity rebuilding

Communication and solution alternatives

e Clarity and transparency in communications

e Cooperation and co-opting independent commissions

Normalcy restored
Operations recovered
Network regulated

Figure 5. Summary of case study findings and revised model of supply chain crisis management.



and sector dependencies) to the supply chain. The MSN also
relate to globalization that creates market pressures for
tighter supply chains running on JIT schedules (as indicated
by the Evonik-E, Salmonella-C and Horsegate) and to digital-
ization that establishes digital demands and liabilities in view
of pressures to keep step with evolving digital business and
security needs (as suggested by the NotPetya). This insight
adds to SCM conversations on digitalization and globaliza-
tion as motives for tele-connected vulnerability of supply
chain partners (Bassett et al. 2021) and for lengthened and
stretched supply chains that increase exposure to a crisis
(Blome and Schoenherr 2011; Hittle and Leonard 2011). As
shown by Table 3, due to MSN vulnerabilities, SCM confronts
challenges of maintaining tight and resilient supply chains,
ensuring integrity and integration of supply chain partners,
effective planning and contingencies in anticipation of
potential severe shortages, and coping with changing digital
business and security landscape. Along these lines, this
research contributes to a contingency theory of SCM in times
of crisis. Related studies (e.g. Wagner and Bode (2006),
Harland et al. (2021), Harpring et al. (2021) and Karaosman,
Marshall, and Villena (2023)) identify operational vulnerabil-
ities in the form of increased customer and supplier depend-
ence, supplier concentration and self-interests, as well as
single and global sourcing. However, this research specifically
draws insights from cases of supply chain crises surrounding
widespread product contamination and severe production
interruption. While a crisis chronologically begins when a dis-
aster, emergency, standoff or scandal breaks out (Pashapour
et al. 2019; Durugbo and Al-Balushi 2023), insights from the
Evonik-E, Salmonella-C, Horsegate-S and NotPetya-M cases
indicate that SCM in times of crisis begins with alerting the
relevant authorities, as shown by Figure 4, and this active
involvement of authorities offers an additional and clear dis-
tinction between a crisis and routine disruptions in supply
chains. For instance, in Europe, the GDFR requires firms to
notify relevant authorities (and those affected) of breaches,
but this notification triggers the active involvement and
investigations by these authorities. Here, the spotlights of
investigation for crises could be on the focal firm
(Salmonella-C), the supply chain (Evonik-E) or the wider
industry sector and ecosystem (Horsegate-S). There are similar
breach notification rules in other regions (such as the
Personal Information Protection Law of Mainland China) and
sectors (such as the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) (45 CFR §§ 164.400-414)
of healthcare in the USA).

Second, the research finds four themes on crisis mitigation
(i.e. the 4IR measures) that serve as immediate, independent
and integrated responses during supply chain crises: (i) intelli-
gence review for reassessments, (ii) integrated relationships for
response, (i) innovation resilience for recovery and (iv) integ-
rity rebuilding for reassurance. As summarized by Table 3,
these mitigation measures stem from analysing the Evonik-E,
Salmonella-C, Horsegate-S and NotPetya-M cases and these
interventions strive to restore normalcy, recovery operations
and regulate networks as partners grapple with exigencies for
SCM decisiveness. Although literature notes that there is no
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one-size-fits-all supply chain strategy (von Falkenhausen,
Fleischmann, and Bode 2019; Siebert, Brandenburg, and
Siebert 2020), researchers stress the need for studies that
ascertain variables for developing context-dependent SCM
strategies (von Falkenhausen, Fleischmann, and Bode 2019).
Accordingly, this research adds to the discourse on chain miti-
gation variables for SCM in times of crisis but with spotlight
on the intense difficulty, extreme trouble, or danger for and
within a supply chain. Table 3 additionally indicates that
underpinning crisis mitigation in the analysed cases is a set of
‘9Cs’ crisis response repertories involving continuous monitor-
ing, comprehensive audits, controlling and securing inventory,
close contact and canvassing supply chains, crisis teams and
meetings, capacity rebuilding, communication and solution
alternatives, clarity and transparency in communications, and
cooperation and co-opting independent commissions. Related
SCM studies posit on mitigation measures for supply chain dis-
ruptions such as insurance, inventory, sourcing, rerouting,
demand management, contingency stocks, buffering or bridg-
ing and borrowing or lending materials from organizations
within the same sector (Al-Balushi and Durugbo 2020, 2023;
Kovacs and Sigala 2021; Spieske et al. 2022).

Third, the findings from the case study indicate that underpin-
ning immediate SCM responses to crises are customer-first mind-
sets and close discussions with customers, as suggested by the
excerpts from the NotPetya-M, Salmonella-C and Evonik-E cases.
This priority is a recurring focus of the different 4IR mitigation
measures as highlighted by the need for intelligence review that
‘never lets customer (or consumers) down’ (Horsegate-S and
Salmonella-C cases) and transparency in customer discussions for
integrity rebuilding (NotPetya-M and Salmonella-C cases). Related
studies argue for a centralization thesis of SCM in times of crisis
for delivering leadership and solidarity in strategies, such as the
establishment of ‘war rooms’ as operational command (Durugbo
et al. 2022). However, a customer-first mindset adds a layer to
SCM philosophy that complements centralization for solidarity
from a cross-functional response, as suggested by the NotPetya-
M case. Additionally, the customer-first mindset offers a unifying
theme for decisiveness required in times of clarity (Desoutter and
Lavissiere 2018). In advancement of crisis management framing of
SCM, customer-first mindsets challenge existing proactive vs.
reactive SCM strategies in times of crisis (Elluru et al. 2019;
Dewick, Hofstetter, and Schroeder 2021) and call for a fundamen-
tal rethinking of such dichotomy for framing strategies. Here, the
close contact and discussions with customers imply a ‘coactive’
SCM strategy that co-opts and involves customers and key stake-
holders in strategy analysis, formulation, and implementation for
improved performance in times of crisis. Thus, the findings offer
more clarity on the tenuous links between supply chain crisis,
mitigation strategies and operational vulnerabilities (Bassett et al.
2021; Fearne et al. 2021), by expanding the options for SCM to a
trichotomy of proactive-reactive-coactive SCM strategies.

5.2. Managerial implications

From a managerial perspective, the findings of the case study,
as summarized by Figure 5, offer a framing with strategy
implications for supply chains agility, integrity and resilience.
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Agility and resilience are characteristics demanded of
responses to the various crises and disruptions that threaten
supply chain survivability (Sheng and Saide 2021). Similarly,
integrity ensures adherence to principles of ethical conduct,
efficacy and completeness of industrial systems (Durugbo and
Al-Balushi 2023). In this study, and in line with contingency
theory (Chandler 1962; Donaldson 2001), the analysis suggests
that the ability of partners to restore normalcy, recovery oper-
ations and regulate networks explains the performance of
SCM in times of crisis. This triad of objectives is crucial to
focusing SCM efforts for minimizing the escalation and propa-
gation of incidents across the value chain as well as decreas-
ing the probability and impact of adverse and prolonged
effects. The case study findings suggest that these different
objectives relate to different capabilities, such as secure and
reliable infrastructure, risk assessments and testing, institu-
tional support and team creativity.

Driven by imperatives to learn lessons from past cases of
crisis, this study also encourages SCM practitioners to stress
perceptiveness and innovativeness for the decisiveness that
confronts and contains supply chain crises. Perceptiveness
views of interventions pre- and post-crisis, challenge manag-
ers to harness and prioritize supply chain relationships and
intelligence capabilities during prevention and preparation
steps, as underscored by the Evonik-E, Salmonella-C,
Horsegate-S and NotPetya-M cases. In this context, it is worth
noting that preparations based on technology, trust, transac-
tion and transport (Banterle and Stranieri 2008; Gao et al.
2012; Meyer-Larsen et al. 2012; Boyson 2014) need careful
consideration because these aspects could become sources
of problems during crisis, spread, multiply and amplify the
crisis or create different crises in situ. Therefore, during SCM
strategy formulation, this study recommends that practi-
tioners extend their risk assessment proclivity to include
management systems for these technology, trust, transaction
and transport considerations during crises.

Similarly, the study implies innovativeness for coping
measures that lead to preventive, pragmatic, promotion and
progressive moves intra-crisis, as suggested in Gulati, Nohria,
and Wohlgezogen (2010). Here, the charge is for supply
chain managers to cultivate cultures for human resilience
and creativity that played a key role in recovering operations
of supply chains associated with the Evonik-E and NotPetya-
M cases. SCM could also benefit from silos with crisis-
oriented redundant resources within the ecosystem for
mitigating potential ripple effects of crises to other supply
chains, sectors, or regions. These silos aid in isolating func-
tioning systems from the affected ones during crisis (curbing
and dampening ripple effects) and thus enabling quicker
detection of the source as well as prompt response.

5.3. Industrial implications

Finally, the research findings have industrial implications for
manufacturers and suppliers. For manufacturers, the findings
suggest a need for industry system benchmarks regarding
crisis management. Benchmarks for crisis management con-
tain mitigation points of reference and emerge from

identifying and integrating best practices and optimal/critical
solutions for industrial systems during crisis. In this regard,
the findings from the cases offer lessons on industrial best
practice (Li et al. 2017; Min 2023a) regarding foci on the
MSN vulnerabilities, the 4 IRs of crisis mitigation and the
‘9Cs’ crisis management repertories. Crisis management
insurance stemming from network liabilities, industry intelli-
gence plans for coping with market pressures, and supply
chain crisis management standards and legislation (e.g. the
Supply Chain Resilience Initiative, the Action Plan on Critical
Raw Materials and the CHIPS and Science Act) for curbing
resource and partner dependence issues are some specific
benchmarking points of reference implied by the study.
Regarding suppliers, the findings imply a culture of crisis
management, in line with recent studies (Zhao et al. 2024),
but based on enhanced management performance through
continuous learning, as shown by Figure 5. The need for per-
formance cycles, premised on continuous ‘learning cycles’ and
‘marketing loops’ for profitable industrial relationships
between firms and clients, is well established in previous
industrial studies (Durugbo 2020). The lessons learnt by manu-
facturers and suppliers from these loops contribute to virtuous
cycles and best practices for industrial systems along modern
service-recovery and production-distribution chains. For the
performance cycle of crisis management, as shown by Figure
5, lessons learnt by suppliers from management performance
inform transformations and tweaks to management reper-
toires. For instance, with lessons primarily from the Horsemeat
and Salmonella-C cases, suppliers could establish channels and
norms for interacting with authorities and maintain due dili-
gence for industrial systems. These norms derive support from
intelligence reviews (of the 4IRs) that foster visualization and
sharing of data. Intelligence capabilities also support reliability
through allowing proactive management of fluctuations as
these variations occur — permitting regular individual audits,
enabling mutual accountability, and stimulating intelligent
opportunities across the ecosystems of supply chains.

6. Conclusions

Characterized by times of intense difficulty, extreme trouble
or danger and imperatives to involve regional authorities, cri-
ses within supply chains, i.e. supply chain crises, cause major
disruptions or interruptions that impact the normal flow of
goods and provision of services. Thus, SCM, contends with
scope, spill-over and shift effects that usually extend beyond
interrupting optimal flow of resources and demand fulfilment
to threating long-standing relational and reputational values.
The effects could also cause an unequal distribution of liabil-
ities among exchange partners, resulting in loss of confi-
dence in the exchange environment. Additionally, due to
increasing digitalization and globalization of supply chains,
crises are becoming cybernetic and transboundary, corrupt-
ing and disconnecting systems and paralysing supply chain
operations.

Motivated by contingency theory, this research explores
operational vulnerabilities as contingency factors for supply
chains crises and identifies crisis mitigation practices of supply



chains, using four European cases of supply chain crises: (i)
the NotPetya Cyberattack on A.P. Mgller-Maersk (NotPetya-M),
(i) the Evonik plant explosion (Evonik-E), (iii) Cadbury’s
Salmonella Scare (Salmonella-C) and (iv) the Horsemeat
Scandal (Horsegate-S). The study contributes to the SCM body
of knowledge by advancing theoretical understanding of crisis
mitigation in supply chains and providing practical lessons on
SCM strategies in time of crisis.

This study confronts two research questions. First, this study
considers “What operational vulnerabilities account for and
impact supply chain crises?” (RQ1). Insights from analysing the
case studies suggest that three main themes of operational vul-
nerabilities (i.e. ‘the MSN of threats’) explain supply chain crises:
(i) market pressures, (ii) sector dependencies, and (iii) network
liabilities. At the heart of these vulnerabilities are SCM chal-
lenges for tighter and resilient supply chains, integrity and inte-
gration supply chain partner, effective planning and
contingencies in anticipation of potential severe shortages, and
measures to cope with the persistently changing digital busi-
ness and security landscape. Second, this study ponders ‘How
do supply chain managers mitigate the effects of supply chain
crises, under the operational vulnerabilities that act as contin-
gency factors? (RQ2). Similarly, the analysis of the case studies
indicates that four main themes of crisis mitigation measures
(i.e. the 4IR) account for the immediate, independent and inte-
grated SCM responses during supply chain crises: (i) intelligence
review for reassessments, (ii) integrated relationships for
response, (iii) innovation resilience for recovery and (iv) integrity
rebuilding for reassurance. Driving the 4IR is a set of ‘9Cs’ crisis
response repertories consisting of continuous monitoring, com-
prehensive audits, controlling and securing inventory, close con-
tact and canvassing supply chains, crisis teams and meetings,
capacity rebuilding, communication and solution alternatives,
clarity and transparency in communications and cooperation
and co-opting independent commissions. Hinged on customer-
first mindsets and close discussions with customers, these meas-
ures and repertoires contribute to SCM performance in times of
crisis through restoring normalcy, recovering operations and
regulating networks. Theoretically, this research implies a contin-
gency theory of SCM for crisis, a set of chain mitigation variables
for supply chain crisis, and a ‘coactive’ SCM strategy for
improved performance in times of crisis. Managerially, the
research has implications for the agility and resilience of supply
chains, best practice for SCM in times of crisis, and argues for
perceptiveness and innovativeness in the decisiveness of supply
chain managers in response to a supply chain crisis. Industrially,
the research has implications for benchmarking of industrial sys-
tems to support crisis management by manufacturers and for
cultivating cultures of crisis management by suppliers premised
on continuous learning.

This study has four main limitations. First, the scope of the
study is limited to crises affecting the European region. Second,
the case research has limitations concerning generalizability of
the findings to a larger population. Yet, this study seeks analytic
generalization wherein the extracted ideas from case studies’
findings could apply to different situations other than the cases
in the original study. The other limitations of the study are the
exploratory nature of the study and the sole focus of the case
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study analysis on secondary data. These limitations could serve
as the foundation for future research to expand analytical, top-
ical and methodological focus by including other crises, indus-
tries, and region/country contexts.

To conclude, our analysis from this study enables us to cap-
ture and put forward a better perspective on operational vulner-
abilities of supply chains and how crisis mitigation aids
organizations in enhancing SCM for crises. The expectation is
that management concepts from this study could serve as the
foundation and support for further studies that produce more
conceptual and empirical insights on trends, topics, and theo-
ries for a ‘supply chain crisis’ paradigm. Our message to manu-
facturer and suppliers is that due to the critical nature and costs
of operational vulnerabilities associated with a crisis, companies
within supply chains require crisis mitigation benchmarks and
cultures informed by lessons learned from past crises.
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Appendix I: Public discourse sources for case study
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Evonik plant explosion crisis timeline

The plant at the Marl Chemicals Park near Duisburg in the
north of Germany caught a fire leading to explosion of the

31 March 2012 plant leading to shutdown of the plant.

17 Apr 2012

200 representatives from auto suppliers and major
automaker executives convened in Detroit on Tuesday
to figure out how to replace PA-12. Also, Evonik told
Reuters on Tuesday that it will take three months for its
plant to resume normal production.

An operation permit issued by Munster district
government to the German Federal Emissions Law
(BImSchG)

CDT plant starts operating

The first shipment of PA12 goes out

November 2012

December 2012
January 2013

Carty, S. S. (2017). Obscure chemical shortage threatens to disrupt U.S.
auto industry. HuffPost. Retrieved December 5, 2022, from https://
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age-watch-logistics-wizards-work

Cadbury salmonella scandal timeline

Cadbury detected salmonella at Marlbrook, which
produces chocolate crumb mixture, as a result dozens of
people became ill with food poisoning in span of two

19 January 2006 months.

23 June 2006

FAS announced that Cadbury recalled 7 types of chocolate
products -more than 1 million bars- due to possible
contamination of “salmonella Montevideo”

FSA revealed that extracted records of Cadbury’s factories
show that the same factory suffered outbreaks of the
Salmonella Montevideo strain in April and November
2002. Also, the advisory committee reports that
Cadbury’s system for checking product safety is
outdated and unreliable

Health Protection Agency concludes Cadbury’s chocolate
to be the cause of a salmonella outbreak in more than
30 people and alerts the company after which Cadbury
admitted to contamination

Cadbury’s sales have dropped down by 25% since the
recall, by 14% in the last four weeks

FSA was notified by Cadbury that it intends to restock
5Stypes of chocolates that were recalled at first place,
although the investigation was still in progress

Cadbury apologises to consumers

04 July 2006

21 July 2006

29 July 2006

01 August 2006

03 August 2006
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Horsemeat Scandal timeline

Food Safety Authority (FSA) of Ireland publishes findings of
a targeted study examining the authenticity, or labelling
accuracy, of several burger products, which reveals horse
and pig DNA, was found in frozen burgers sold in several

15 January 2013 British and Irish supermarkets.

16 January 2013 UK FSA announces urgent investigation- All of the retailers
(i.e. Tesco, Lidl, Aldi, Iceland and Dunnes Stores) remove
the offending products.

Horse meat is found in North Ireland cold store

FSA in collaboration with the industry published meat
testing protocol published and surveyed food authenticity
in processed meat products

Findus announce the majority of its Beef Lasagne it had
tested contained between 60% and 100% horsemeat,
Findus withdrew the beef lasagne products after its
French supplier, Comigel, raised concerns about the type
of meat used in the lasagne.

Aldi finds between 30% and 100% horsemeat in samples of
beef lasagne and spaghetti Bolognese. FSA advice
retailers/producers to withdraw beef products sourced
from the French company Comigel

10 February 2013 The Agency issues interim advice to public institutions, such
as schools and hospitals, caterers on procurement and
reminds them to check meat supplies.

14 February 2013 The French Government announces a French company had
its licence revoked A La Table de Spanghero licence after
it was found knowingly selling horsemeat labelled as
beef. They had sold to another French company, Comigel.

21 February 2013 Scotland reports a positive result for horse DNA in a frozen
beef burger. Investigations ongoing to determine source
of burger, thus Burger company withdraws products

Update on progress of FSA beef product surveys. Sampling
of the first and second phases of beef products
completed, and initial results published. 212 of the 224
samples taken in phase one are negative horse DNA at or
above the 1% threshold.

Hungarian horse meat found labelled as ‘diced beef’

Results of Europe-wide beef product survey published. None
of the UK’s 150 samples are found to contain horse DNA
at or above the 1% threshold for reporting

Result from UK-wide beef survey confirmed that the
remaining sample of beef products does not contain
horse DNA at or above the 1% reporting threshold.

More results of beef product testing published to show that
three beef products contained horse DNA at or above the
1% threshold.

Horse DNA detected in frozen meat pie from Latvia, thus
has been withdrawn from sale.

31 October 2013 Horse DNA detected in canned beef from Romania, thus, has
been withdrawn from sale.

New European horse meat tests The FSA confirms details of
a new round of tests of beef products for horse meat
contamination and publishes sampling protocol

23 March 2015 The FSA welcomes the conclusion of the first prosecution
brought as a result of the investigation into the horse
meat incident in 2013
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22 March 2013
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23 April 2013

13 Jun 2013

19 July 2013

14 April 2014
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