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a b s t r a c t 

Pipeline bursting, production lines shut down, frenzy traffic, trains confrontation, the nuclear reactor shut 

down, disrupted electric supply, interrupted oxygen supply in ICU – these catastrophic events could result 

because of an erroneous SCADA system/ Industrial Control System (ICS). SCADA systems have become an 

essential part of automated control and monitoring of Critical Infrastructures (CI). Modern SCADA sys- 

tems have evolved from standalone systems into sophisticated, complex, open systems connected to the 

Internet. This geographically distributed modern SCADA system is more vulnerable to threats and cyber 

attacks than traditional SCADA. Traditional SCADA systems were less exposed to Internet threats as they 

operated on isolated networks. Over the years, an increase in the number of cyber-attacks against the 

SCADA systems seeks security researchers’ attention towards their security. In this review paper, we first 

review the SCADA system architectures and comparative analysis of proposed/implemented communica- 

tion protocols, followed by attacks on such systems to understand and highlight the evolving security 

needs for SCADA systems. A short investigation of the current state of intrusion detection techniques in 

SCADA systems is done, followed by a brief study of testbeds for SCADA systems. The cloud and Internet 

of things (IoT) based SCADA systems are studied by analyzing modern SCADA systems’ architecture. In 

the end, the review paper highlights the critical research problems that need to be resolved to close the 

security gaps in SCADA systems. 

© 2021 Elsevier B.V. All rights reserved. 
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. Introduction 

Critical Infrastructures (CI) are often described as the infrastruc- 

ures which provide essential services and serves as the foundation 

or any nation’s security, economy, and healthcare systems. Cyber- 

hysical Systems (CPS)/ Internet of Things (IoT) are supplement- 

ng traditional CI with data-rich operations. The list of sectors un- 

er critical infrastructure varies from country to country. It gen- 

rally includes agriculture, healthcare, nuclear reactor, transporta- 

ion, energy sector, civil and chemical engineering, water plants, 

esearch, etc. as depicted in Fig. 1 . Supervisory Control and Data 

cquisition (SCADA) systems, Industrial Control Systems (ICS), have 

 pivotal role in managing and controlling the CI. SCADA systems 

ontrol and monitor geographically distributed assets. Historically, 

CADA frameworks were limited to power transmission, gas con- 

eyance, and water appropriation control frameworks. Advance- 

ents in technology have led to SCADA being deployed in steel- 

aking, chemical processing industries, telecommunications, ex- 

erimental, and manufacturing facilities [1] . With Industries 4.0 / 
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ndustrial Internet of Things (IIoT) evolution, modern SCADA sys- 

ems have adopted CPS/ IoT, cloud technology, big data analyt- 

cs, artificial intelligence, and machine learning. The integration of 

hese technologies has significantly improved interoperability, ease 

he maintenance, and decreased the infrastructure cost. Therefore, 

odern SCADA systems are leading to a near real-time environ- 

ent. 

SCADA systems improve the efficiency of the ICS’s operation 

nd provide better protection to the utilized equipment. Moreover, 

t enhances the productivity of the personnel. SCADA frameworks 

ive valid identification and quick alerts/ warnings to the observ- 

ng stations using an attested monitoring stage, advanced commu- 

ications, and state-of-the-art sensors. Traditional SCADA systems 

ere designed to work in a standalone way and relied on air- 

apped networks and proprietary protocols for securing the sys- 

em. Therefore, the initial designs of SCADA never incorporated se- 

urity features [2,3] . In recent years, due to the expansion of busi- 

ess and the need for central monitoring of distributed software, 

CADA systems have evolved into sophisticated, complex open sys- 

ems connected to the Internet using advanced technology. Asso- 

iating SCADA system to the web has helped numerous SCADA 

ystems to work from topographically inaccessible areas. However, 

https://doi.org/10.1016/j.ijcip.2021.100433
http://www.ScienceDirect.com
http://www.elsevier.com/locate/ijcip
http://crossmark.crossref.org/dialog/?doi=10.1016/j.ijcip.2021.100433&domain=pdf
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Fig. 1. SCADA Application Areas. 
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his has lead the SCADA system more vulnerable for attackers to 

arget from anywhere in the world [4] . 

The modernization of the SCADA system, standardization of 

ommunication protocols, and growing interconnectivity have 

rastically increased the cyber-attacks on the SCADA system. These 

ypes of attacks are becoming more sophisticated to commit more 

raditional cyber espionage and sabotage in addition to cyber- 

rimes. The smooth and genuine operation of the SCADA frame- 

ork is one of the key concerns for enterprises because the out- 

ome of the break down of the SCADA system may range from fi- 

ancial loss to environmental damage to loss of human life [5] . A 

yber-attack on a nuclear plant will have a global impact. More- 

ver, the security spillage in small networks can lead to a loss of 

ervices and financial loss to the utility company. 

.1. Scope 

Several published works have reviewed SCADA systems over a 

eriod. Miller, and Rowe [4] have analyzed several cyber-security 

ncidents targeted to CI and SCADA systems based on source sec- 

or, method of operations, target sector, and impact. Rakas et al. 

149] provide an extensive study of network-based SCADA Intru- 

ion Detection Systems. Suaboot et al. [150] survey supervised 

earning based intrusion detection systems for SCADA by categoriz- 

ng them in nine categories, i.e., the probabilistic method, divide & 

onquer method, rule-based method, lazy learning method, bound- 

ry method, evolutionary method, unary classification, density- 

ased method, ensemble-based method. Nazir et al. in [151] sur- 

ey tools and techniques to identify SCADA system vulnerabilities. 

assim et al., in [133] , studied SCADA testbed implementation Ap- 

roaches. Guillermo et al. [152] presents an overview of wireless 

ecurity and vulnerabilities of SCADA systems followed by proof- 

f-concept methods of attacking wireless vulnerabilities on SCADA 

ystems. 

However, all these surveys fail to connect the End-to-End (E2E) 

ecurity of the SCADA system. A single dimension of SCADA sys- 

ems security lacks the knowledge of the real challenges of the 

CS. To overcome these shortcomings, we discuss and seek to in- 

erconnect the various aspects of SCADA systems ranging from ar- 

hitecture, vulnerabilities, and attacks, Intrusion Detection Systems 

 techniques, and the testbeds, as shown in Fig. 2 . Our survey al-
2 
ows a more complete and holistic view of SCADA system security. 

e seek to answer the question “where to look for security vul- 

erabilities” by explaining the interconnection between SCADA ar- 

hitecture and communication protocols. The linking between the 

ommunication protocols and the systems’ vulnerabilities helps an- 

wer “what to look for?”i.e. “what are the potential vulnerabilities, 

ectors, countries that are target most”. Detection and Prevention 

f security issues can be best handled if the mutual dependencies 

f the protocols, existing intrusion detection, prevention mecha- 

isms, and the vulnerabilities are considered. The lessons learned 

nd the hardening techniques developed can only be deployed on 

he SCADA systems post rigorous validation using testbeds. The 

urveys published so far discuss and detail only one aspect of the 

CADA security and thus fail to show the interconnections between 

arious dimensions essential to design security mechanisms for the 

omplex IIoT systems of the future. Thus, the motive of this review 

s to study the different aspects ( Fig. 2 ) of SCADA security while

onsidering their known loopholes. 

.2. Review methodology 

This section describes the approach taken for selecting the var- 

ous relevant papers and then classifying their work. We choose a 

emi-systemic literature review approach proposed in [153] , as we 

ook at the SCADA system security in a broader perspective. For 

dentifying the related literature in the last fifteen years, the key- 

ords searches are done on the IEEE Xplore, ACM, Elsevier, and 

COPUS, Google Scholar, which lead to excellent coverage of state- 

f-art publications. The keywords used are “SCADA architecture”, 

SCADA communication protocols”, “SCADA security”, “SCADA at- 

acks”, “SCADA intrusion detection systems”, “SCADA testbeds”, and 

SCADA cloud. Then we categorized papers based on our taxonomy 

iscussed in Section 2 manually. Next, we reviewed documents, 

ection by section, based on examining the title, abstract, and full 

ext in case paper provides a novel idea. We then correlated the 

arious work done with the different SCADA security dimensions, 

esulting in a corresponding taxonomy. Table 1 lists all the refer- 

nces we cover for studying the dimensions of SCADA architecture 

nd security. 
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Fig. 2. Relation between different dimensions of SCADA security. 

Table 1 

Selected research for review. 

Topic References Count 

SCADA architecture & Communication protocol [6–46] 41 

SCADA attacks [4,34,35,47–74] 31 

SCADA IDS [75–115] 41 

SCADA Testbed [116–133] 18 

IoT-based SCADA [55,79–81,134–148] 19 

Fig. 3. Taxonomy of Research. 

2

c

p

p

S

D

w

p

s

v

t

a

t

t

a

h

c

i

n

b

e

T

a

m

o

h

t

a

e

s

d

i

b

r

W

p

h

S

r

r

3

w

(

s

d

p

w

. Taxonomy 

We propose a taxonomy for studying architecture and the se- 

urity aspect of SCADA depicted in Fig. 3 . We study SCADA com- 

onents, SCADA generations followed by SCADA communication 

rotocols in Section 3 to understand SCADA architecture deeply. 

CADA systems have evolved into four generations, i.e., Monolithic, 

istributed, Networked, and IoT based fourth generation. After- 

ard, we discuss SCADA specific commonly used communication 

rotocols considering their reference architecture, addressing, and 

ecurity state, as explained in detail in Section 3 . 

An analysis of attacks on the SCADA system is necessary to de- 

elop technology for handling new attacks. We report some real- 

ime SCADA attacks to demonstrate the impact of these attacks on 

 nation. We aim to show the urgent need for securing SCADA sys- 

ems. Therefore, we have analyzed the attacks based on the coun- 

ry (industry) of attack, the target component, the impact of the 

ttack, the type of attack, and vulnerable SCADA component. We 

ave classified the attacks in four categories, i.e., Malware, Non- 

yber attack, Unauthorised remote access, Interruption of services 

n Section 4 . 

IDSs are used to detect and prevent these attacks and recog- 

izing vulnerabilities in the systems. We have categorized IDSs 

ased on the source of information and based on the analysis strat- 

gy. The source of information can be the host or the network. 

he analysis strategy can be signature-based, specification-based, 

nomaly detection. These IDSs are studied considering the threat 

odel, required input data, and technique considering our taxon- 
s

3 
my,and mapping with access based classification. This analysis 

elps to link the security measures taken to avoid a particular at- 

ack. A detailed analysis of IDSs is done in Section 5 . 

Most IDS tools need to be trained and tested on a relevant 

nd validated dataset, which will be unique for each industry and 

ach SCADA system. To overcome the lack of validated datasets, re- 

earchers are focusing on creating testbeds for data sets. Moreover, 

eploying these IDSs on a running SCADA system is a challeng- 

ng task as these are part of critical infrastructure which cannot 

ear a shutdown, delay, etc. Therefore, the testbed plays a vital 

ole in testing each technique and its post-consequences rigorously. 

e have classified testbeds into four categories based on their im- 

lementation strategies, i.e., physical testbed, virtual testbed and 

ybrid testbed. We survey their advantages and disadvantages in 

ection 6 . Section 7 discusses IoT-Cloud based SCADA systems. The 

eview ends with Section 8 , where we identify the future scope of 

esearch in SCADA systems. 

. SCADA system architecture 

SCADA framework consists of hardware components and soft- 

are programs where hardware includes a “Remote Terminal Units 

RTU)”, “Master Terminal Unit (MTU)”, actuators and sensors, and 

oftware includes “Human Machine Interface (HMI)”, a central 

atabase (Historian) and other user software [16] . These software 

rovide a communication interface between hardware and soft- 

are. The physical environment is linked to the actuators and sen- 

ors, which are further connected to RTUs. RTUs gather the sen- 
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Fig. 4. Interrelation of SCADA system components. 
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Fig. 5. Monolithic SCADA system Architecture. 
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1 https://en.wikipedia.org/wiki/PDP-11 . 
ors’ information and data and forward telemetry data to the MTU 

or observing and controlling the SCADA framework. We discuss 

his in greater detail in the next section. 

.1. SCADA components 

The generic interrelation of SCADA system components MTU, 

TU, HMI, Historian, and SCADA communication links is repre- 

ented in Fig. 4 . 

RTU is responsible for collecting real-time data and informa- 

ion from sensors that are connected to the physical environment 

sing link LAN/WAN. RTUs forward information to MTU. These 

re additionally in charge of conveying the present status data 

f physical devices associated with the system. Apart from RTUs, 

rogrammable Logic Controllers (PLCs) and Intelligent Electronic 

evices (IEDs) are also used to interface the sensors/ actuators 

hrough input and output modules. They act as a more modern al- 

ernative or a complement of a setup with RTUs. IEDs can control 

everal different aspects of a piece of a sensor/actuators compared 

o PLC, which are developed for a specific task. IEDs are easier to 

onfigure and require less wiring as compared to traditional RTUs. 

enerally, IEDs have a communication port and they can commu- 

icate to a substation PLC directly or act as a gateway towards the 

CADA server. 

MTU is the central monitoring station. It is in charge of control- 

ing and commanding the RTU machine over communication links. 

t also responds to messages from RTU and processes and stores 

hem for succeeding communication. 

HMI provides a communication interface between SCADA hard- 

are and software components. It is responsible for controlling 

CADA operational information, for example, controlling, monitor- 
4 
ng, and communication between several RTU and MTU in the form 

f text, statistics, or other comprehensible content. 

Historian is used for accumulating two-way communication 

ata, events, and alarms between the SCADA control center. It can 

e described as a centralized database or a server located at a dis- 

ant location. Historian is queried to populate graphical trends on 

he HMI. 

Communication network provides communication services be- 

ween various components in the SCADA network framework. The 

edium utilized can be either wireless or wired. Presently, wire- 

ess media is generally used as it interfaces geologically circu- 

ated areas and less available zones to communicate effortlessly 

6] . 

.2. SCADA generations 

The advancement of communication paradigm is divided into 

our primary ages, such as the first era: Monolithic, second era: 

istributed, third era: Networked, fourth era: IoT-based SCADA. 

.2.1. Monolithic SCADA systems 

It refers to those systems which work in an isolated environ- 

ent and do not have any connectivity to the other systems. The 

otive of these systems is to work in a solitary way. Large mini- 

omputers were used for SCADA system computing. PDP-11 1 se- 

ies, which was developed by Digital Equipment Corporation, is an 

xample of a first-generation SCADA system. In this architecture, 

TUs communicate to MTU using Wide Area Networks (WAN), as 

hown in Fig. 5 . However, the WAN protocols used at that time 

ere completely different than the current WAN protocols. Hence 

e represent it with W AN 

∗. The W AN 

∗ protocols used that time 

ere in the preliminary stage. The communication protocols were 

roprietary, which can be used only to connect RTUs with pro- 

rietary MTU from the same vendor. These protocols were lim- 

ted to permit scanning, control, and data exchange between MTU 

nd RTUs. In the absence of network connectivity, the connec- 

ion between MTU and RTUs was done at the bus level (e.g. us- 

ng RS-232 communication standards) or using proprietary adapter 

luging into the CPU backplane [7,40] . Connecting different ven- 

or RTUs to MTU was an impossible task resulting in an ur- 

ent requirement for the open standards. In some cases, to pro- 

ide redundancy to the SCADA system, an equally equipped sys- 

https://en.wikipedia.org/wiki/PDP-11
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Fig. 6. Distributed SCADA system Architecture. 
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em, working as a backup system was connected to the master 

ystem. 

.2.2. Distributed SCADA systems 

These systems were inter-connected and confined inside small 

ange networks like Local Area Networks (LAN), as shown in Fig. 6 . 

owever, the WAN/LAN protocols used in this generation were 

ompletely different than the current WAN/LAN protocols. Hence 

e represent it with WAN 

∗, LAN 

∗ respectively. This generation dis- 

ributes the computation overhead on multiple systems connected 

sing LAN 

∗, i.e., some of the systems work as communications pro- 

essors, some as operator interfaces, some as a database server, 

tc. [7] , resulting in more processing power, redundant, and reli- 

ble system. Distributed architecture is used in the case of mul- 

iple clients and stations. The information was shared using the 

AN 

∗. However, some of the LAN 

∗ protocols used were proprietary 

ature, which again kept a restriction on the systems connected to 

 LAN 

∗ to work as a distributed MTU. WAN was used to the inter- 

ommunication between RTUs and MTU. The LAN 

∗ protocols have 

 range limited to the local environment. The total cable length 

imit between systems on the network was limited to 600 feet, 

imiting multiple system connections in a room itself [40] . Simi- 

ar to the monolithic SCADA, distributed SCADA systems were also 

onfined to proprietary hardware, software, network protocols, and 

eripheral devices supplied by the vendor [154,155] . All the devices 

hat are connected to SCADA LAN 

∗ were unable to communicate 

ith external devices using other communication protocols. Their 

ommunication was restricted to proprietary protocols supplied by 

endors. In shorts, disrtibuted SCADA systems were more open at 

TU but still lack the capabilitiies at the RTU [41] . The security of

CADA systems was not of concern in this generation also. 

.2.3. Networked SCADA systems 

It utilizes networks and the web broadly because of the stan- 

ardization and cost-effective solutions for large-scale systems. 

his is also referred to as a modern SCADA system [6] . In this de-

ign, SCADA systems may be geographically distributed. However, 

etworked SCADA is closely related to Distributed SCADA, with a 

ignificant difference in the usage of open protocols and standards 

or communication rather than proprietary protocols resulting in 

istributing MTU functionality across a WAN shown in Fig. 7 . Due 

o the use of open standards, third-party peripheral devices can be 
5 
onnected to the network [7] . The significant game-changing im- 

rovement in networked SCADA was the Intenet Protocol’s use for 

he communication between MTU and RTUs, resulting in disaster 

urvivability. 

.2.4. IoT-based SCADA 

The industries have been utilizing the power of technology to 

uild, monitor, and control the systems. IoT innovation and eco- 

omically accessible cloud computing with SCADA systems have 

onsiderably lessened its infrastructure and deployment costs. 

oreover, the integration and maintenance are also easy as com- 

ared to the previous generations [8] . Industries 4.0 is an ex- 

mple of a fourth-generation SCADA system, as shown in Fig. 8 . 

t includes distributed cognitive computing, CPS, IoT, and cloud 

omputing 2 . SCADA systems already share a few characteristics of 

oT, e.g., data access, manipulation, and visualization. IoT differs 

n terms of interoperability, scalability, and capability of big data 

nalytics. The collection and control of all data are done using 

https://www.i-scoop.eu/industry-4-0/
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Fig. 8. IoT-based SCADA. 
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3

n open communication standard. The collected data is stored on 

louds and extraction to get valuable insights from data. IIoT or In- 

ustry 4.0 refers to the developments in fourth-generation SCADA 

ystems. IIoT is described as IoT in industries. It is a network of 

evices with a significant focus on transfer, control of critical in- 

ormation, and large data insights. Therefore, to inculcate IIoT in 

CADA, several devices, protocols need to be integrated into the 

xisting system. IIoT has also improved its resilience by identi- 

ying anomalous behavior using data-driven techniques [9,10,75] . 

cheduling downtime in CI is a challenging task. However, us- 

ng predictive maintenance, these downtimes can be reduced 

11] . 

Over the evolution of SCADA from a monolithic architecture to 

n IoT-based SCADA, these systems rely on effective information 

ommunication to collect, analyze and display data from heteroge- 

eous devices using different protocols and networks over wired or 

ireless network. However, a wide heterogeneity in the technolo- 

ies, protocols, and proprietary architectures increases complexity, 

ost, and efforts to achieve seamless interconnection and some- 

imes results in faulty communication [36] . A series of standards 

ere introduced to provide a homogeneous system development 

tilizing open communication protocols. OPC foundations estab- 

ished Object Linking and Embedding (OLE) for Process Control) to 

evelop common standards for open connectivity of industrial au- 

omation devices and systems in 1996. Later, OLE for Process Con- 

rol was released as an Open Platform for Communication (OPC) 

o adapt to other applications’ standards. OPC is built on a client- 

erver architecture. In 2008, OPC Unified Architecture (OPC UA) 

as released, which is a platform-independent service-oriented ar- 

hitecture. It supported interoperability for Industrie 4.0 and IoT. It 

ntegrates all the functionality of the individual OPC Classic spec- 

fications into a single extensible framework that supports func- 

ional equivalence to all classical OPC and a secure, extensible, and 

latform-independent, unlike classical OPC. The standard for OPC- 

A is IEC 62541 [37] . 

p

6 
.3. SCADA communication protocols 

The communication protocols are regulations for the data de- 

iction and exchange over a communication link. SCADA commu- 

ication protocols play a pivotal role in MTU-RTU interactions. At 

rst, instruments and protective relays permitted remote commu- 

ications using local RS232 association or a dial-up modem inter- 

ace. But due to scalability issues, they have moved to more ad- 

anced protocols [12] . 

As the SCADA system is a composition of many components, 

f each component uses a vendor-specific protocol, it will not com- 

unicate with other components. Each vendor-specific SCADA pro- 

ocol has its own rules and communication procedures, which can 

ary from data presentation and conversion, assignment of ad- 

resses to command generation, and status information. Therefore, 

o support interoperability and cost efficiency, some open stan- 

ards were presented. 

To encourage open protocols, the Open System Interconnection 

OSI) model was introduced in 1984 [13] . The OSI model shows 

he data communications process composed of seven independent 

ayers, and each of the layers describes how the data is handled 

n the different stages of transmission. Open protocols increase the 

vailability, interoperability of the devices, minimize dependency 

n vendors, optimize cost, ease technical support, etc. 

A study of various communication protocols is categorized into 

wo parts, i.e., wired and wireless. Wired communication is also 

nown as wireline communication. It considers the transmission of 

ata over a wire-based (e.g., ethernet cables) communication tech- 

ology. However, in wireless transmission, communication does 

ot rely on the wire. Radio waves are popular wireless technology. 

ifferent wired and wireless SCADA protocols are discussed below. 

.3.1. Wired SCADA communication protocols 

Modbus: Gould Modicon developed the Modbus transmission 

rotocol, an application layer messaging protocol for their Modicon 
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3 https://en.wikipedia.org/wiki/FOUNDATION _ fieldbus . 
4 https://en.wikipedia.org/wiki/IEC _ 61850 . 
rogrammable controller [14] . It is the most commonly used pro- 

ocol for connecting the electronic devices due to openly published 

nd easy to use. Moreover, it is used for the interactions between 

TU and RTUs. 

A typical Modbus network supports one master and a maxi- 

um of two hundred forty-seven slaves. RTUs only reply to mes- 

ages targeted to them but avoid responding to the broadcasts 

15] . It uses four types of communication messages, such as to 

equest/response message to/from MTU, acknowledgment message 

or the successful delivery of the message at the MTU, and RTUs. 

TU can send messages to the slaves and assign an address to 

ach of the slaves, varying from 1 to 247. Modbus/TCP, an enhanced 

ariation of Modbus, is also available, which focuses on reliable 

ommunication over the Internet and Intranet. It follows TCP/IP’s 

rror detection methods to detect the errors. 

Modbus plus protocol is proposed to overcome the master ter- 

inal vulnerability issues. It is a token-based protocol. Modbus 

rotocol assembles the request message transmitted from the re- 

ote terminal to the master terminal into PDU, an amalgam of the 

ata request, and a function code. PDU changes over into an ap- 

lication information unit by including function code fields at the 

SI layer. Similarly master terminal will send a reply to the re- 

ote terminal. However, due to extra cable and other communica- 

ion issues, it is not preferred for real-time communication. Chen 

t el. [42] analyzed the Modbus/TCP protocol security by imple- 

enting attacks (MiTM attack and DoS) on a real-Time CPS Test 

ed. They used LabVIEW and PXI modules to simulate SCADA sys- 

ems and IED The communication system was simulated using Op- 

et’s system-in-the-loop. 

DNP3 Distributed Network Protocol (DNP) protocol is based 

n the Enhanced Performance Architecture (EPA) model. EPA is a 

treamlined type of OSI layer architecture. It was developed by 

arris, Distributed Automation Products [16] . The DNP3 protocol 

evelopment motive was to obtain open and standards-based in- 

eroperability between RTUs, MTU, and Programmable Logic Con- 

roller (PLC). 

Data link layer convention, transport functions, application con- 

entions, and data link library are the core components of the 

NP3 protocol. A user layer is appended to the EPA architecture 

esponsible for multiplexing, data fragmentation, prioritization and 

rror checking, etc. In the DNP3 protocol’s layered architecture, the 

pplication layer details the packet design, services, and procedure 

or the application layer. This message is then forwarded to the 

seudo-transport layer, which forwards the segmented data unit to 

he data link layer. It further forwards the message to the physical 

ayer [17] . It supports multiple-slave, peer-to-peer, and multiple- 

aster communication. Lu et al. [18] proposed a cryptography- 

ased design to enhance the security of DNP3-protocol. The au- 

hors observe that the upgraded DNP3 protocol can overcome 

an-in-the-Middle (MitM) and replay attacks without any over- 

ead. The strategy consists of four stages: identify authentication, 

ey agreement, critical update, and communication protocol. Mar- 

an et al. in [19] experimented on DNP3 protocol using digital sig- 

atures. IEC 60870-5 Protocol The International Electro-Technical 

ommission (IEC) 60870-5 protocol also follows EPA model. The 

pplication layer is included as an additional top layer of EPA ar- 

hitecture, which indicates the functions related to the telecontrol 

ramework. Telecontrol framework based variations e.g., T101, T102, 

103, T104 characterize various particulars, data objects, and func- 

ion codes at the application convention level [20] . For the efficient 

ransmission, the DNP3 layer stack adds a pseudo-transport layer, 

ut it is not used in IEC 60870-5. Pidikiti et al. [43] discussed the

EC 60870-5-101 protocol vulnerabilities and its exploitation by co- 

rdinated attacks. IEC 60870-5-101 lack the application layer and 

he data link layer security. Foundation Fieldbus Protocol This pro- 
7 
ocol was presented by FieldComm Group 

3 . The user, application, 

ata link, and physical, the four-layer stack is used in Founda- 

ion Fieldbus. The architecture of Foundation Fieldbus follows the 

SI layer model in which the user layer is added as an additional 

op layer of the application layer. The user layer acts as a gate- 

ay between software programs and field devices. Easy process 

ntegration, multifunctional devices, open standard, and decreased 

assive wire cost features of Foundation Fieldbus are superior to 

ther protocols. Profibus Protocol Process Field Bus (Profibus) pro- 

ocol was promoted by BMBF (Germany). The communication of 

ata between MTU and RTUs is a cyclic process. MTU reads RTUs 

nput data and writes RTUs output data. Field bus message specifi- 

ation, distributed peripheral, and Profibus variations are the three 

ersions of Profibus protocol. Profibus is most popularly used in 

iscrete manufacturing and process control [16] . IEC 61850 Protocol 

he International Electro-Technical Commission(IEC) 61850 proto- 

ol was developed by the IEC Technical Committee 57 4 . A group 

f manufacturers (ABB, Alstom, Schneider, SEL, Siemens, Toshiba, 

tc.) proposed this protocol to improve equipment interoperabil- 

ty [21] . This protocol differs from other OSI reference models in 

he sense that it also describes how data is executed and stored 

part from how it is sent and received. The source and destination 

ddress are 48 bits each [22] . IEC 61850 is generally used in elec- 

rical substations for communication among intelligent electronic 

evices [23] . Moreover, IEC 61850 abstract data models can be 

apped to many other protocols, e.g., MMS, GOOSE, and SMV [24] . 

ART Highway Addressable Remote Transducer (HART) is a very 

opular request/reply based bi-directional communication proto- 

ol that was initially developed by Rosemount Inc. It was made 

n open protocol in 1986. It is widely used in small automation 

pplications to highly sophisticated industrial applications for in- 

ustrial process measurement and control applications. It is called 

 hybrid protocol as it provides two simultaneous communication 

hannels, analog and one digital communication channel. It uses 

requency shift keying for data modulation. The digital signal uses 

.2 kHz for bit 1 and 2.2 kHz for bit 0. HART supports both point-

o-point, multidrop network topologies. In point-to-point mode, 

oth digital as well analog signals are used. The primary measured 

alue signal is generally specified to be the 4–20 mA analog sig- 

al and other devices’ information is sent digitally using FSK on 

he same 4–20 mA wiring [38] . In the multidrop topology, a two- 

ire system is used to connect the field devices. Unlike traditional 

nalog devices that communicate only a single process variable, 

ART supports other types of information transmission with the 

rocess variable. However, message broadcasting is not supported 

n HART. Comparison of wired communication protocols Accordingly, 

CADA communication conventions have advanced from restric- 

ive to business/open-source conventions. SCADA framework’s un- 

avering quality relies on its correspondence conventions. A brief 

nd comparative analysis of communication protocols available for 

CADA is Table 2 . Since DNP3, IEC 60870-5-101, and Foundation 

ieldbus are open Standards [25] . These protocols are more widely 

sed. DNP3 and IEC 60870-5-101 focus on providing the first level 

olutions of Data Acquisition Interoperability. These are required to 

ommunicate outside the substation [17] . DNP3 allows SCADA sys- 

ems to poll at a different frequency while IEC 60870-5-101 poll at 

he same frequency, which helps it is a case of limited bandwidth. 

he packet size in DNP is larger than IEC 60870-5-101. Hence for 

ong-distance DNP3 protocol is favored. Modbus is, for the most 

art, utilized for applications where the volume of information ex- 

hange is low [12] . It is a quick and safe convention, and a ton

https://en.wikipedia.org/wiki/FOUNDATION_fieldbus
https://en.wikipedia.org/wiki/IEC_61850
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Table 2 

Comparison of wired SCADA communication protocols. 

Attribute Modbus DNP3 IEC 6870-5-101 

Foundation 

Fieldbus Profibus IEC 61850 HART 

Year 1979 1993 1995 2004 1989 2005 (Project 

started in 1995) 

1986 

Organization Gould Modicon Harris, 

Distributed 

Automation 

Products 

IEC FieldComm Group Promoted by BMBF 

(Germany) 

IEC Technical 

Committee 57 

Rosemount Inc. 

Architecture Single layer i.e. 

Application layer 

4 layer 

architecture 

3 layer architecture 

based on EPA 

model. 

4 layer architecture 3 layer architecture 3 layer architecture 5 layer architecture 

Addressing 8-bit address 16-bit source 

and 

destination 

addresses 

0, 8, 16-bit 

addresses are 

supported 

8, 16, 32-bit 

addresses are 

supported 

7-bit address (0–3 

address are used 

by master and 

rest by slaves) 

48-bit source and 

destination 

addresses 

4-bit addresses (newer 

version support 32 

bit address) 

Users Target low volume 

data applications 

China, North 

America, and 

Australia 

Europe, China America and 

France 

All over the world All over the world All over the world 

Source Open source Open source Commercially 

available 

Open source Commercially 

available 

Open source Open source 

Security state No encryption and 

authentication 

control 

DNP3-SA 

support 

encryption 

and authen- 

tication 

control 

No encryption but 

supports 

authentication 

control 

No encryption and 

authentication 

control 

Supports 

encryption and 

authentication 

control 

No encrption but 

supports 

authentication 

control 

No encryption and 

authentication 

control 

Possible 

attacks 

DoS, MiTM [42] Response 

replay, MiTM 

attack [44] 

DoS [43] DoS, MiTM [45] DoS DoS, Spoofing, 

MiTM [46] 

Spoofing attacks, Lack 

of authentication 

and XML injection 

attack 
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son to traditional Internet devices. It uses an efficient XML inter- 

5 https://www.checkpoint.com/downloads/products/top- 10- cybersecurity- 

vulnerabilities- threat- for- critical- infrastructure- scada- ics.pdf . 
f data is loaded in one message [26] . Modbus is a single layer

rotocol while DNP3, Foundation Fieldbus, uses four-layer architec- 

ure. Modbus is mainly targeted for low volume data applications. 

nly DNP3-SA and Profibus support encryption and authentication 

ontrol, while Modbus is an insecure communication protocol. IEC- 

870-5-101 and IEC 61850 do not support encryption but allow au- 

hentication control. Foundation Fieldbus is preferred when consid- 

ring the power availability as HART signal can only be around 35 

illiwatts and 4mA. Many factors affect the protocols selection for 

ommunication, such as the utility of the system, location where 

he SCADA system will be implemented. Choosing the best proto- 

ols ensures that if needed, the developed system will have good 

otential for scalability. Systems should have the flexibility to in- 

orporate security in communication protocols. 

.3.2. Wireless SCADA communication protocols 

Apart from the traditional communication protocols, in IIoT 

ased SCADA, other IoT protocols, e.g., IEEE 802.15.4, Zigbee, Blue- 

ooth Low Energy (BLE), Long Range (LoRA), WirelessHART, Wi-Fi 

tc. are used for communication. 802.15.4. IEEE 802.15.4 standard 

s a basis for many other wireless protocols, e.g., Zigbee, Wire- 

essHART, 6LoWPAN, etc. These protocols are developed by extend- 

ng the upper layer to IEEE 802.15.4 standard. It specifies the phys- 

cal layer and media access control for low-rate wireless personal 

rea networks. It works on 2.4 GHz ISM. It is generally preferred 

or low-cost, low-speed ( ≈100 kbits/s) and low-data rate ( ≈250 

bits/s), low-range ( ≈10 m) communication. It supports real-time 

ommunication, collision avoidance, and secure communication. 

he standard mentions the lower layers, i.e., physical and medium 

ccess control in the OSI model. It supports peer-to-peer and star 

etwork topologies. Zigbee Zigbee, an IEEE 802.15.4 based com- 

unication protocol, is developed by the Zigbee alliance. Zigbee 

as standardized in 2003 and revised in 2006. The range of Zig- 

ee communication is between 10 to 100 m line-of-sight, depend- 

ng on environmental characteristics. Zigbee architecture includes 

hree types of devices, i.e., fully functional device (act as a router), 

educed functional device, and a coordinator. It enables wireless 
8 
ersonal area networks and provides a communication protocol 

ith low power digital radios. In short, it is a low data rate, low- 

ower, and low communication range wireless ad hoc network, 

hich is secured by 128-bit symmetric encryption keys and a data 

ate of 250 kbps. Bluetooth Bluetooth special interest group devel- 

ped with a motive to decrease the power consumption as com- 

ared to classic Bluetooth technology. The protocol stack in BLE 

s the same as in classic Bluetooth. BLE supports a quick transfer 

f small data packets with 1 Mbps data rate. It does not support 

ata streaming and follows master-slave architecture; master be- 

aves like a central device that connects to many slaves, result- 

ng in the need for power-efficient devices. The energy is saved by 

eeping the slave nodes in sleep mode by default and wake up 

hese nodes periodically to send data packets to the master node 

nd receive control packets from the slave node. BLE is 2.5 times 

nergy efficient than Zigbee [27] . LoRA LoRA, a long-range com- 

unication protocol, was developed by Cycleo of Grenoble, France. 

n 2012, it was acquired by Semtech. It supports long-range com- 

unication up to 10 Km and a data rate of less than 50kbps with 

ow power consumption. It is most suitable for the non-real-time 

pplication, which is fault-tolerant. It works in the physical layer 

ombined with Long Range Wide Area Network, in the upper lay- 

rs. 

Apart from these device-to-device communication protocols, 

ther application layer protocols e.g., MQTT, Constrained Appli- 

ation Protocol (CoAP), and Message Queue Telemetry Transport 

MQTT) are developed for the IoT environment as HTTP, HTTPs are 

ot suitable due to resource constraints. 5 CoAP CoAP, a specialized 

nternet Application Protocol, is an replacement of HTTP for re- 

ource constraint IoT based devices [31,32] . Low overhead, mul- 

icast, and ease to use are the basic pillar for IoT devices. IoT 

evices have much less memory and power supply in compari- 

https://www.checkpoint.com/downloads/products/top-10-cybersecurity-vulnerabilities-threat-for-critical-infrastructure-scada-ics.pdf
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Table 3 

Threats to the SCADA systems. 

Threats Description 

Physical security SCADA systems are geographically distributed. Hence their physical security is a big issue [28,29] . 

Operating System Vulnerabilities The SCADA system is expected to be running continuously without interruption. So any patch to the SCADA system 

cannot be applied. 

Authentication Vulnerabilities, i.e., 

Permission, Privileges, and Access 

controls 

Generally, for employee convenience, the passwords are shared, which eliminates the sense of authentication and 

accountability. Also, some vendors put default passwords, which are used without modification by the user. 

Moreover, password policies also very weak [30] . 

Improper authentication, i.e., 

Unauthorized remote access 

Due to the geographic distribution, to monitor the system, remote access is required. Remote access is more 

vulnerable to unauthorized access. 

Audit and Accountability, i.e., 

Monitoring and Defenses 

Cryptographic communications, Intrusion detection system (IDS), firewall are not universally used. It is challenging 

to implement these cryptographic approaches on sensors or actuators, considering the resource capability and 

scale. Security documentation is also limited. The potential for zero-day attacks is always present. The security 

assessments tools are also lacking to achieve up to the mark performance. 

Wireless communication network In SCADA systems, the communication link is mainly wireless. Depending on the implementation these links are 

vulnerable to the security attacks. 

Legacy SCADA Software Most of the SCADA systems use legacy software which was designed long ago. Security of the system was not a 

consideration at that time [30] . 

Upgrade restriction The processors are constrained by low computation power and memory resources, and also these systems are not 

compatible with upgrades [30] . 

Public Information In most of the application sectors, the design and architecture of SCADA system are published making it available 

to attackers. Also, employees working on a firm leak the information from their past working place [29] . 
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4

hanges data format that leads to a more space-efficient proto- 

ol. It also supports resource discovery, message exchange, auto- 

onfiguration, built-in header compression, etc. It uses four types 

f messages, i.e., confirmable, non-confirmable, acknowledgment, 

nd reset. Confirmation messages are used for reliable communica- 

ion; acknowledge message is used to deliver the message success- 

ully. By default, CoAP is bound to User Datagram Protocol (UDP), 

nd security is provided using datagram transport layer security. 

QTT MQTT, a publish-subscribe-based messaging protocol, was 

eveloped by IBM. It is a client/server protocol, where clients act 

s a publisher or subscriber, and the server behaves like a broker. 

he information is arranged in a topic hierarchy. The topic name 

s generally in text format, which increases the overhead. A client 

ends a control message to the server when it wants to publish 

 message. The server distributes the message to the subscribers 

ater. Neither publisher nor subscribers need to share their config- 

rations, location. MQTT is supported over the Transmission Con- 

rol Protocol(TCP), which restricts its use for all types of IoT de- 

ices. MQTT control message size varies between 2 bytes to 256 

egabytes. It supports 14 control messages to manage publisher- 

roker-subscriber communication [33] . 

Apart from MQTT, few extensions, e.g., MQTT-S/ MQTT-SN, are 

roposed, which specifically focus on cost and power effective so- 

utions. These include replacing topic text with topic Ids, buffer- 

ng procedure for nodes in sleep mode, etc. MQTT-SN is proposed 

o use over UDP or Bluetooth. The communication network proto- 

ols do not support security features. Therefore, they are prone to 

yber-attacks. 

WirelessHART Wireless communication support to HART is 

dded in WirelessHART while maintaining compatibility with ex- 

sting HART devices, tools, and commends. WirelessHART, released 

n 2007, is supported by multiple vendors and follow interoperable 

ireless standards [39] . It uses a 2.4 GHz ISM radio band and is

ased on wireless mesh technology. Wi-Fi(802.11a/b/g/n/ac) Wire- 

ess Fidelity (Wi-Fi) 6 is based on IEEE 802.11a/b/g/n/ac standard 

amily and designed seamlessly with its wired sibling Ethrnet. It 

ses 2.4 GHz and 5GHz ISM radio band. It supports communica- 

ion in the range of 20 m indoor, 150 m outdoors and can achieve

peeds of 1 Gbits/s. It supports star and mesh network topolo- 

ies [156] . In comparison to SCADA wired communication proto- 

ols, Wi-Fi protocols are more vulnerable to attack because an ad- 
6 https://en.wikipedia.org/wiki/Wi-Fi . 

a

9 
ersary within range of a network having a wireless network inter- 

ace controller can try to get the network access. Cellular network 

t supports several frequency bands depending upon the regions 

nd type of network and ranges up to several kilometers. The data 

ate supported is up to 10 Mbits/s. It has single antenna reception. 

at-1 and LTE-M are the fully-available cellular IoT option and are 

enerally preferred for IoT applications that require a browser in- 

erface or voice. 

In the next section, we discuss the inherent vulnerability of 

CADA systems by looking at reported attacks. 

. Taxonomy of attacks 

Recently, the number of security-related attacks on SCADA sys- 

em has drastically increased. Threats like Stuxnet [34] , Aurora 7 , 

aroochy [35] give us a clear idea of how much damage a deter- 

ined adversary can cause even on the general public. 

Table 3 summarises the various threats to the SCADA systems. 

he physical security of these systems remains a significant is- 

ue due to geographical distribution. These systems are expected 

o run without any interruption, so any patch or upgrade cannot 

e applied without compromising its productivity. Moreover, most 

f the communication happens on the wireless network, making 

t vulnerable to network security attacks. The architecture and de- 

ign of SCADA systems are available in the form of patents or pub- 

ications, which make it accessible to hackers. We have also high- 

ighted the vulnerable SCADA component w.r.t. Each threat. Sen- 

ors and actuators are prone to physical security as they are gener- 

lly deployed in remote areas. PLC, MTU, and RTUs still use legacy 

CADA software and are restricted from updating. Therefore, these 

re even prone to well-known vulnerabilities exploitations. 

A lot of attacks have been detected even with advanced security 

olution enforced in the system. The first known cyber-security at- 

ack occurrence, including the SCADA framework, was in 1982, in 

hich the enemy implanted a Trojan in the SCADA framework that 

as responsible for controlling the Siberian Pipeline. A brief anal- 

sis of the reported attacks is given in the next subsection. 

.1. Analysis of attacks 

To analyze the SCADA specific attacks, we searched for the 

vailable databases. The Repository of Industrial Security Incidents 
7 https://en.wikipedia.org/wiki/Operation _ Aurora . 

https://en.wikipedia.org/wiki/Wi-Fi
https://en.wikipedia.org/wiki/Operation_Aurora
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RISI) [47] database is the only database that indexes the SCADA 

pecific attacks. The other common vulnerabilities databases are 

VD [55] , ICS-CERT 8 , WhiteSource 9 . A brief analysis of SCADA 

ulnerabilities extracted from the National Vulnerability Database 

NVD) is done in [56] . Authors observe that approximately 89% of 

he vulnerabilities can only be exploited on the network. Approx- 

mate 19% of the reported vulnerabilities are due to buffer errors; 

hat arise due to insecure and legacy operating systems. Since our 

rimary focus is analyzing attacks rather than the potential vulner- 

bilities, we use RISI to investigate the attacks feature. 

In 2020, the RISI database [47] , a publicly available online 

atabase, contains 242 incidents that are recorded from 1982 to 

015. This data set is considered one of the richest to date to un- 

erstand the attack’s taxonomy. The real count of such attacks is 

uch more than because many real-time attacks are not reported 

4] . The database has not been updated from 2015, yet it provides 

 realistic understanding of the security state of SCADA systems. 

ISI is the only reliable source in best of our knowledge that fo- 

uses on SCADA system attacks. It is necessary to analyze the pre- 

ious security assaults to prevent future attacks, i.e., how the at- 

acks have been carried out [4] ? How can the system be made 

ore robust against these attacks? Moreover, Henrie in [57] com- 

ented on the current cyber state of the SCADA system that these 

ttacks are “real and expanding”. An in-depth analysis of these se- 

urity incidents can provide the capability to detect and prevent 

hese attacks priorly. Miller and Rowe analyzed past attack records 

ased on the originating sector, how the attack was implemented, 

nd the attack target sectors. Their study on previous attacks gives 

he nature of those attacks. 

In Table 4 , We summarise some of the high-impact SCADA se- 

urity incidents chronologically. The table highlighted the coun- 

ry and industry in which the attack was reported. It also lists 

he target component, impact of the attack, the method used to 

aunch the attack, and vulnerable SCADA component. The attack’s 

mpact is categorized into six categories, i.e., Financial Loss, Sys- 

em Damage, Production Loss, Daniel of Service, Latency, and Intel- 

ectual loss. We further classified the type of attacks into five cat- 

gories, i.e., Malware, Noncyber attack, Unauthorised Remote Ac- 

ess, Interruption of Service, and Unknown. Unknown denotes the 

ttack category for which the source is still unknown. Vulnerable 

CADA component specifies the SCADA component whose vulner- 

bility was exploited during the attack on the SCADA system. The 

ttacks in Table 4 are chosen to cover a maximum number of im- 

acted industries over the years. According to the RISI repository, 

bout 17 countries have one reported security attack per coun- 

ry. The entire RISI dataset was analyzed to find out patterns and 

ighlight key points. Organized hacking groups cause 5% of the re- 

orted attack. The result of the analysis in Fig. 9 number of re- 

orted attacks vs. country shows that the USA and UK are the 

ountries most affected by cyber-attacks. Sixteen reported attacks 

o not mention the country name. There are seven countries that 

ave two cyber-attacks per country. However, this observation de- 

ends on the quality and completeness of the RISI database. The 

ompleteness of the RISI data set depends on the nations who re- 

ort these attacks. Moreover, 20% of the attacks on critical infras- 

ructure are unknown [58] . 

In Fig. 10 , we analyze which application sector is more prone 

o the attacks. Forty-eight attacks have been reported in the trans- 

ortation sector, which is followed by 46 attacks in power and util- 

ties. The reason for the more vulnerable industry may depend on 

he revenue obtained due to the attack. Moreover, an attack can 

riginate from many sources to harden the mitigation processes. 
8 https://us-cert.cisa.gov/ics/advisories . 
9 https://www.whitesourcesoftware.com/vulnerability-database/ . t

10 
Fig. 11 shows that approximately 28% of the reported attacks 

re due to malware attack. Unauthorized access is also another 

ause of many attacks. Therefore, adequate security policies should 

e practiced in industries. 

The standard vulnerable configuration includes default 

sername-password, unencrypted communication, weak fire- 

all policies. The common vulnerabilities related to SCADA 

ystem configuration include poor system access control along 

ith open network shares on SCADA hosts, cryptographic issues, 

eeble authentication, weak credential management, inefficient 

lanning, and poor policies and procedures [59] . Securing SCADA 

ystems is a challenging task as compared to the traditional IT 

ystems. 

As per the Dell security annual threat report 10 , the number of 

ttacks against SCADA systems doubled in 2014 on the year-to-year 

asis. The expert also confirmed that most of these attacks are po- 

itically motivated. The countries which have extensive SCADA sys- 

ems are Finland, the United Kingdom, and the United States. We 

eed to strengthen cyber-security measures of SCADA systems to 

hield them from cyber assault [60,61] . 

The network’s primary security mechanism applicable to IT sec- 

ors is invalid for SCADA due to legacy-inherited cybersecurity vul- 

erabilities and their potential exploitation. The IT network is pri- 

arily focused on the confidentiality of the data at all costs com- 

ared to SCADA, where the SCADA systems need to be available at 

ll prices. Traditional security mechanisms are effective for the IT 

etwork, but these mechanisms are not developed considering the 

vailability requirement. 

Security mechanism, e.g., patching, up-gradation, etc. is a chal- 

enging task to apply without rebooting the device, i.e., affecting 

he plant’s communication. So, the daily maintenance and timely 

pplication of patches is a tedious task. A strategic and efficient 

atch prioritization approaches specific to the SCADA systems need 

o be explored in such a case. Alshawish et al. in [62] provided 

n integrated risk-based decision-support methodology for patch 

rioritization. The approach considers the interdependencies in 

he network, attacker behavior, and publicly available information 

egarding the vulnerability and exploit. They used the Time-To- 

ompromise security metric for assessing the compromise risk. 

ranadillo et al. [63] proposed a geometrical model that calculates 

he volume of systems (risks), attacks, and countermeasures. The 

pproach recommends the application of security mechanisms in 

he decreasing order of volume of systems. Yadav et al. [64] pro- 

osed an updates ordering mechanism PatchRank by considering 

he functional dependency of the SCADA systems, attacker behav- 

or, resource constraint, and NVD vulnerability assessment. The 

uthors demonstrated a comparative analysis of PatchRank with 

ther benchmark algorithms to show that PatchRank converges to 

 usable, secure state faster. However, all these approaches need 

o be adequately validated before using them in the field. Yadav 

t al. [65] addresses the need for patch sequencing in the SCADA 

hain in smart grid systems. The proposal recommends using sys- 

em criticality and attacker behavior-based decision making. The 

ethod’s primary focus is to identify a patch sequencing strat- 

gy that minimizes the possible attacks’ impact in a resource- 

onstrained scenario. 

The attacks on SCADA have miserable effects. New secure ar- 

hitectures are required for SCADA systems. Cardenas et al. first 

xplored research challenges for the security of the cyber-physical 

ystem (CPS). [66] . The authors focus on the requirement of secure 

PS and also discussed some of the vulnerabilities that might oc- 

ur due to the fusion of cyber and physical systems. Clifford Neu- 
10 https://www.silicon.es/wp-content/uploads/2015/12/2015-dell-security-annual- 

hreat-report-white-paper-15657.pdf. 

https://us-cert.cisa.gov/ics/advisories
https://www.whitesourcesoftware.com/vulnerability-database/
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Table 4 

Some of the Important Attacks during 1982–2016. 

Attack title (Year) Country (Industry) Target Impact Type 

Vulnerable SCADA 

component 

Siberian Gas Pipeline 

Explosion (1982) 

[47] 

Russia (Petroleum) Pipeline Financial Loss, System 

Damage 

Malware Controller 

Sellafield Nuclear plant 

system error 

(1991) [47] 

Uinited Kingdom 

(Power and Utilities) 

Shielding Door Production Loss Noncyber attack Sensor 

Virus in Nuclear Power 

Plant (1992) [47] 

Lithuania(Power and 

Utilities) 

Reactor System Damage Malware RTU 

Hacking of Salt river 

project (1994) [47] 

United State (Power 

and Utilities) 

Software system Financial Loss, Data 

Loss 

Unauthorised Remote 

Access 

Communicarion 

Protocol 

Worcester Air Traffic 

System Hack (1997) 

[47] 

United State 

(Transportation) 

Control System System Damage Noncyber attack Controller 

Maroochy (2000) [35] Australia (Sewage 

Control System) 

Flood gate Environmental Damage Unauthorised Remote 

Access 

Communication 

protocol 

Utility SCADA system 

attack (2001) [47] 

United State (Power 

and Utils) 

SCADA control system System Damage, 

Financial Loss 

Unauthorised Remote 

Access 

Communication 

Protocol 

SQL Slammer (2003) 

[48] 

United State 

(Petroleum) 

Automation Segment Daniel-of-Service Interruption of Service Communication 

Protocol 

Virus injected in CSX 

train signaling 

system (2003) [4] 

United State 

(Transportation) 

Signal dispatching 

system 

Latency Malware Communication 

Protocol 

Nuclear plant slammer 

attack (2003) [47] 

United State (Power 

and Utilities) 

Nuclear power plant System Damage, 

Financial Loss 

Malware Communication 

Protocol 

Nachi worm on control 

servers (2003) [47] 

France (Chemical) Advanced process 

controller (APC) 

Latency Malware Historian 

Sasser worm (2004) 

[47] 

United State 

(Chemical) 

Decentralised control 

system (DCS) 

System Damage Malware Controller 

Sasser worm (2004) 

[47] 

United Kingdom 

(Transportation) 

Check-in controller 

system 

Latency Interruption of Service RTU 

Water company hack 

in Pennsylvania 

(2006) [47] 

United State 

(Water/Waste Water) 

Water plant computer 

system 

System Damage Unauthorised Remote 

Access 

Computer system in 

SCADA network 

Phishing attack (2007) 

[47] 

Unknown (Power and 

Utilities) 

Employee computer System Damage Malware None 

Emergency siren 

Activation (2008) 

[47] 

United State (Other) Emergency Siren Daniel-of-Service, 

System Damage 

Interruption of Service Communication 

Protocols 

Road Sign Hack (2009) 

[47] 

United State 

(Transportation) 

Digital Road Sign None Unauthorised Remote 

Access 

Sensor 

Power Company Hack 

in Texas (2009) [47] 

United State (Power 

and Utilities) 

Energy forecast system Financial Loss Unauthorised Remote 

Access 

Communication 

Protocols 

Stuxnet (2010) 

[34,49–51] 

Iran (Power/Utilities) Centrifuges PLCs System Damage, 

Financial Loss 

Unauthorised Remote 

Access 

PLC 

South Houston Water 

Treatment Plant 

Hack (2011) [47] 

United State 

(Water/Waste Water) 

Plant controller None Unknown PLC 

Auto manufacturer 

hacked (2012) [47] 

United State 

(Automotive) 

Company computer Intellectual loss Malware Communication 

Protocols 

New York Dam attack 

(2013) 

United State 

(Water/Waste Water) 

Computerized control 

of Dam 

Intellectual loss, 

System Damage 

Unauthorised Remote 

Access 

Controller 

Godzilla Attack (2014) 

[4] 

United State 

(Transportation) 

Sign Board System Damage, 

Intellectual loss 

Unauthorised Remote 

Access 

Communication 

protocols 

Steel Mill Cyber attack 

(2014) [52] 

Germany (Metal) Furnace System Damage Unauthorised Remote 

Access 

Access to SCADA 

network 

Ukrainian Power 

Outage (2015) 

[53,54] 

Ukraine(Power and 

Utilities) 

Computer network System Damage Malware Historian 

Operation Ghoul 

(2016) [53,54] 

Middle Eastern 

Countries(Cyber 

Security Company) 

Computer system Data Loss Malware Computer system in 

SCADA network 
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an in [67] focuses on the design for the secure CPS. He has also 

nlightened the possible research area that will enhance the secu- 

ity of the CPS. In the proposed work, the author suggests com- 

ining security as an integral part of CPS’s basic design. For the 

CADA system, the security goal is generally the reverse of the pri- 

ritized security goals for traditional information technology sys- 

ems, as shown in Fig. 12 . Therefore, attackers generally target to 

nterrupt the SCADA system availability. 
11 
With time, attackers have started using more sophisticated 

echniques to compromise the security of SCADA systems than 

ver, so the threats are increasing. An attack scenario using elec- 

ric vehicle infrastructure is described in [68] . Till now, attackers 

ave mainly focused on high-level systems, i.e., HMI and commu- 

ication protocols. Surprisingly, field device firmware exploitation 

s the least focused research area [69–71] . 
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Fig. 9. Statistical view for Country vs Attacks count. 

Fig. 10. Statistic view for Sector vs Attack count. 

t

(

a

t

g

t

w

5

Many international institutes e.g. IEEE, Centre for the Protec- 

ion of National Infrastructure (CPNI) 11 , American Gas Association 

AGA) 12 , North American Electric Reliability Corporation (NERC) 13 

nd National Institute of Standards and Technology (NIST) 14 , Indus- 

rial Automation and Control System Security (ISA) 15 etc. publish 

uidelines frequently for secure SCADA implementation. The indus- 

ries are recommended to follow these security guidelines. 
11 https://www.cpni.gov.uk/ . 
12 https://www.aga.org/ . 
13 http://www.nerc.com/Pages/default.aspx . 
14 https://cve.mitre.org . 
15 https://www.isa.org/ . 
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A quick and efficient attack detection systems are required, and 

e will discuss attack detection systems in the next section. 

. Intrusion detection systems 

NIST [72] characterizes IDS as the procedure of observing events 

n a host system or network, and these events are analyzed for 

igns of unusual incidents [73,74] . IDSs monitors the traffic and op- 

ration of the network and host system; if it senses some security 

iolation, the system administrator is notified. The research work 

or IDSs has been carried out since the 1980s by Aderson. Gener- 

lly, for analyzing system behavior, IDSs need training and valida- 

ion data sets of anomaly and attacks. The research work for the 

https://www.cpni.gov.uk/
https://www.aga.org/
http://www.nerc.com/Pages/default.aspx
https://cve.mitre.org
https://www.isa.org/
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Fig. 11. Threats statistic view for Attack category. 

Fig. 12. Priority order for General IT and SCADA. 
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16 https://cve.mitre.org . 
DSs suffers from the lack of datasets to verify the functionality of 

heir algorithms. 

We surveyed some of the widely used publicly available 

atasets. Power system dataset [76] includes measurements re- 

ated to the electronic transmission system, control, cyber-attacks 

ehavior collected from Snort. Gas pipeline and water storage 

ank dataset [77,78] consists of cyber-attacks against two lab-scale 

rameworks. This was created using re-enactment of actual defec- 

ive and ordinary operations of a gas pipeline and water tank sep- 

rately. It consists of three categorical features, which include pay- 

oad info, ground truth, and network info. 2,74,623 instances with 

wenty-row features have been involved in this dataset. Moreover, 

ome unusual patterns were identified in this dataset, which helps 

achine learning algorithms to detect attacks. KDD99 [79] is a 

idely used dataset since 1999 for the evaluation of IDSs. It is 

reated by using data collected in DARPA’98 IDS. It consists of 

orty dimensional 49,0 0,0 0 0 single connection records. However, 

his dataset does not include analytical or experimental valida- 

ion of data’s false alarm characteristics. It also has redundant and 

uplicate instances. Therefore, a re-sampled version of the KDD 

ataset NSS-KDD [80] dataset was created. The first DAPRA dataset, 

imulated over an air force base, was published by MIT Lincoln 
13 
ab in 1998 [81] . However, in 1999, an improved version of this 

ataset, which includes computer security communities’ sugges- 

ion, was released. This dataset provides raw host and network 

ataset which need to be preprocessed to use for verifying ma- 

hine learning IDSs. Apart from the above-discussed databases, 

VD, an extensive and publicly available database for the soft- 

are and hardware vulnerabilities in a different domain, is a good 

ource for extracting SCADA specific vulnerability. NVD includes 

n examined analysis of all these reported vulnerabilities using 

he Common Vulnerability Scoring System (CVSS) framework and 

rovides a base severity score for vulnerability by considering the 

ttack’s scope, vulnerability component, impacted component, at- 

ack vector and complexity, frequency, privilege required, etc. NVD 

ndexes reported the vulnerability to Common Vulnerability Enu- 

eration (CVE) 16 Ids that enable automated vulnerability manage- 

ent. CVE Ids help to provide a common name for publicly avail- 

ble vulnerabilities. However, a lack of the complete SCADA attack 

ata sets inhibits cybersecurity research for SCADA. There is not a 

omprehensive dataset covering all the attacks worldwide. There- 

ore, researchers are required to create the datasets by simulating 

est-bed with attacks. Moreover, only a few algorithms exist for 

atasets creation. For zero-day attack detection, advancement in 

hese algorithms is required. Rodofil et al. [82] proposed a modular 

ataset generation framework for SCADA cyber-attacks. Yang et al. 

83] simulated the influence of a simple cyber attack in a smart 

rid compromising the system’s integrity. The authors highlighted 

n immediate need to look for a robust and timely technical solu- 

ion to detect and prevent cyber-attacks. 

An IDS consists of sensors, an analysis and detection engine, a 

otification system. Sensors that are deployed either on the host or 

etwork are responsible for collecting network and host data. The 

eceived data is sent to the analysis and detection engine, which 

nvestigate and detect the presence of intrusions. If an intrusion 

s detected, a notification system notifies the system administrator. 

DS techniques can be studied based on the source of information 

nd analysis methodology. A brief analysis of these detection tech- 

iques is given below. 

https://cve.mitre.org
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Table 5 

Comparison of various type of IDSs. 

Intrusion detection systems 

(IDSs) classification Input Advantages Limitations Examples 

Host Intrusion Detection 

System (HIDS) 

Relies on the host activity 

and states information. 

1. Lower cost of entry 1. Fail to detect internal 

Tripwire 17 

2. No additional hardware 

required. 

attacks and DoS. 

OSSEC 18 

3. Detect attacks that NIDS miss. 2. The host, where HIDS 

4. Near-real-time detection and 

response. 

resides is susceptible to 

disablement. 

5. Monitors specific system 

activites. 

Network Intrusion 

Detection System (NIDS) 

Relies on the traffic 

generated on the 

network by various set 

of devices. 

1. Real-time detection and 

response. 

1. It fail to analyze 

encrypted information. 

Snort 19 

2. Detect attacks that HIDS miss. 2. Fail to block the Zeek 20 

3. Independent from operating 

system. 

host-based attacks. 

4. Removal of evidence of NIDS is 

difficult. 
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.1. Classification based on the source of information 

Based on the source of information, IDSs are generally divided 

nto Host-Based Intrusion Detection (HIDS) and Network Intrusion 

etection System (NIDS). HIDS relies on the host activity and states 

nformation, which can be file-system modifications, application 

ogs. To specify/detect host-level misbehavior is easy as HIDS au- 

iting is distributed [84] . NIDS relies on the traffic generated on 

he network by the various set of devices. 

Table 5 shows an analysis of classification of IDSs. HIDS pro- 

ides approximate real-time intrusion detection without requiring 

xtra equipment. 

HIDS such as Tripwire 17 and OSSEC 

18 uses whitelists of the 

lesystem. It is performing file integrity scans that identify any ab- 

ormalities which can classify possible intrusions. Moreover, NIDS 

rovides real-time detection, and it is hard to remove evidence of 

IDS. NIDS such as Snort 19 and Zeek 20 use rule sets that define 

 type of intrusion or unacceptable behaviors such as a port scan 

r a Denial-of-Service (DoS) attack attempt. Shekari et al. [85] pro- 

osed a radio frequency-based distributed intrusion detection sys- 

em (RFDIDS) for SCADA systems. Even if the entire SCADA sys- 

em is considered untrusted, RFDIDS remains reliable. The monitor- 

ng of the power grid substation activities is done using radiofre- 

uency emissions (particularly at low frequencies). Flosbach et al. 

86] proposed an extensible and scalable network-based IDS to se- 

ure control networks in the domain of power distribution. They 

re mainly targeted to detect process-based attacks, e.g., manipu- 

ated control commands by continuously assessing the local physi- 

al process and all control commands. They have also successfully 

eployed their model at a Dutch power distribution substation. 

Radoglou-Grammatikis [87] proposed an IDS for the DNP3 

CADA system and called it DIDEROT (Dnp3 Intrusion DetEction 

ReventiOn sysTem). DIDEROT uses supervised as well as an un- 

upervised algorithm. The unsupervised learning algorithm is ac- 

ivated if the supervised algorithm identifies the network flow as 

bnormal. However, DIDEROT can act either as HIDS or NIDS, de- 

ending upon the monitoring module’s placement. A consolidated 

NP3 parser and validation policy are used in Wireless Bro to ap- 

rehend and handle the data communicated by SCADA devices. 

IDS sensors are avoided to use in the SCADA components due to 
17 https://www.tripwire.com/ . 
18 https://github.com/ossec/ossec-hids . 
19 https://www.snort.org/ . 
20 https://www.zeek.org/ . 
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14 
esource constraints. In comparison to HIDS, NIDS is generally pre- 

erred in SCADA networks. HIDS sensors cannot be installed owing 

o constrained resources of SCADA components. 

.1.1. Classification based on analysis strategy 

In the analysis strategy, signature detection and anomaly detec- 

ion are the major intrusion detection techniques. Apart from this, 

pecification-based approaches are discussed under analysis strat- 

gy. An analysis of these approaches is discussed below. 

.1.2. Signature based intrusion detection technique 

In signature detection techniques, network traffic is matched 

ith an attack signature, i.e., misuse pattern of the IDS’s intru- 

ive detection. The behavior of the system is compared based on 

he attribute of the network traces. If any host or network activ- 

ty matches with stored signatures, an alert is triggered. This ap- 

roach can achieve good accuracy for intrusion detections, which 

epends on the misuse pattern’s correctness. This technique ef- 

ectively detects known attacks, but it fails to detect new attacks 

ue to the absence of the signature of new or variants of known 

ttacks. Oman et al. [88] presented a signature-based SCADA test 

etup for the power-grid sector to detect the adversaries and help 

he operators identify the common configurations errors. A respec- 

ive entry to command is made in the XML profile. Snort IDS sig- 

atures are generated for legal commands using a pearl script. The 

uthor generated 100 customized signature and recommended to 

esearch for automatically signature generator. Also, the signatures 

ere generated for RTU only. Yang et al. [89] proposed a, rule- 

ased IDS for IEC 60870-5-104 protocol. The abnormal events cat- 

gorization is done based on non-IEC/104 communication, sponta- 

eous messages storm, remote control commands, or remote ad- 

ustment commands from unauthorized client, reset process com- 

and from unauthorized client and potential buffer overflow. The 

uthors represented their approach using a protocol traffic case- 

tudy. Anomaly detection systems can work efficiently if the traffic 

s regulated and have predictable behavior [90] . 

.1.3. Anomaly detection based intrusion detection technique 

An anomaly detection, the system compares current network 

raffic with standard behavior profile, and if something (signifi- 

antly) unusual appears, then an alert is raised. In this system, 

nown intrusions are not required. The distinctive patterns are 

earned over time with specific statistical profiling of the over- 

ll system’s usual behavior. Machine learning-based techniques are 

https://www.tripwire.com/
https://github.com/ossec/ossec-hids
https://www.snort.org/
https://www.zeek.org/
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 data-driven supervised & unsupervised intrusion detection ap- 

roach. Its analysis can distinguish between normal and critical 

tates and removes the requirement for domain experts. A com- 

ination of the status represents the standard states. The critical 

tates take the form of noise, i.e., outliers. It also extracts efficient 

etection rules from the identified states. However, this technique 

an result in a false alarm rate because it is difficult to find a cor-

ect model for general behavior [91] . Machine learning-based ap- 

roaches can detect zero-day attacks [92] . Gao et al. [93] demon- 

trated that a feedforward neural network is advantageous on un- 

orrelated attacks detection while long-short term memory out- 

erforms in detecting the correlated attacks. The features used for 

nomaly detection are the source and destination IP address & 

ort, TCP sequence number, transaction identifier, function code, 

eference number, register, exception, time, relative time, highest 

nd lowest threshold, pump speed, and tank level, link utilization, 

PU usage, login failure. The authors presented a categorization of 

orrelated and uncorrelated attacks. 

Silva et al. [94] presented an artificial neural network-based ap- 

roach to detect Distributed Denial-of-service (DDoS) attacks in 

he smart-grid SCADA network using the IEC-61850 protocol. The 

ethod uses each sample’s relative percentage error as a thresh- 

ld to distinguish a normal situation, and DDoS attacked scenar- 

os in communication networks for electric power substations. The 

uthors used sixty-two prediction steps to reduce the percentage 

elative error up to 5%. Khan at el. [95] proposed a hybrid multi- 

evel approach for detecting known attacks by comparing the sig- 

ature followed by identifying the deviation from expected be- 

avior using bloom filters. The method is divided into four parts: 

reprocessing techniques (standardization and normalization), di- 

ensionality reduction, nearest-neighbor algorithm to balance the 

ataset, and known and zero-day attacks detection. Yang et al. 

96] proposed a deep-learning-based network intrusion detection 

ystem for SCADA networks using the convolutional neural net- 

ork to identify SCADA traffic’s salient temporal patterns. They 

ainly used it to detect conventional and SCADA specific network- 

ased attacks. The proposed IDS take SCADA network packets gen- 

rated by the SCADA hosts on the network switch. The tempo- 

al network patterns extracted from the SCADA packets are used 

o identify the window containing abnormal patterns. Perez et al. 

97] explored ML algorithms (support vector machine, random for- 

st, bidirectional Long Short Term Memory (BLSTM)) and assessed 

hem in terms of accuracy, recall, and precision using database 

ississippi State University collected from a gas pipeline system. 

andom forest and BLSTM show 99% and 96%, respectively. 

Kravchik et al. [98] presented a study of detecting cyber at- 

acks on ICS using convolutional neural networks on a secure wa- 

er treatment testbed dataset. Their research demonstrates that 

D convolutional neural networks work better for anomaly detec- 

ion than other classification algorithms. Almalawi et al. [99] have 

lso tested this algorithm on eight databases, including five pub- 

ic databases. The presented algorithm approaches an average pre- 

ision of 98% in recognizing the critical states. Bigham et al. 

100] compared the performance of invariant induction and n- 

ram anomaly detection algorithms for the IEEE 24 bus test net- 

ork. The database has 8736 files having snapshots of the net- 

ork for each hour for a year. Invariant induction performs better 

or finding the anomaly in a file, while n-gram performs better to 

dentify the database’s corrupted file. The authors recommended 

sing a hybrid model to reduce false positives and false negatives 

hile identifying electricity data anomalies. 

Linda et al. [102] presented an IDS based on the neural net- 

ork (IDS-NNM) model. The algorithm uses a union of two neu- 

al network algorithms, i.e., Levenberg Marquardt and the error 

ackpropagation. The IDS-NNM consists of two steps. In the first 

tep, a particular training set is created. For data acquisition, an 
15 
llen Bradley PLC 5 controller connected to an ethernet network 

s used. The PLC is further connected to a control system via the 

ub. The data for various attacks were simulated through the hub 

sing software tools, e.g., Nmap, Nessus, and Metaspoilt. Later, the 

eural network starts training using that training set. Once the 

raining set is generated, it is used in the network communica- 

ion system to identify intrusion endeavors. Valdes et al. [101] pre- 

ented a pattern and flow-based anomaly detection system. Pat- 

erns based on time-stamp and IP-address are evaluated against an 

nitially empty pattern library using similarity function. The mis- 

atch to the trained pattern is labeled as an anomaly. Rrushi et al. 

103] tried to leverage the evolution of the content of the spe- 

ific locations in random access memory into means of charac- 

erizing the normalcy or abnormality of network traffic. The pro- 

osed algorithm uses estimation methods from probability theory 

nd applied statistics to measure normal progressions of RAM con- 

ent. Yang et al. in [104] have proposed an anomaly detection us- 

ng the auto-associative kernel regression with Statistical Proba- 

ility Ration test (SPRT) and applied them to the network traffic. 

achine learning-based techniques, i.e., probabilistic model-based 

echnique, neural network-based approach, clustering model, mul- 

ivariate based analysis, are termed as statistical methods. Models 

re created based on these machine learning methods, and then 

hese models serve as a reference model for intrusion detection. 

.1.4. Specification-based approach 

A model is constructed in a specification-based approach, which 

mposes its predefined strategy and sends an alert if the ob- 

erved behavior does not follow this policy. This technique defines 

hat is allowable regarding patterns. It has the same purpose as 

he anomaly detection system. However, in specification-based ap- 

roaches, a human expert defines the policy for each specification 

anually. This approach causes a lower false-positive rate due to 

 manually defined specification. Once the specification is set up, 

t can start functioning without the need for training. Krauß et al. 

105] , proposed a quick attack detection system. In the proposed 

ntology-based model, system logs provide suspicious logs. Suspi- 

ious logs with the previous vulnerability database lead to the de- 

ection of the ongoing attack. Yang et al. [75] recommend a multi- 

ayer framework without undermining the availability of real-time 

ata. The proposed algorithm analyses multiple attributes so that 

he provided solution can diminish various cyber-attack threats. 

he proposal consists of 3 attributes, i.e., access-control whitelists, 

ehavior-based rules, and protocol-based whitelists. Access-control 

hitelists are the first list verified for allowing access. The authors 

lso presented a testbed containing an HMI, simulated attacker, IDS 

ost, protocol gateway and IED simulator, and router. HMI, proto- 

ol gateway, and IED are simulated using windows-based systems. 

MI and IED communicate via protocol gateway using IEC 60870- 

-103 protocol. A Linux-based attacker host is used to simulate 

oS, MitM. 

Goldenberg and Wool [106] discuss a specification-based ap- 

roach for IDS which works for Modbus/ TCP networks. A fixed se- 

uence of the query and the response is observed in Modbus traf- 

c; the fixed sequence is verified by operating over many SCADA 

etwork establishments. This DFA based IDS working on Mod- 

us/TCP packets produces a very rigorous model, which has been 

valuated using real traffic, and it shows a low false-positive rate. 

Cuppens and Boulahia [107] presented an ontology that de- 

cribes alert in IDMEF format. Based on the fitting attack’s spe- 

ific content, an alert is generated, and the system uses a rules- 

ased algorithm to react. D’Antonio et al. [108] presented a secure, 

istributed architecture composed of IDS to monitor the network 

ow. The packet’s source and destination are observed, and punc- 

ual and un-punctual classification is done based on behavior gen- 

ralization. 
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Table 6 

Comparison of IDSs. 

Source Data type Input Data Technique Attacks handled Acess 

[88] Not specified RTUs packets Signature Failed login attempts HIDS 

[89] Simulated IEC 60870-5-104 packet data Signature Spontaneous Messages Storm, 

Buffer overflow, Reset 

Process Command from 

Unauthorised Client 

NIDS 

[101] Modbus/TCP simulated data Time-stamp, Ip address Anomaly Probes, DoS, attempts to 

introduce rogue traffic. 

NIDS 

[93] Modbus/TCP simulated data Extracted features (Modbus 

packet and SCADA system 

variables) 

Anomaly Correlated attack (DoS, MitM) 

& uncorrelated attack 

NIDS 

[94] Simulated IEC-61850 data Anomaly DDoS NIDS 

[95] Existing dataset (simulated gas 

pipeline system dataset 

provided by Mississippi 

State University [77] ) 

SCADA system variables from 

dataset 

Hybrid (Signature, Anomaly 

based on bloom filter) 

Statistical deviation 

[97] Existing dataset (simulated gas 

pipeline data by Mississippi 

State University 

gassystemdataset) 

SCADA system variables from 

dataset 

Anomaly Statistical deviation NIDS 

[98] Simulated data from secure 

water treatment testbed 

built by the Singapore 

University of Technology 

SCADA system variables Anomaly (convolutional neural 

networks) 

Specified attack scenarioes NIDS 

[99] Eight datasets (Five: publicly 

available, and three : 

generated by simulation for 

a water distribution system) 

Real-time data from the 

SCADA systems 

Anomaly (The proximity-based 

etection rules from the 

identified states) 

Variant of DoS & MitM NIDS 

[102] Real network data Packet information(Payload 

entries) 

Anomaly Statistical deviation NIDS 

[103] Simulated Protocol data units (PDU) 

packets 

Anomaly (Probabilistic 

estimation) 

Statistical deviation NIDS 

[104] Created manually Servers I/O flows and 

hardware working statistics 

Anomaly (Auto-associative 

kernel regression model) 

DoS variant HIDS 

[105] Not specified System logs Specification Violation of ontology HIDS 

[75] Simulated on their testbed SCADA traffic between the 

HMI and the protocol 

gateway 

Specification (access-control, 

protocol-based, and 

behavior-based rules) 

DoS, MitM NIDS 

[106] Real network Data Modbus data Specification Deviation from normal NIDS 

[107] Created manually Policies Specification Match to the content of fitting 

attack 

[108] Real network data Source and Destination IP, 

Source Port 

Specification DoS NIDS 

[100] Existing database (IEEE 

reliability test system 1979) 

Extracted features Specification Deviation from normal NIDS 
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.1.5. Discussion on IDSs 

Apart from this, behavior patterns are associated with cer- 

ain attacks. These types of attacks are used with the compo- 

ition of other attacks. Moreover, some IDSs approaches have 

een proposed to specifically for resource constraint devices [109–

11] . Signature detection, anomaly detection based approaches are 

nowledge-based techniques. Behavioral detection approaches rely 

n the behavior pattern. However, the specification approach uses 

nowledge as well as behavioral patterns. Only the anomaly- 

ased detection approach can detect new attacks. Anomaly de- 

ection and behavioral approaches match the pattern, while 

ignature and specification-based approaches need predefined 

pecifications. 

Table 6 shows a brief description of various intrusion detection 

ystems, where data type represents whether the data used was 

imulated or collected on a real SCADA system. Input data and at- 

acks handled represent the input to the framework and the threat 

odel for respective IDSs. The technique represents the IDS char- 

cteristics. Most of the IDSs use either Modbus or DNP3 communi- 

ation protocols. The data used for the verification of the systems 

re simulated due to the lack of the dataset. Current IDSs are de- 

igned to detect a fixed type of attack, i.e., DoS, MitM. Therefore, 

here is an urgent need to develop hybrid IDSs that combine vari- 

us IDS characteristics and detect a larger set of attacks. 
16 
.2. Firewall 

SCADA firewall is a primary security device that is used to mon- 

tor and filter SCADA traffic. It inspects the entering and exiting 

ackets in the SCADA network by following pre-configured firewall 

ules. SCADA firewalls are specifically designed to secure SCADA 

ommunication protocols and applications. The researcher recom- 

ended using both firewall and Intrusion Detection together as a 

efense-in-depth strategy to ensure the SCADA network security 

rom the internet. 

A commercial DPI-enabled firewall Tofino is one of the ear- 

iest firewall, designed for SCADA systems [112] . Nivethan et al. 

113,114] proposed a Linux-based firewall for the DNP3 and Mod- 

us protocol using the u32 byte-matching feature of the utilize 

inux Iptables respectively. Li et al. [115] proposed a new SCADA 

rewall model, SCADAWall, using a comprehensive packet inspec- 

ion technology and proprietary industrial protocols extension al- 

orithm. The authors demonstrated that SCADAWall follows strict 

ow-latency communication using the Metro SCADA system and 

odbus protocol. 

Researchers are creating testbeds for the SCADA systems to 

vercome the deficiency of well-validated datasets for the verifi- 

ation of IDSs. A brief survey of the testbeds is done in the next 

ection. 
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Table 7 

Testbed list. 

Testbed Technology used Protocol Type of Testbed Attack simulated 

A testbed for the 

gas-distribution system, 

water storage 

distribution and steel 

mining [116] 

Communication between HMI 

and UART-based MTU over 

900 MHz radio functioning 

as a repeater 

DNP3, Modbus Small-Scale Physical DoS, response/ 

command injection 

attacks, and 

reconnaissance 

attack 

An open-source low-cost 

ICS testbed [117] . 

Software : FreeRTOS, LwIP, 

OpenPLCv3, ScadaLTS, 

Logging, Custom, PyModbus. 

Hardware : STM32F7, 

Raspberry Pi 3, TP-Link, 

Fischertechnik 

(HMI, PLC): based on TCP/IP, 

sensors: Modbus/TCP. 

Small-Scale Physical DDoS, MitM 

A CPS testbed for Smart 

Grid [118] 

Overcurrent relays, Opal-RT 

RTDS real-time digital 

simulator 

DNP3, IEC61850 Small-Scale Physical DoS, MitM 

Industrial Control System 

(ICS) Security Testbed 

[119] 

Electricity generation 

simulated using AC and DC 

motor pairs, PLCs and HMI. 

EtherNet/IP Small-Scale Physical MitM, Local DNS 

poisoning 

National SCADA Testbed 

[120] 

Bolstered by various labs 

supporting more than 

twelve test sites with 

full-size devices like a 

power grid. 

Not specified Full-Scale Physical Not specified 

Cyber security backdrop 

[121] 

MATLAB/Simulink based tool 

utilizing TrueTime. 

Modbus/TCP Virtual DoS 

TASSCS [122] Opnet, Power World 

Simulation System and 

Automatic Software 

Protection System (ASPS). 

Modbus Virtual Replay attack, MitM 

VSSCADA [123] iFix, MatrikonOPC, Power 

System Simulator for 

Engineering (PSS/E) software 

to simulate HMI, SCADA 

master control server, and 

power system respectively. 

Modbus Virtual Not specified 

ISAAC [124] RTDS is used to simulate a 

powergrid utility. RSCAD, is 

used to build powersystem 

models for the simulator 

IEC 61850, DNP3 Virtual DoS 

Water storage tank, Gas 

pipeline, Midstream oil 

terminal, Refrigerated 

liquefied petroleum gas 

pipeline testbed [125] 

OpenPLC, Simulink/MATLAB, 

Hypervisor 

DNP3 Virtual Command injection, 

DoS 

Testbed for cyber-power 

system setting [126] 

Power system simulation and 

sub-station automation 

based on open platform 

communication client/server 

architecture. 

DNP3 Virtual Eavesdrop, modify 

packet 

A HIL SCADA testbed [127] Phasor measurement units 

synchronized with GPS 

reference signals 

DNP3, Modbus Hybrid Not Specified 

MSICST [128] Combination of simulation 

software and actual 

hardware for each scenario 

Modbus Hybrid Remote execution of 

arbitrary code and 

WannaCry 

MATLAB based testbed 

[129] 

MATLAB,Simulation packages 

such as OMNeT + , OPNET, 

and RINSE 

Modbus Hybrid Worm attack 

SCADA-SST [130] OMNeT + network simulator 

and INET framework 

Modbus Hybrid DoS, DDoS 
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. Testbeds for SCADA system 

Many approaches are used for the implementation of SCADA 

ystems. We review some of them in the context of vulnerabil- 

ty assessment of SCADA protocols and systems. The replication of 

 SCADA system can be physical, virtual, hybrid. Table 7 shows a 

nalysis of testbeds reported in literature. Here, we studied dif- 

erent proposed testbeds based on the techniques used, the com- 

unication protocol used for simulating, the testbed type, and the 

eplication strategy for the testbed. 

A lot of theoretical security approaches have been presented 

n the last few years. However, the present research is still lack- 
17 
ng a practical approach to [131] . Literature does not offer a re- 

arkable number of ways to deal with CPS security because real 

mpirical data for operational industrial is limited. NIST had also 

uggested a set of guidelines in carrying out security assessments 

n SCADA systems. However, the development of testbeds is an 

xpensive process. These types of the event need substantial fi- 

ancial investments. Only some government-sponsored projects 

or testbed generation could afford such a vast investment [121] . 

oreover, access to this testbed is restricted to the research com- 

unity and academia. Thus, researchers focus on an inexpen- 

ive and flexible approach for the development of SCADA test 

ools. 
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We have categorized SCADA testbeds into three categories 

ased on the replication strategy as discussed below. 

.1. Physical testbed 

A physical testbed corresponds to the replicating the existing 

CADA system and industrial utility. Therefore, it demonstrates an 

xcellent representation of the reliable, exact physical system. The 

hysical system’s scalability and the cost is a great issue due to 

he need for hardware stacks. The physical testbed can be further 

ivided based on the SCADA system’s scalability, i.e., small-scale 

hysical models and full-scale physical models. 

The National SCADA Testbed (NSTB) [120] developed by the 

nited States Department of Energy in Idaho National Labs is an 

xample of full-scale physical models. It was designed for com- 

unication standards improvement. The maintenance of real hard- 

are and software is a challenging task due to cyber-attacks. NSTB 

onsists of a complex electrical grid with sixty-one miles, distribu- 

ion lines of 13.8KV, a transmission loop of 128KV, and approxi- 

ately three thousand points for monitoring. Many industrial pro- 

ocols, e.g., internet protocol, GSM, ATM, MODBUS, DNP, are sup- 

orted in NSTB. Apart from the communication network, it sup- 

orts firewall and VPN testing. Yang et al. [132] proposed a testbed 

ith SCADA software and communication infrastructure for inves- 

igating MitM attack using IEC 60870-5-103 protocol. The testbed 

ave three windows based host to simulate the SCADA systems 

ommunication. Host A act as a MTU, host B as a protocol gate- 

ay and host C as a IED. Host A and B are connected using a

witch. Sauer et al. in [117] , presented an open-source low-cost 

CS testbed. It enables researchers to get hands-on experience with 

ndustrial security testbed for about 500 Euro only. The authors 

emonstrated a real-world physical process controlled by an ICS. 

he communication between HMI, PLC is based on TCP/IP protocols 

o adhere to the industry 4.0 scenarios. However, the sensor’s com- 

unication was done using Modbus/TCP. Morris et al. [116] pre- 

ented a small-scale testbed for the gas-distribution system, wa- 

er storage and steel making industry. The testbed support DNP3 

nd modbus protocols. The authors simulated DoS, response injec- 

ions, and reconnaissance attack. Ashok et al. [118] presented a CPS 

estbed for CPS. In testbed, two substations are replicated as two 

vercurrent relays each connected to a single Opal-RT RTDS real- 

ime digital simulator. Two software based RTUs that communi- 

ate through TCP/IP to a control unit connected to HMI and histo- 

ian. The physical relay are connected to RTUs through IEC 61850 

OOSE protocol. RTUs are connected to the control centre using 

NP3. The authros simulated DoS and Mitm on testbed. orkmaz 

t al. [119] presented a small-scale testbed for electricity gener- 

tion. The testbed used real industrial equipment (PLCs, motors, 

enerators, sensors, etc.). PLC used are Allen Bradley ControlLogix, 

nd Allen Bradley Micro850PLC controller. The electricity genera- 

ion process is simulated using AC and SC motor pairs. To control 

nd monitor, HMI system uses the Proficy HMI/SCADA - iFIXsoft- 

are. EtherNet/IP modules is used for the communication between 

ontrollers and HMI. The authors performed MitM, DoS, and DNS 

oisoning attacks on testbed. 

.2. Virtual testbed 

The virtual testbed is developed to overcome the limitations of 

he software and physical testbed as it isolates activities in the test 

nvironment from the physical devices and the external compo- 

ents. It provides an abstraction between the software and hard- 

are layer that provide an easy way to configure systems. There- 

ore, it is considered a controlled environment. TASSCS [122] falls 

n this category. It is developed by the NSF Center for Autonomic 

omputing, the University of Arizona. The testbed is built using 
18 
ower world simulation system, Opnet, and an automatic soft- 

are protection system. To simulate the control networks, e.g., 

odbus, Allen-Bradley data highway, TASSCS uses the Opnet tool, 

nd to simulate the operation behavior, it uses the PowerWorldi 

imulation system. Simulation of detection of attack/ protection is 

one using autonomic software protection system. Farooqui et al. 

121] have proposed a MATLAB based tool utilizing TrueTime. The 

roposed Power Cyber test setup brings together VPN devices, re- 

ays to protect against overcurrent, autotransformers, HMI, and RTU 

oftware modules. 

VSSCADA [123] , a power system testbed, virtualizes all the 

ardware components to maintain the actual behavior of all the 

omponents. A testbed is purely software-based on emulated 

ommunication, allowing the reconfigurability of virtual systems 

o simulate much real control and monitoring scenarios. VSS- 

ADA supported Windows 7/Windows 8. It uses iFix, MatrikonOPC, 

ower system simulator for engineering software to simulate HMI, 

CADA master control server, and power system. SCADASim frame- 

ork [133] developed at the Royal Melbourne Institute of Technol- 

gy, Australia, is a software testbed. SCADASim uses OMNET++ to 

ecreate SCADA components such as RTU, PLC, MTU, and communi- 

ation protocols Modbus/TCP, DNP3. This can easily be scaled, inte- 

rated with other modules. It also proposes a gate concept, which 

s an interface between simulation and the external environment. 

CADASim supports multiple gates at the same time. It can sim- 

late the denial of service, MitM, eavesdropping, and spoofing at- 

acks. 

Oyewumi et al. in [124] introduced the design of ISAAC testbed 

nder development at the University of Idaho. They designed 

SAAC to be domain-independent, distributed, and reconfigurable. 

lves et al. [125] proposed a modular, cost-efficient, and portable 

estbed to replicate sophisticated SCADA Systems on a virtual sim- 

lation. They also demonstrated their approach by simulating real- 

orld critical infrastructures. 

Hong et al. [126] presented a CPS testbed for power grid, con- 

iting of two control centers, two substations and an external link 

o Iowa State university testbed. The control communicate to other 

ontroller using ICCP, and to substation using DNP3. The com- 

unications are done using SCADA and controller user interface. 

he testbed has three main parts: IED, user interface, and power 

ystem simulator. The authors simulated eavesdroping and packet 

odification attack. 

.3. Hybrid testbed 

It is also called Hardware-In-the-Loop (HIL) testbed. In this ap- 

roach, the physical part or the entire critical infrastructure can 

e replaced by a computer model. HIL usually involves connecting 

ontrol devices with control components and data acquisition. The 

easurement of HIL is more realistic and cost-effective. HIL’s mea- 

urement results, latencies, and communication patterns are more 

ractical, reflecting the data present in the actual control system. 

part from this, vulnerability analysis, as well as behavior-based 

onitoring, is realizable in HIL. In this approach, replicating the 

CADA system is done using simulated, virtualized, emulated, and 

hysical devices. The main focus of the Hybrid testbed is to pro- 

ide a testbed for the cyber-security purpose. 

A hybrid testbed [127] is developed at the USF Smart Grid 

ower System lab. The testbed was constructed to test energy 

anagement schemes, power grid cyberattack detection, and pre- 

ention strategies. For visualization, it uses PI-system. Xu et al. in 

128] presented the HIL ICS testbed Multiple-Scenario Industrial 

ontrol System Testbed (MSICST). The authors used a combination 

f simulation software and actual hardware to build the process 

cenario. MSICST can model thermal power plants, rail transit, in- 

elligent manufacturing, and smart grid. An example of the Hybrid 
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Table 8 

Testbed type analysis. 

Type of Testbed Advantages Disadvantages Examples 

Physical Testbed 1. Highest Degree of Fidelity. 1. Difficult to reconfigure and sustain real 

hardware and software. 

[116] , [117] , [118] , [119] , 

[120] , 

2. Excellent reliability. 2. Establishing a valid testbed is a costly 

operation. 

3. Scalability is a big issue. 

4. Poor repeatability. 

Virtual Testbed 1. Secure from cyber-attacks as it enables a 

layer of abstraction between software and 

hardware. 

1. Incapable of reflecting the exact scenarios 

in the real SCADA systems due to the 

absence of real components and devices. 

[121] , [122] , [123] , [124] , 

[125] , [126] 

2. Ease to develop and reconfigure. 2. Low fidelity and reliability 

3. Cost efficient and reliable 

4. Good Scalability. 

Hybrid testbed 

(Hardware-in-the-loop) 

1.This approach enables the creation of a 

SCADA system using simulation, 

virtualization, emulation or simulation. 

1. Not cost efficient. [127] , [128] , [129] , [130] 

2. High degree of fidelity. 2. Scalability is a big issue. 

3. The communication pattern and latencies 

are more accurate. 

4. Vulnerability analysis and behaviour- based 

analysis are more feasible then simulated 

testbed. 

5. Provide cost cutting measure for the design 

and testing of a wide variety of systems. 
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estbed is explained in [129] . In this testbed, a cyber-security sce- 

ario for the Modbus worm attack was implemented. The Hybrid 

CADA system’s architecture is divided into two-layer architecture, 

.e., hybrid cyber layer and virtual physical layer, as shown. This 

wo-layer can either be a real or simulated component. The hybrid 

est system’s architecture consists of sub-units: item condenser, a 

ecycle compressor, two-stage reactor, vapor/fluid separator, and 

roduct stripper. 

Another example of hybrid SCADA testbed, i.e., SCADA-SST, is 

resented in [130] for smart-grid and water tanks control. The 

roposed testbed is scalable, lightweight, supports hybrid scenar- 

os, and can be widely used in different SCADA systems. It also 

upports malicious nodes templates, network attack scenarios. It 

s specifically developed for SCADA security evaluation and test- 

ng using the OMNeT++ network simulator and INET framework. 

NET support the libraries needed to build communication net- 

ork models. SCADA-SST components behavior is written in C++. 

t also supports the security analysis framework, e.g., signature for 

he malicious node, attack scenarios, capturing, and analysis of net- 

ork traffic. 

Table 8 shows the advantages and disadvantages of the various 

ategories of testbeds. The physical testbed has the highest fidelity 

egree, but maintaining real hardware and software is a challeng- 

ng task. It is also a costly operation. Virtual testbeds have the 

owest degree of fidelity and reliability. However, they are easy to 

evelop. Therefore, various factors such as fidelity, reliability, cost, 

nd scalability issue should be considered to select the testbed 

ype. Now, hybrid testbeds are preferred because they have good 

ccuracy and cost-effective. 

With the rapid advancement in technology, new technologies 

apidly replace old techniques. In the next section, we will study 

he recent improvements, i.e., IoT based SCADA system. 

. IoT-based SCADA 

The future Internet is considered as another game-changing 

dea for traditional SCADA frameworks. The current SCADA frame- 

orks use a combination of characteristics of traditional and odern 

CADA features, due to which their security is in greater dan- 

er. Generally, the SCADA system is inflexible, static, and follows 

entralized architecture. These weaknesses limit the SCADA sys- 

em interoperability. Therefore, to overcome the existing SCADA 
19 
imitation, a sensor IoT-based SCADA infrastructure has been 

roposed. 

.1. Architecture of IoT-based SCADA 

A generic IoT-based architecture is discussed in Section 3.2.4 . 

lcaraz et al. [143] proposed VS-Cloud, a virtual SCADA archi- 

ecture with primary focus on cloud storage. The SCADA system 

hould offer dynamic sensing services management. It should al- 

ow dynamic creation and configuration of the provided services. 

he privacy of data should be provided. To ensure CIA require- 

ents, the authors recommend searchable encryption, private in- 

ormation retrieval, digital signatures, proofs of storage, and anony- 

ous routing (to provide anonymity to online communications) 

echniques. The proposed system should be scalable, fault-tolerant, 

nteroperable, and energy-aware [144] . 

Khan et al. [136] proposed and validated a secure and seam- 

ess migration of legacy SCADA systems to the IoT-based SCADA. 

he authors observe minimal interruption to industrial function- 

ng during migration to the cloud. The module includes two main 

omponents, i.e., Cloud Connectivity Kit (CCK) and cloud platform. 

CK helps to have localized security for ICS security. It is attached 

o the SCADA components, e.g., PLC, RTU, actuator, sensor, etc. and 

rovide an advanced firewall and VPN tunnel with VLAN segre- 

ation capability to secure the SCADA component connection. The 

pproach is validated for time-critical systems, e.g., synchrophasor 

echnology using the Amazon AWS cloud in the smart grid. 

Kulik et al. [137] verified the compliance of cloud-connected 

CADA systems with IEC-62443-3-3 standard. The system behav- 

or and requirements of interest from IEC-62443-3-3 are formally 

efined using a labeled transition system. Their case-study consid- 

rs authentication, malicious code protection, and data confiden- 

iality (requirement 1.6, 3.2, 4.1, respectively) requirements from 

EC-62443-3-3 to demonstrate the approach. An automated com- 

uting framework for IoT-based SCADA by combining the discrete 

nowledge-based approaches with cognitive approaches is pro- 

osed by Nazir et al. [138] by extending their work in [139] . The

ramework combines virtualization of computing and networking 

esources, a hierarchy of autonomic managers to identify threats at 

ifferent scales, and reduce false alarms. 

Ferrang et al. [140] classified the architecture of fog-based 

CADA systems into four categories, i.e., the cloud layer, the for 
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ayer, the end-device layer, and the SCADA layer. We can say that 

he integrated SCADA systems, an amalgamation of industrial busi- 

ess systems and the IoT, are more prone to attacks than the tra- 

itional SCADA due to the larger exposed space. Wei Ye and John 

eidemann in [141] introduced a new IoT-based framework that is 

apable of virtualizing a wide range of sensing frameworks, comply 

ew techniques for data processing, use cloud computing for man- 

ging a large amount of data collected from sensors. Baker et al. 

n [142] presented the implementation details of a prototype for 

 secure fog based platform. The performance evaluation results 

emonstrate the applicability of the proposed platform in realtime. 

hese results can pave the way toward the development of a more 

ecure and trusted SCADA based IoT critical infrastructure, which 

s essential to counter cyber threats against next eneration critical 

nfrastructure and industrial control systems. 

IoT provides interconnectivity among various real-time sensors 

nd other intelligent electronic devices. A typical IoT application 

latform is used for data analysis, SCADA PLC, queries, reporting, 

emote terminal, process control, the web, cellular app, Historian, 

nd monitoring. Therefore, it has become a tremendous develop- 

ent in the area of real-time industrial infrastructure. Industrial 

oT is a new revolution in smart industrial sectors that provide 

nhanced automation and information sharing facilities manufac- 

uring. It is a combination of cloud computing, cyber system, and 

onnectivity. A smart industrial system based on the IoT system 

an predict the failure cases using the network devices. 

.2. Security concern of IoT-based SCADA 

Real-time monitoring, Pay-per-use, licenses, cheaper capital, 

nd operating expense are the advantages offered by cloud-service 

134] . Cloud-service providers handle the maintenance, upgrade of 

hese systems. Once they are upgraded, they are available to all 

sers instantly. The main concern of cloud-SCADA is security and 

erformance issues [135] . 

Tracking of hackers, information leakage, latency time, and pri- 

acy issue [145] reliability of the cloud servers should also be con- 

idered before shifting to cloud-SCADA. [146,147] . The communi- 

ation link, relying on IoT-based communication, can suffer from 

he MitM attack, DoS attacks because the adversaries can still 

niff, alter, or spoof the network’s information. The reliance on 

loud communication opens more back-doors to the SCADA sys- 

ems and critical infrastructure. The traditional system’s security 

isks will be carried forward due to the communication protocols 

sed like Modbus/TCP, IEC 40, and DNP3, which are suffering from 

ack of protection. Moreover, these systems use commercial off- 

he-shelf solutions rather than the proprietary solution. The infor- 

ation communicated to the cloud is divided locally. The probe of 

ystem application running on the cloud can be done, and there- 

ore, these can be attacked by the attacker. 

The security and privacy issues associated with cloud services 

sage inhibit its adoption in critical infrastructures. The cloud- 

ervice provides should primarily focus on implementing counter- 

easures that can provide the visibility and control of data to its 

sers [148] . The countermeasures can range from an authentication 

nd authorization mechanism, encryption of stored data, privacy- 

reserving solutions, key management systems, etc. 

Zhou et al. [157] proposed a DDoS mitigation approach by di- 

iding the computation for traffic monitoring systems near the lo- 

al devices using the Fog computing concept. However, the consol- 

dating and coordination work that needs extensive computation 

s done at the cloud. The approach use firewall devices to filter the 

onitoring traffic using available signature packets. Therefore, to 

esolve the security and privacy concerns of cloud, fog computing- 

ased solutions can be used. The data should be filtered before 
20 
ending it to the cloud, followed by light-weight computation for 

ecurity concern data that should be done at the fog. 

Moreover, the industry system is searching for solutions that 

an provide fault tolerance, scalability, availability, and flexibil- 

ty. One proposed solution is to integrate the CPS with IoT us- 

ng cloud computing services. However, traditional SCADA systems 

annot properly measure security parameters. The integration of 

raditional SCADA systems with IoT is more vulnerable to secu- 

ity threats. Therefore, these future concepts need more research 

fforts [145] . 

. Future research directions 

Even with the advanced security algorithm, a lot of attacks on 

he SCADA system have been detected. This section highlights the 

uture research scope abridging the gap between SCADA’s current 

tate and an advanced, robust SCADA system. 

.1. Attacks database 

The security incidents database is requiblue to analyze the var- 

ous dimensions of attacks to develop strategies to prevent similar 

ttacks in the future. Datasets KDD99 [79] , NSS-KDD [80] , DAPRA 

81] are outdated and not synchronised with modern SCADA ar- 

hitecture. NVD dataset contains common vulnerabilities in all do- 

ains that fail to focus on SCADA specific vulnerabilities. There- 

ore, there is no proper database which has covered all security 

ncidents. One global repository for all these incidents should be 

uilt. This repository should be publicly available to researchers to 

nalyze these attacks. Industries should also report the attacks on 

heir system rather than hiding it to save their image. Then only 

ero-day attacks can be handled. 

.2. IDSs for SCADA 

We concluded that more research is required to define the per- 

ormance metrics for the validation of IDSs. In most of the analysis, 

nly attack discovery rates, false positive and false negative rates 

re provided. Time taken to detect the attack, an essential stan- 

ard for performance measurement, is a missing parameter from 

urrent research. Therefore, even if it is guaranteed that IDSs will 

etect the attack and the latency is high, the attacker will have 

ufficient time to damage the system. We did not find any paper 

hich compares the IDSs based on the placement of the detection 

ystem. Moreover, research work focuses on developing a detection 

ystem for specific attack types, i.e., MitM and DOS attack. Differ- 

nt attack detection schemes which are running under similar op- 

rational settings can be evaluated in further research. 

However, Knowledge-based IDSs are still not capable of han- 

ling zero-day attacks. It is a challenging task to define acceptable 

ehaviors upon environment change. The knowledge-based IDSs 

re not reliable for unknown attacks. Each attack’s behavior differs 

rom others, so the researcher should focus on identifying the at- 

ack model. Therefore researchers should make more effort to fur- 

her refining the threshold monitoring techniques. These threshold 

odels should be dynamic, which learns as per the severity of past 

ttacks. The priority for IDSs should be eviction if the attacker is 

ersistent, repairing if the attacker is transient, establishing attri- 

ution for the attack if the attacker is ineffective. 

SCADA system security must be an overlap of computer secu- 

ity, communication network, and control engineering. IDSs should 

e able to record the features of a specific SCADA system, i.e., 

he versatility of the physical system, communication pattern, sys- 

em architecture, etc. A new area of research can be alert post- 

rocessing for reducing false-positive alert and the development 
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f techniques for alert correlation. Multi-step intrusions techniques 

an be used to correlate isolated intrusions [158] . 

Moreover, not all intrusions can be prevented. The use of 

oneypots, is an attractive approach [159] . Shakarian et al. in 

160] proposed a new and realistic approach to delay the impact 

f intrusion in-spite of stopping it. This will help to minimize the 

robability that the intrusion reached its goal by giving the target 

ystem more response time. These kinds of techniques integrated 

ith SCADA IDSs can help to avoid catastrophic events. 

.3. Scalable testbeds & validation techniques 

The development of testbeds is a costly process that needs a 

uge amount of funding. There is no such testbed that is cost- 

fficient, scalable, and have a high degree of fidelity. The re- 

earcher should focus on the scalable, higher degree of fidelity, 

ost-efficient, and interpolation solution. New communication pro- 

ocols, new risk-assessments techniques, and IDS need to be val- 

dated before deploying directly to the field. There is an urgent 

equirement for trust-worthy validation approaches to assess the 

eliability of new techniques for the safety and security of SCADA 

ystems. The government must invest in developing the physical 

estbeds for the critical infrastructures to analyze the security risks 

nd test the security mechanisms. 

.4. New communication protocol 

In communication protocols, the focus is needed on the applica- 

ion and network layer security. Network security protocols should 

e integrated into these communication protocols. Communication 

rotocol for IoT-based SCADA, i.e., a reliable, secure, scalable, open, 

ow latency communication protocol, is the researcher’s new focus. 

ith Industry 4.0 evolution, IoT protocols are used in the SCADA 

ystem. These protocols lack reliability, raising the need for reli- 

ble communication protocols. In the case of SCADA systems, net- 

ork cryptographic solutions are not sufficient in blocking the at- 

acks. There is still a need for extensive research for more robust 

ryptographic solutions, in-protocol authentication techniques, ef- 

cient key management scheme, distributed security mechanisms 

hat apply to SCADA systems. 

.5. Safe and secure architecture and operating system 

DOS, VMS, and UNIX operating systems, which have various 

ulnerabilities, were mostly used in SCADA. Now, Linux and Mi- 

rosoft Windows-based operating systems have displaced DOS 

ith UNIX based SCADA. However, Linux and Windows suffer from 

heir vulnerabilities due to the large source code for operating 

ystems. Microkernel architecture based operating systems can be 

sed to reduce the attack surface for SCADA systems [161] . Apart 

rom security, safety guidelines should always be followed to the 

aximum extent to avoid unacceptable risks. SCADA systems can 

e secured by utilizing a more error-resistant architecture, secure 

nd robust operating system, and secure programming languages. 

ecently, Kaspersky launched a secure operating system for SCADA, 

hich does not have traces of Linux [162,163] . Additionally, secure 

rchitectures for SCADA have been proposed recently [164,165] . The 

afety of CI is an important concern. Safety protocols need to be 

andatory. With IoTization, the end-devices’ safety is a big con- 

ern as these cheap devices are from different vendors, which 

arely follow safety guidelines. 

.6. Research focus for IoT-based SCADA 

The integration of IoT-cloud in the traditional SCADA sys- 

em offers new vulnerabilities and opportunities to share 
21 
ata/information/services over the web. There is a dire need to 

row new strategies that are fit for managing complex and large- 

cale frameworks. Research should be focused on continuously en- 

ancing the security of these systems. In IoT-based system, band- 

idth overload and latency are a big issue. These parameters are 

ependent on cloud service providers. Delay in decision making, 

.e., latency delay, can cause a loss of production. So research 

hould be focused on making this system robust. The high band- 

idth and low latency providers should be encouraged. The poten- 

ial of these systems is dependent on the cooperation among the 

esponsible platforms. 

To assure industries about these complex collaborations, more 

esearch is required. New development tools that can handle the 

omplexity of service creation are needed. Apart from these, more 

roductive and upgraded use of worldwide assets is needed. Sus- 

ainable development goals should also be considered in parallel to 

chieve robustness, scalability, reliability, real-time system. In IoT 

ased system, a massive amount of data gets generated. Therefore, 

he security, analytics, storage, and complexity of this data are the 

rincipal concern. 

.7. Tuned predictive maintenance approaches for plant machines 

The modern IoT based SCADA systems generate a large amount 

f data that can be leveraged for predicting the health of the plant 

achines by detecting early faults or threats. Predictive mainte- 

ance utilizes the sensed condition monitoring data to predict the 

uture machine conditions followed by decisions upon this predic- 

ion. Kiangala et al. [166] proposed a predictive maintenance ap- 

roach for predicting conveyor motor health in a bottling plant us- 

ng a decentralized monitoring system by monitoring the vibration 

peed states. Similarly, Gigoni et al. [167] focus on a scalable pre- 

ictive maintenance model, machine learning, and statistical pro- 

ess control tools. Researchers should focus on more tuned predic- 

ion detection approaches to timely detect system failures. It will 

nhance not only productivity but also reduces the safety risks. 

.8. Advanced approaches for supply-chain risk assessment 

Since the inception of SCADA systems, the heterogeneity of 

CADA components was always a concern for industries and con- 

umers due to security, and incompatibility issues. Outsourcing the 

anufacturing of some parts of a system may be economical in 

erms of time and cost, but it has substantial security risks due to 

abricated parts, hidden vulnerabilities, intentionally added loop- 

oles, etc. Supply chain risks have grown in importance, yet it has 

eceived little attention from academics. Researchers should focus 

n a theoretical as well practical framework to mitigate the secur- 

ng concern raised due to the anomalous supply chain. A public- 

rivate analytics exchange program report [168] focuses on man- 

ade supply chain risks to SCADA systems and recommends risk 

itigation strategies. 

.9. Advanced penetration testing approaches for SCADA 

Penetration testing/ pen-testing/ ethical hacking is generally 

sed to test a computer system, network or web application to 

eek security vulnerabilities that an attacker could exploit. Luswata 

t al. [169] studied possible attacks on the SCADA system by us- 

ng penetration tools. Similarly, Hilal et al. [170] , presented an 

pproach to pentest SCADA system testbed using Kali Linux and 

ata traffic analysis on SCADA network using Wireshark. State-of- 

he-art commercial penetration tools, i.e., Nessus, Netsparker, Idap- 

com, Acunetix, Probably, BackTrack, Metasploit and opensource 

ools, i.e., Wapiti, ZAP (Zed Attack Proxy), Vega, W3af may not be a 
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uitable choice for SCADA systems due to its different characteris- 

ic as compared to general IT systems. Yadav et al. [171] presented 

n E2E penetration testing approach IoT-PEN to discover all pos- 

ible attackers way to breach the target system. IoT-Pen works in 

our stages, i.e., i) Pentesting initial setup installation. ii) Extract- 

ng current state information of each system. iii) Extract CPE info 

rom a.xml file generated by Nmap. iv) Generation of prerequisites 

nd post-conditions for all the reported vulnerabilities & Target- 

raph generation. v) Analysis of target-paths & Recommendations. 

he researchers should focus on novel techniques to detect zero- 

ay vulnerabilities as most of the state-of-art approaches focus on 

dentifying the already published vulnerabilities. 

.10. Need for timely updates to SCADA 

The increased internet connectivity of SCADA systems to con- 

rol and monitor geographically distributed systems has increased 

he attack surface. State-of-art SCADA are more vulnerable to the 

ttacks. Yadav et al. in [56] observed that SCADA system vulner- 

bilities from NVD reveal that approximately 30% of the reported 

CADA vulnerabilities belong to the critical severity group. There- 

ore, to avoid potential attacks, the SCADA systems need to be up- 

ated periodically and timely [172] . The patches must have been 

alidated using rigorous testing, as SCADA systems can not bear 

ny post-development consequences of the patches. The complex 

nd interdependent architecture of SCADA systems causes timely 

atching a challenging task. Also, not all vulnerabilities are always 

xploited. Only 15% of the reported vulnerabilities are exploited 

173] . Therefore, system administrators should focus on patch pri- 

ritization strategies to avoid potential attacks under resource con- 

traints. 

. Conclusion 

SCADA systems have evolved from a standalone system into so- 

histicated, complex open systems based on advanced technology 

ystems connected to the Internet. SCADA systems are composed 

f hardware as well as software components, i.e., RTUs, MTU, HMI, 

istorian. These components communicate with each other using 

ired and wireless industrial communication protocols. The mod- 

rn communication protocols enable remote monitoring and con- 

rolling over geographically distributed SCADA systems. The new 

dvancements have not only increased productivity and efficiency 

ut also led the SCADA system more vulnerable to attacks. The 

uffer overflow and input invalidation are the most commonly ex- 

loited vulnerability in SCADA systems due to legacy softwares 

nd upgrade restriction issues. Over the period, many attacks on 

CADA industrial control system have been reported, e.g., Stuxnet, 

aroochy, Operation Ghoul, Ukraine Power grid attack. The SCADA 

ramework’s smooth and genuine operation is one of the key con- 

erns for enterprises because the consequences of breaking down 

he SCADA system may range from financial loss to environmental 

amange to loss of human life. The attackers mostly targeted the 

egacy communication protocols that are widely used, e.g., Mod- 

us, DNP3, etc. 

As per the RISI SCADA attack database analysis, the number of 

ttacks on SCADA systems is increasing over time. RISI database 

as listed 48 attacks in the transporatation sector itself. United 

tates industries have reported a maximum number of attacks. 

ost of the industries do not report cyber-attacks on their con- 

rol system or SCADA for the sake of their reputation. Therefore, 

he completeness of the assessment depends on the complete- 

ess of the RISI database. The increasing trend and severity of at- 

acks on SCADA systems raise an urgent need for securing SCADA 

ystems. To timely detect the possible zero-day attack, the ex- 

erts recommend penetration testing. There is a requirement of 
22 
 responsive intrusion detection system that can alert the system 

anagers about the possible attack on the system and network. 

hese detection systems can use signature, specification, machine 

earning-based models for enhanced security. Moreover, the ma- 

hine learning-based approaches assume that the training data is 

enign, that is not always true with the increase in adversarial 

earning algorithm [174] . The researcher should focus on devel- 

ping defense mechanisms for adversarial learning before using 

achine learning approaches. There are many cryptographic ap- 

roaches discussed in the research community. Still, we kept it out 

f scope for our review, as modern SCADA includes many resource 

onstraint devices, which render the cryptographic solutions in- 

ppropriate. Since the security solution, e.g., IDS, patches are re- 

ressively tested before deployed on the SCADA systems due to 

he critical need of availability. The patches are generally tested 

n testbeds to analyze any post-deployment consequences. We di- 

ided the SCADA testbeds into three categories, i.e., physical, vir- 

ual, and hybrid. Hybrid testbeds provide a good balance between 

delity and cost. 

In short, This paper gives a structured and multidimensional 

verview of SCADA systems’ security. The major contributions of 

his paper are:- 

1. It provides a novel approach to SCADA security by studying var- 

ious security aspects. 

2. A comprehensive analysis of the attacks on SCADA systems over 

the years is done. 

3. A detailed and comparative analysis of state-of-the-art IDSs and 

SCADA testbeds. 

4. Due to the IoTization SCADA, the research problems for secure 

SCADA has been widened. Therefore, a brief discussion about 

future research directions is done in Section 8 . 

This review indicates that despite many approaches present for 

DS, and testbeds, there is still a lot of scope for further improve- 

ents. IDSs can be improved in sectors of placement policy, vali- 

ation strategy, attack coverage, low latency, and low false-positive 

ate. Similarly, testbeds can be improved pertaining to cost, scala- 

ility, and high fidelity solution. 

Apart from this, industries are currently shifting to IoT-based 

CADA systems as they are economical and easily scalable. But 

oT-based SCADA system is hampered by performance issues, i.e., 

igh latency and low bandwidth. Therefore, there is a need to 

uild viable and efficient system architectures and frameworks to 

odel such issues. A large amount of data being generated in IoT- 

ased SCADA that can be leverage for the security and safety of 

CADA systems. The SCADA systems need to be up-to-date to avoid 

ny security exploitation due to existing vulnerabailities. In short, 

CADA systems are the foundation of critical infrastructure secu- 

ity, and their safety and security are critical issues for any nation. 
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