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Protocol "Layers’

Networks are complex!
O many "pieces":

» hosts Question:

= roufers Is there any hope of

« links of various organizing structure of
media network?

- applications

- protocols Or at least our discussion

- hardware, of networks?

software
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Organization of air travel

ticket (purchase) ticket (complain) 4
baggage (check) baggage (claim)
gates (load) gates (unload)
runway takeoff runway landing
airplane routing airplane routing

airplane routing

J a series of steps
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Organization of air travel: a different view

ticket (purchase) ticket (complain)

baggage (check) baggage (claim)

gates (load) gates (unload)

runway takeoff runway landing

airplane routing airplane routing
airplane routing

Layers: each layer implements a service
= via its own internal-layer actions
= relying on services provided by layer below

1: Introduction



Layered air travel: services

Counter-to-counter delivery of person+bags

baggage-claim-to-baggage-claim delivery

people transfer: loading gate to arrival gate

runway-to-runway delivery of plane

airplane routing from source to destination

1: Introduction 4



Distributed implementation of layer functionality

"g ticket (purchase) ticket (complain) _,C
. o)

‘§' baggage (check) baggage (claim) o
O =
O

S | gates (load) gates (unload) o
= . <
S | runway takeoff runway landing >
S C
8 airplane routing airplane routing 5

intfermediate air traffic sites

airplane routing airplane routing

airplane routing
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Why layering?

Dealing with complex systems:

a explicit structure allows identification,
relationship of complex system's pieces

- layered reference model for discussion

A modularization eases maintenance, updating of
system

- change of implementation of layer's service
transparent to rest of system

- e.g., change in gate procedure doesn't affect
rest of system

a layering considered harmful?

1: Introduction



Internet protocol stack

Q application: supporting network
applications
- ftp, smtp, http

a transport: host-host data transfer
= tcp, udp

A network: routing of datagrams from
source to destination
= ip, routing protocols

a link: data transfer between
neighboring network elements
= ppp. ethernet

a physical: bits "on the wire"

application

Transport

network

link

physical

1: Introduction
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Layering: logical communication

Each layer:

distributed

“entities”
implement
layer functions
at each node

entities
perform
actions,
exchange
messages with
peers

application

transport

network

link

1 physical

application

transport

network

link

physical

network

link

]

physical

application

transport

network

link

physical

application

transport

network

link

physical
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Layering: logical communication

E.g.: transport

take data from app

add addressing,
reliability check
info to form
“datagram”

send datagram to
peer

wait for peer to
ack receipt

analogy: post
office

data
application

( oo
nethwqr
link
1 physical

application

transport

network

link

physical

ack

network

link

data

physical

application
transport
hetwork
link
physical

data
application

(] 0
network

link

physical
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Layering: physical communication

application

transport

network

link

physical —
application applicafion
transport Tr'an\jaor"r
hetwork ® hetwork

link link

physical —phydical

1: Introduction 10



Protocol layering and data

3 Each layer takes data from above adds header information to
create new data unit and passes new data unit to layer below

source
message M
segment  [H] M trangport \‘V\
datagram |H.| H,| M network _
g n "'t W %f
frame |H;|H, H| M link
phy:l;ical [Ink
physical C—?
EHCGPSUIGTIOH switch
ﬂ
destination
— H| Hi| M network
M pplication H[H [ F] ™ TR
H| M transport \ physical
Ho| H| M network \I
Hi|Hp Hi| M link V router
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Internet structure: network of networks

3 roughly hierarchical

Q national/international
backbone providers (NBPs)

e.g. BBN/GTE, Sprint,
AT&T, IBM, UUNet

- interconnect (peer) with
each other privately, or at
public Network Access Point
(NAPs)

NBP A
Q regional ISPs

O
regional ISP
= connect into NBPs @
Q local ISP, company

- connect into regional ISPs

regional ISP

NBP B

1: Introduction 12



National Backbone Provider
e.g. BBN/GTE US backbone network
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Aopn Tou AiadikTUou: JikTUO JIKTUWYV

E: Acdopévou 611 éxoupe ekaToppUpia ISPs mpoopaong,
TTW¢ Tou¢ OlaouvOéoupe
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Aopn Tou AiadikTUou: JikTUO JIKTUWYV

Emoyn: Z0vdeoe kdOe ISP mpdaPpaong pe 6Aoug Toug
aAAoug¢

Aev KAipakwvel: O(N?)
OUVOEOEIG.

ikTUa ETikoivwviac YmoAoyioTwy - EvotnTa 2: Eicaywyh



Aopn Tou AiadikTUou: dikTUO JIKTUWYV

Emoyn: ZUvdeoe kaBe ISP mpoopaong pe éva maykoopio ISP yetapopdc:
TTeAaTng ka1 rapoxéac ISPs éxouv oikovopikh cuppwvia
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Aopn Tou AiadikTUou: dikTUO JIKTUWYV

AAAG av évac maykoopioc ISP civair piwoipun emixeipnon, 6a umdpouv
AvTAYWVIOTEC...

e

“ ikTua Emikovwviag Ymohoyiotwv - Evétnta 2: Eicaywyh



Noph Tou AiadikTUou: §iKTUO SIKTUWYV

AAAG av évac maykoopioc ISP civair piwoipun emixeipnon, 6a umdpouv
avTaywvioTEéC...ol oTroiol Oa mpémel va diacuvdeBouv

Inte;net exchange point
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IXP
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peering link

g
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ANopn Tou AiadikTUoU: §iKTUO SIKTUWYV

..Kal teplpepelakd dikTua pmopei va avaduBouv via Thv diaouvdeon Twv
dIKTUWV Ttpoapaong otoug ISPs

regional net

ikTua ETikoivwyviac YmoAoyioTtwy - Evotnta 2: Eioaywyn



Aoph Tou AiadikTUou: §iKTUO SIKTUWYV

..kal Ttapoxeic meprexopévou (1.x. Google, Microsoft, Akamai) pmopei va
Ag1ToupyAoouv Ta OIKA Toug QiKTUA YIA va PEPOUV UTTNPETIEC Kal
TTEPIEXOUEVO TTANCIEOTEPA OTOUC TEAIKOUG XPAOTEC

e
== IXP

= ‘
= Content provider network
A— " — \
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=" 3
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Aopn Tou AiadikTUou: JikTUO JIKTUWYV
T

Tier 1 ISP‘Tier 1 ISPqﬁ)i

m B
‘ Regional ISP
\ W,

R

/)

)

| XP

.

% 270 KEVTPO: HIKPOC ap1OUOC KaAd-01aouvOedepévwy HeydAwy SIKTUWY

= “tier-1” egunopikoi ISPs (m.x., Level 3, Sprint, AT&T, NTT), €Bvikn kai
01eOVAC KaAuyn

= Aiktuo mapoxéa mepiexopévou (T.x., Google): 181wTIKO SikTUO TTOU OUVDEE! Td
KévTpa dedopévwy Tou oto AiadikTuo, ouxvd TtapakdumTovrac tier-1,
Tepipepelakolc ISPs



Network security

0 field of network security:
O how bad guys can attack computer networks
O how we can defend networks against attacks

O how to design architectures mou 6a umopovuoav
va Ttapapeivouv anpooPAnTec and emiOEoeic H va
EXOUV avooia oTIC emIOEoeIC.

d Internet not originally designed with

(much) security in mind

Introduction 1-
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Bad guys: put malware into hosts via Internet

g

7 Malware (kakopouho Aoyiopiko) can get in host from: virus
(via email - modify file) or worm (standalone malware that
replicates itself in order to spread to other computers and
harm the network)

7 spyware malware can record keystrokes, web sites visited,
upload info to collection site

7 infected host can be enrolled in botneft,
used for spam. DDoS attacks: <J'

|. EmAoyn: select target

2. EwoBoAn: break into hosts around
the network (botnet)

3. EmiBeon: send packets to target
from compromised hosts

Botnet: a network of computers
infected by malware



Internet History

1961-1972: Early packet-switching principles

Q 1961: Kleinrock - Q 1972:
queueing theory « ARPAnet demonstrated
shows effectiveness publicly
of packet-switching = NCP (Network Control

Protocol) first host-
host protocol

- first e-mail program
- ARPAnet has 15 nodes

Q 1964: Baran - packet-
switching in military nets
Q 1967: ARPAnet conceived

by Advanced Reearch
Projects Agency

O 1969: first ARPAnet node
operational

1: Introduction 24



Internet History

1972-1980: Internetworking, new and proprietary nets

1970: ALOHAnNet satellite
network in Hawaii

1973: Metcalfe's PhD thesis
proposes Ethernet

1974: Cerf and Kahn -
architecture for
interconnecting networks
late70's: proprietary
architectures: DECnet, SNA,
XNA

late 70's: switching fixed
length packets (ATM
precursor)

1979: ARPAnet has 200 nodes

Cerf and Kahn's
internetworking principles:

= minimalism, autonomy -
no internal changes
required to
interconnect networks

- best effort service
model

- stateless routers
- decentralized control

define tfoday's Internet
architecture

1: Introduction
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Internet History

1980-1990: new protocols, a proliferation of networks

ad 1983: deployment of a new hational networks:
TCP/IP Csnet, BITnet,

a 1982: smtp e-mail NSFnet, Minitel
protocol defined 0 100,000 hosts

0 1983: DNS defined connected to
for name-to-IP- confederation of
address translation hetworks

Q 1985: ftp protocol
defined

0 1988: TCP congestion
control

1: Introduction 26



Internet History
1990's: commercialization, the WWW

Q Early 1990's: ARPAnet Q LaTe 1990's:
decomissioned est. 50 million computers
O 1991: NSF lifts restrictions on Internet
on commercial use of NSFnet - est. 100 million+ users
(decommissioned, 1995) - backbone links runnning at

16b
Q early 1990s: WWW Ps

« hypertext [Bush 1945,
Nelson 1960's]

- HTML, http: Berners-Lee

- 1994: Mosaic, later
Netscape

« late 1990's:

commercialization of the

wWwWWwW
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ATM: Asynchronous Transfer Mode hets

Internet: ATM principles:

a today's de facto O small (48 byte payload, 5
standard for global byte header) fixed length

: cells (like packets)
data networking . fast switching

1980's: - small size good for voice
a telco's develop ATM: Q virtual-circuit network:
competing network switches maintain state for
each "call”

standard for carrying 9 well-defined interfac
. . well-aertinea inrterrace
high-speed vouf:e/ data between "network” and
0 standards bodies: “user” (think of telephone
. ATM Forum company)
= TTU

1: Introduction
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ATM Iayer‘s Where's the application?
O ATM: lower layer

licati ..
_ a_‘qgl;%&%n 3 functionality only
0 ATM Adaptation IP 7 IP-over ATM: later
Layer (AAL): AAL
interface to upper ATM
layers physical |—
end-system —
- segmentation/rea application : ATM D
TCP/UDP
ssembly ]{PD o physical |IJ
QO ATM Layer: cell AAL
switching ATm 1 _Japplication application
Q Physical [physical TCPI/F&)DP TCPI/PUDP
AAL D {__AAL
ATM ATM
physical physical
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Chapter 1. Summary

Covered a "ton" of

Q
Q
Q

O U

U 0O O

materiall
Internet overview
what's a protocol?

network edge, core,
access hetwork

performance: loss, delay

layering and service
models

backbones, NAPs, ISPs
history
ATM network

You now hopefully have:

d context, overview,

“feel" of networking

a more depth, detail
later in course

1: Introduction
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