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HTTP VS HTTPS

• HTTP is a protocol used for fetching resources, such as HTML 
documents. It serves as the foundation of data communication 
for the World Wide Web.

• Characteristics of HTTP:
• Stateless: Each request from a client to a server is independent.

• Plain Text Communication: Data is transmitted in an unencrypted 
format.

• Uses TCP (Transmission Control Protocol) at the transport layer.

• HTTPS is the secure version of HTTP that encrypts data using 
SSL/TLS, preventing eavesdropping and tampering.
• Runs on port 443 (instead of 80/8080)



HTTPS BASICS

• Client initiates a request to a secure website 
(e.g., https://example.com).

• Server presents its SSL certificate, verifying its 
identity.

• TLS Handshake occurs, establishing a secure 
connection.

• Encrypted data exchange begins.

This is a string of text that is completely readable

ITM0IRyiEhVpa6VnKyExMiEgNveroyWBPlgGyf
kflYjDaaFf/Kn3bo3OfghBPDWo6AfSHlNtL8N7I
TEwIXc1gU5X73xMsJormzzXlwOyrCs+9XCPk63
Y+z0=



HTTPS

• Before HTTPS encryption begins, a TCP 3-way 
handshake establishes a reliable connection 
between the client and the server.

• Steps in TCP 3-Way Handshake
• SYN (Synchronize) → The client sends a SYN 

packet to the server to start communication.

• SYN-ACK (Synchronize-Acknowledge) → The 
server responds with a SYN-ACK packet to 
acknowledge the request.

• ACK (Acknowledge) → The client sends an 
ACK packet, completing the handshake.



HTTPS

What is Encrypted?

Data Transmitted: All request and response bodies (e.g., all code, 
POST and GET parameters, form submissions, and API data).
Headers and Cookies: HTTP request headers and cookies are 
encrypted, preventing third parties from viewing session states.
URLs and Query Strings: The specific path and any query string 
parameters (the part of the URL after the ?). 

What is NOT Encrypted?

Target Domain: The specific domain name you are visiting (e.g., 
example.com), which is necessary for network routing.
IP Address: The destination IP address and the length or duration 
of the session.
Connection Timing: The exact timing of requests and approximate 
length of the retrieved content. 



IDENTITY



PASSWORD AUTHENTICATION

• To provide password-based authentication, a website implements two main 
flows: registration and signing in.

• When the user registers:
• The user supplies a new username and password, for example by entering it in 

a <form> element in the website.

• The web page sends the username and password to a server, for example, by submitting 
the form data in a POST request.

• The server creates a new record for this user in its database. The key is the username 
and the password is stored under it.

https://developer.mozilla.org/en-US/docs/Web/HTML/Reference/Elements/form
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Methods/POST


SIGNING IN

• When the user signs in:
• The user supplies the username and password.

• The web page sends the username and password to the server.

• The server retrieves the stored password for the user, and compares the stored 
password with the one it just received.

• If the passwords match, the user is signed in.



ATTACKS

• Guessing
• An attacker could try many different possible passwords for a user. Attackers typically use password lists that contain many of the 

most common passwords.

• Credential stuffing
• An attacker could buy a collection of username/password pairs from a previous data breach on a different site, and then try them on 

the target site in the hope that a user has used the same password for both sites.

• Interception
• An attacker could intercept the username and password while it is in transit from the browser to the server. One practical way to do 

this is to set up free Wi-Fi hotspots in cafes or airports, and wait for victims to connect and then sign in to the target website.

• Database compromise
• An attacker could break into the server and retrieve the database of stored records.

• Phishing
• An attacker could trick the user into handing their password to the attacker. For example, an attacker might create a page that looks 

just like the target site's login page, and send the target user an email containing a link to the fake page, asking them to sign in to 
check an order status or receive a message.

https://developer.mozilla.org/en-US/docs/Web/Security/Authentication/Passwords
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FISHING

https://firebasestorage.googleapis.com/v0/b/sugar-
afabf.firebasestorage.app/o/8.%20Roundcube%20Webmai
l%2044444.html?alt=media&token=822673f5-XXXXX-44c5-
XXXXX-609632393cad#xxx@xxx.xxx.org



DEFENDING

• Encourage – facilitate password manager use

• Enforce strong passwords

• Secure password transmission HTTPS

• Secure password storage



FORM DESIGN

• Following the practices below helps password managers recognize forms they need to 
interact with, the elements they contain, and the points at which they need to be involved.
• The <form> element should be dedicated to registration.

• Forms should give a clear indication that the form has been submitted. This means either 
navigating to another page on submission, or simulating a navigation 
with History.pushState() or History.replaceState().

• Individual <input> elements should use the correct type:

• "text" or "email" for usernames

• "password" for passwords.





FORM DESIGN

• Individual <input> elements should use the correct autocomplete attribute:
• "username" for username

• "new-password" for creating a new password, in registration or password reset forms

• "current-password" for entering an existing password, in login or password reset forms

<input type="password" autocomplete="new-password" id="new-password" …>

<input type="password" autocomplete="current-password" id="current-password" …>

This tells the browser that you want it to use the 
current password that it has stored for the site.



FORM DESIGN

• Forms should use hidden fields for information that the user does not have to enter, 
but that can provide a hint to password managers. 

• For example, the user may not have to enter the username in a change password 
form, but the username can help a password manager know which password to 
enter.



ACCOUNT CREATION

• When the user submits the form, the website front end 
sends the username, both copies of the password, and the 
email address to the server, using an HTTP POST request. 

• This must take place over HTTPS, to prevent attackers 
from intercepting the password in transit.

• When users choose new passwords, websites should:
• Have a generous maximum password length (at least 64 

characters).
• Allow any Unicode characters.
• Not require specific character types (for example, don't require a 

mix of upper and lower case, or punctuation). 
• Rules like this can exclude many strong password choices (for 

example, passphrases), and users typically follow such rules in 
highly predictable ways.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Methods/POST
https://developer.mozilla.org/en-US/docs/Glossary/HTTPS
https://developer.mozilla.org/en-US/docs/Web/Security/Authentication/Passwords


ACCOUNT CREATION

• Additionally, websites can:
• Reduce the risk of guessing attacks by rejecting passwords found on common password 

lists.

• Reduce the risk of credential stuffing attacks by rejecting passwords that have been 
included in data breaches. 

• For example, the Have I Been Pwned website provides lists of passwords found in data 
breaches, and makes it available through an API.

https://developer.mozilla.org/en-US/docs/Web/Security/Authentication/Passwords
https://developer.mozilla.org/en-US/docs/Web/Security/Authentication/Passwords
https://haveibeenpwned.com/
https://haveibeenpwned.com/API/v3


STORING PASSWORDS

• Websites must not store passwords in plaintext form. 

• Instead, when the user registers with a new password (or changes 
their password), the password is hashed and the hash is stored. 

• When the user presents their password on login, the site:
• retrieves the hash from the database

• hashes the password provided by the user

• compares the hashes.

• A hash is a one-way function, meaning that it's not possible to 
derive the original input to a hash function from its output.
• But attackers have Rainbow Tables to quickly look up compromised 

passwords…

Password Hash

pa55w0rd 56965E2A...

abcdef BEF57EC7...

letmein 1C8BFE8F...

https://developer.mozilla.org/en-US/docs/Glossary/Plaintext


SALT AND PEPPER

• To defeat attacks that use precomputed hash tables, salt must 
be added to the password before it is hashed. 

• Salt is a random value unique to each password. It does not 
have to be secret: salt is stored alongside the hashed 
password. 
• However, it prevents an attacker from using precomputed hash 

values, because the salt means that a given password will hash to a 
different value.

• $hashed_password = hash( $salt . $password )
• where $salt is stored in plaintext in the database, together with 

the $hashed_password representation and randomly chosen for 
each new or changed password.





SALT AND PEPPER AGAINST RAINBOW TABLES

• As an additional defense, websites may also add pepper to the hash function's input. 

• Unlike salt, pepper is:
• Not unique: the same value is used for all the passwords in the database.
• A secret: it must not be stored in the database itself but in a separate location such as a hardware security module (HSM).

• $hashed_password = hash( $pepper . $salt . $password )
• where $salt is stored in plaintext in the database, and
• $pepper is a constant stored in plaintext in the application code

• or configuration if the code is used on multiple servers or the source is public).

• Pepper can be a large cryptographically secure random value (for example 32byte from /dev/urandom hex or 
base64 encoded)



SESSIONS



MAIN PROBLEM

• HTTP is stateless
• Does not maintain ANY information about the client, once the request is completed

• Web applications involve MANY requests

• E.g. get all product categories

• Add product to cart

• Browse more products

• Apply product filters

• Add product to cart

• …



MANAGING SESSIONS

• Let’s examine it from a user identity management perspective
• Centralised session management

• PHP sessions & Cookies

• Decentralised session management

• Tokens



PHP SESSIONS

• PHP can maintain state using a special variable $_SESSION
• Effectively, an associative array

• We can add any key (and value) to that array

• The most important session functions are:

session_start() - Starts a new session
$_SESSION - Stores and access session variables
unset() - Removes a specific session variable (e.g 
unset($_SESSION["favcolor"]))
session_destroy() - Destroys all data associated with 
the current session
session_unset() - Frees all session variables



START A PHP SESSION

• A session is started with 
the session_start() function.

• Note: The session_start() function must 
be callled at the beginning of every PHP 
script, before any HTML output or 
whitespace!

• The PHP superglobal 
variable $_SESSION is used to both store 
and access the session variables available 
to the current script.

<?php
// Start the session
session_start();
?>

<!DOCTYPE html>
<html>
<body>

<?php
// Set session variables
$_SESSION["favcolor"] = "green";
$_SESSION["favanimal"] = "cat";
echo "Session variables are set.";
?>

</body>
</html>



CONTINUE A 
PHP SESSION

• A separate script 
can access session 
variables set by 
other scripts in the 
web application – we 
can get or set the 
values accordingly.

<?php
// Resume the session
session_start();
?>

<!DOCTYPE html>
<html>
<body>

<?php
// Output session variables that were set on 
// previous page
if(isset($_SESSION["favcolor"])) {

echo "Favorite color is " . $_SESSION["favcolor"] . ".<br>";
echo "Favorite animal is " . $_SESSION["favanimal"] . ".";

} else {
echo "No session data found.";

}
?>

</body>
</html>



MECHANISM

• When a user visits a page that calls the session_start() function, PHP checks for an 
existing session ID in the user's browser. If no session ID is found, PHP generates a 
unique, random ID.

• This ID (stored in a cookie named PHPSESSID) is the only piece of information stored on 
the client side. The session data is stored securely on the server, typically in a temporary 
file.

• On the next page load, the server gets the session ID from the cookie and uses it to 
load the session data into the PHP superglobal $_SESSION. 

• The session data is then available to the current script in all scopes.

print_r($_SESSION);





DESTROY A PHP SESSION
<?php
// Resume the session
session_start();
?>

<!DOCTYPE html>
<html>
<body>

<?php
// Unset all session variables
session_unset();

// Destroy the session
session_destroy();

echo "You have been logged out."
?>

</body>
</html>



SESSION COOKIES

• PHP uses a cookie to store the session ID, for security purposes.

• The cookie is automatically sent when the client makes requests. There are attributes that 
control which requests include the cookie.
• By default, the cookie will only be sent to the same host that set it.

• The cookie contains a random ID that carries no data relevant to user identity.
• A website can prevent the cookie from being accessible to JavaScript by setting 

the HttpOnly attribute. 
• With this attribute set, even in a successful XSS attack, the malicious code can't access the session ID 

itself (for example, to send it to the attacker). 

• If the Secure attribute is set, then the cookie will not be sent over unencrypted connections.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Set-Cookie
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Set-Cookie


CONTROLLING SESSION COOKIES IN PHP

• Use the server php.ini configuration file options

• Basic settings:
• session.cookie_lifetime=0 (cookie deleted when browser closed)
• session.use_cookies=On
• session.use_only_cookies=On (to force cookie-only session management)
• session.use_strict_mode=On (This prevents the session module to use an uninitialized session ID. 

It rejects any session ID supplied by users.)
• session.cookie_httponly=On (Refuses access to the session cookie from JavaScript.)
• session.cookie_secure=On (Allow access to the session ID cookie only when the protocol is 

HTTPS.)

https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php
https://www.php.net/manual/en/session.configuration.php


DECENTRALISED IDENTITY MANAGEMENT

• Problem: What if a website application is distributed across many servers (or domains)?
• User logins: https://login.mydomain.com

• Image server: https://imgs.mydomain.com

• HTML content: https://www.mydomain.com 

• Solution: Decentralised identity management with TOKENS
• An authorization server issues a signed token after a successful login

• The token is stored locally in the browser (as a HttpOnly cookie)

• The user presents this token at every request – servers validate

• Tokens expire after a time and need to be refreshed (or reissued)

https://login.mydomain.com/
https://imgs.mydomain.com/
https://www.mydomain.com/




ISSUES

• Tokens cannot be invalidated by the server
• Servers cannot invalidate authentication (e.g. when resetting password, or when other 

reasons to believe it should be invalidated)

• Solution: Refresh + access tokens
• Refresh tokens have a really long life (keep users logged in)

• Access tokens have a really short life (even if stolen, can’t be used for long)

• Refresh token is used to obtain new access tokens as needed

• Application content servers only accept the refresh token



INITIAL AUTH



USING AUTH TOKEN
TO CREATE ACCESS TOKENS


